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Interactive proofs
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Completeness and soundness

Let IP be an interactive proof (IP) for the relation R.

Definition (Completeness) |

If x € L(R), then the honest prover always convinces the honest verifier
that x € L(R).
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Completeness and soundness

Let IP be an IP for the relation R.

Definition (Completeness)
If x € L(R), then the honest prover always convinces the honest verifier
that x € L(R).

Definition (Soundness)
If x ¢ L(R), then any malicious prover cannot convince the honest
verifier, except with low probability, that x € L(R).
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Knowledge soundness

@ Soundness ensures that if any (malicious) prover P convinces us,
the instance x is in the language L(R);
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Knowledge soundness

@ Soundness ensures that if any (malicious) prover P convinces us,
the instance x is in the language L(R);

@ However, it does not imply that the prover knows a witness w for x;
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Knowledge soundness

@ Soundness ensures that if any (malicious) prover P convinces us,
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Knowledge soundness

@ Soundness ensures that if any (malicious) prover P convinces us,
the instance x is in the language L(R);

@ However, it does not imply that the prover knows a witness w for x;
© This motivates the security notion of knowledge soundness!

© But how can we capture the knowledge of Pip?
What it knows for sure:

Pp knowledge @ What can be extracted by an
L W efficient extractor from the
y e \ transcript;
' 3. °
> @ So the verifier can extract the
witness?
wd ‘: © We something stronger than
\ ,“ efficient. the rewinding oracle
S/ access to Pjp.
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Knowledge soundness

Definition

A public-coin interactive proof IP = (Pjp, Vip) with round complexity k for a
relation R has knowledge soundness error, xp with extraction time etip(x, Pip)
if there exists a probabilistic algorithm ESKS (the extractor) such that the
following holds: for every instance x and malicious prover Pj» we have

R & +— X
£ E\Xé)\i)f p &2 (Pip(x: €), Vip(x))ip < mip(x) -

w — EﬁaKs(x7a7P> P|P(§))

Additionally, E3XS(x, o, p, Pip(€)) runs in expected time etjp(x, Pp) over &, p
and v.
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Knowledge soundness
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Tree of transcripts

Example of a tree of accepting transcripts:
.3 acceptlng challenges in R+
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Tree of transcripts

Example of a (3, 2, 2)-tree of accepting transcripts for an instance x:
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Special soundness

Definition |
A public-coin interactive proof IP = (Pjp, Vip) with round complexity k for a
relation R has (ay, . . ., ak)-special soundness if there exists a deterministic
polynomial time algorithm EZS (the extractor) such that for every x and
(ai,...,a)-tree T of accepting transcripts for x we have (x, E3Y(x, T)) € R.

1 Y Y YT T 19
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Knowledge soundness from special soundness
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Problem statement
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.

Extractor: Psp

P1
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set

of challenges is R.

Extractor:
@ Pick p® « R\ {p1};
@ Test the challenge p{?;

© Rewind the prover; and
continue until we have
found a a-tree of
accepting transcript;
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Early abort strategy

We need one more ingredient.
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Early abort strategy
We need one more ingredient.

@ Let b = Vgp(x, ay, p, an) Where (a1, p, a2) is the transcript given to
the extractor;
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Early abort strategy

We need one more ingredient.

@ Let b = Vgp(x, ay, p, an) Where (a1, p, a2) is the transcript given to
the extractor;

@ If b =1, run the previous experiment;
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Early abort strategy

We need one more ingredient.

@ Let b = Vgp(x, ay, p, an) Where (a1, p, a2) is the transcript given to
the extractor;

@ If b =1, run the previous experiment;
@ However, if b = 0, abort;
@ This is known as the early abort strategy.
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Extractor expected running time analysis

We show that
Lemma

Let | be the number of invocations done by the extractor to the malicious
prover. We have

v — N

E| (o) | © (oo " <a-1.
b ———— (Psp(x),Vsp(x;p))sp
w —

Eggs(xa aq, P, 02, PSP; V)

which implies that

etsp(x, Psp) < (a—1)- (Tf.»sp + pO'Y(\X\)) :
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Running time analysis

Proof.

Fix x arbitrarily and let Acc be the set of challenges that makes the verifier
accept. We have

E[/(p,v)]

D |
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Running time analysis

Proof.

Fix x arbitrarily and let Acc be the set of challenges that makes the verifier
accept. We have

E[/(p,v)]
= E[/(p,v) conditioned on b = 1] - Pr[b = 1]
N—

=|Acc|/2"

D |
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Running time analysis

Proof.

Fix x arbitrarily and let Acc be the set of challenges that makes the verifier
accept. We have

E[/(p,v)]
= E[/(p,v) conditioned on b = 1] - Pr[b = 1]
N—

=|Acc|/2"
+ E [/(p, v) conditioned on b = 0] - Pr[b = 0]

0 because the algorithm will directly abort.

D |
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Running time analysis

Proof.

Fix x arbitrarily and let Acc be the set of challenges that makes the verifier
accept. We have

E[/(p,v)]
= E[l(p,v) conditioned on b= 1] - Pr[b=1]
N——
=|Acc|/2"
+ E [/(p, v) conditioned on b = 0] - Pr[b = 0]

0 because the algorithm will directly abort.

= \A2c:rc| E [/(p, v) conditioned on b= 1] .

D |
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Running time analysis

Proof.
Fix x arbitrarily and let Acc be the set of challenges that makes the verifier
accept. We have

E[/(p,v)]

= E[l(p,v) conditioned on b= 1] - Pr[b=1]

N——
=|Acc|/2"
+ E [/(p, v) conditioned on b = 0] - Pr[b = 0]

0 because the algorithm will directly abort.

A
‘ ZCC| E [/(p, v) conditioned on b= 1] .
Let
e =E[l(p,v) conditionedon b= 1] .
I claimthat e < (a 1)|ACC‘, which would conclude the proof of lemma. O |
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Running time analysis

Proof.
We consider two distinct cases:
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Running time analysis

Proof. |
We consider two distinct cases:
2I‘

@ |Acc| < a. There are 2" — 1 invocations, which is smaller than (a — UW'
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Running time analysis

Proof. |

We consider two distinct cases:

@ |Acc| < a. There are 2" — 1 invocations, which is smaller than (a — 1)|A2—crc|.

@ |Acc| > a. The extractor runs until it has found a — 1 accepting challenges.
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Running time analysis

Proof. |

We consider two distinct cases:

@ |Acc| < a. There are 2" — 1 invocations, which is smaller than (a — 1)|A2—;c|.

@ |Acc| > a. The extractor runs until it has found a — 1 accepting challenges.

Sample without replacement
Untilwe have a—1 o

o |Acc| —1 o
:.'.‘. >2r — |Acc| o
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Running time analysis

Proof. |

We consider two distinct cases:

@ |Acc| < a. There are 2" — 1 invocations, which is smaller than (a — 1)|A2—;c|.

@ |Acc| > a. The extractor runs until it has found a — 1 accepting challenges.

Sample without replacement
Untilwe have a—1 o

o |Acc| —1 o
:.'.‘. >2r — |Acc| o

This is known as the Negative hypergeometric distribution, and its expectation is given
by (a—1)2 O

|Acc| *
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Knowledge soundness analysis

Lemma

The following holds for the extractor ESKS described above:

)R | o g 1

X, W at,am), = a—

PriAb=1 o (Psp(x), Vsp(xip))sp | < —or >
w — ESKS(x, o, p, a2, Pgp)

where a is the arity of the special soundness and R = {0,1}".
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Knowledge soundness analysis

Proof.
We want
p — R
Pr { (Axé“l)f Al p lecan (Psp(x), Vep(xi p))sp | < a;
W A ESKS(x, a1, p, a2, Psp)

Fix x arbitrarily. We consider two distinct cases:
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Knowledge soundness analysis

Proof.
We want
p — R
Pr (Axb“l)f’? b {0 (B (x), Vep(xi p)) s sa;.
2 « ESSS(x, a1, p, az, Psp)

Fix x arbitrarily. We consider two distinct cases:

@ |Acc| > a. If b = 0, the probability is zero. Otherwise, the extractor
succeeds almost surely since it passes the early abort test, and therefore,
the probability is zero.
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Knowledge soundness analysis

Proof.
We want
p — R
Pr (Axb“l)f’? b {0 (B (x), Vep(xi p)) s sa;.
2 « ESSS(x, a1, p, az, Psp)

Fix x arbitrarily. We consider two distinct cases:

@ |Acc| > a. If b = 0, the probability is zero. Otherwise, the extractor

succeeds almost surely since it passes the early abort test, and therefore,
the probability is zero.

@ |Acc| < a. The extractor cannot find a (a)-tree of transcripts for x;

therefore we just looking at the probability that b = 1, which is
|Acc| < a—1
r —_— 2r .

2

O
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The result

Theorem

Let SP = (Pgp,Vgp) be a sigma protocol (SP) for a relation R with
special soundness with arity a and verifier randomness complexity r. It
follows that SP has strong rewinding knowledge soundness error

a—1
2r

Ksp(x) <
and extraction time
otsp(x, Psp) < (a— 1) (7, + poly(Ix])) -

Moreover, the number of times the knowledge soundness extractor
invokes Pjp isa— 1.
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How to generalize to IPs

Suppose we are searching for a (2,2, 2)-tree of accepting transcripts for
X.

2 accepting
challenges in R,

A

2 accespting —__~"
challenges )
inRg
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How to generalize to IPs

Suppose we are searching for a (2,2, 2)-tree of accepting transcripts for
X.

2 accepting
challenges in R,

A

2 accespting —__~"
challenges )
inRg

Early abort
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How to generalize to IPs

Suppose we are searching for a (2,2, 2)-tree of accepting transcripts for
X.

2 accepting
challenges in Ry __
2 accespting —_ —
challenges [ ) ! )
in Rz N A N/
B 1 Early abort
1 0 1 0
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How to generalize to IPs

Suppose we are searching for a (2,2, 2)-tree of accepting transcripts for
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How to generalize to IPs

Suppose we are searching for a (2,2, 2)-tree of accepting transcripts for
X.

2 accepting
challenges in Ry __
2 accespting —._
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T Earlyabqrt

\1 0 1 O 1/ \. 1 J/
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How to generalize to IPs

Suppose we are searching for a (2,2, 2)-tree of accepting transcripts for
X.

2 accepting

challenges in Ry __
2 accespting —_ o~ —~
challenges [ ) ! ) i
in RS S— < AN _/

B 1 Earlyabqrt

Mathias Marty (EPFL — COMPSEC) July 2024 21/1
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How to generalize to IPs

Suppose we are searching for a (2,2, 2)-tree of accepting transcripts for
X.

2 accepting

challenges in Ry __
2 accespting —._ - P Early abort
challenges [ | ) '
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) 1 Early abort - N - -
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How to generalize to IPs

Suppose we are searching for a (2,2, 2)-tree of accepting transcripts for
X.

) 2 accepting challenges in R4

2 accepting S (<
challenges in Ry __
N/ y
2 accespting — v _—( Early abort o~ P
challenges | )
in Rg N { \_/ N A N/ N/
Early abort
X N\ VR 7N\ TN B v N\ - - > - N

\1 J/ 0 1 J/ O \ 1/ \. 1 1 J/ \. O 1 /N 1 p \. O 1, . 1 1 J/
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The result

Theorem

LetIP = (Pip, Vip) be a public-coin interactive proof for a relation R with round
complexity Kk, (a1, . . ., ak)-special soundness and randomness complexity
(r1,...,rc). Then IP has strong rewinding knowledge soundness error

k

mP(X)§1—H<1 - a;2;1>

i=1

and extraction time

otz Pr) < ((H a,) - 1) (15, + poly())

Moreover, the number of times the knowledge soundness extractor invokes Pyp
] k
is (H,:1 a,-) -1
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State restoration
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Fiat—Shamir transformation
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Q1 < |5|P(X, (a1, )

(P15 ) €)
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Fiat—Shamir transformation

prnd .
PNIROP%{ §—) Pip(x; £)

p1 = I’ﬂd1( ((H))
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Fiat—Shamir transformation

prnd .
PNIROP(§11 §_) I5|p(x; €)

p1 = I’ﬂd1( ((M))

|

|

|

|

|

1 .

} Oék<—PIP(X7(a1»~~~aak 1)
1 (p1,-- - pe—1)i €
|

|

|

|

|

|

|

|

~

o = mdk(x, (a1, ..., o))

Qg1 |5|p(x, (a1 Sy ock)

(P15 ) €)
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Fiat—Shamir transformation
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Fiat—Shamir transformation

p1 = rd(x, (a1))

|

|

|

|

|

| ; :

| ak + Pie(x, (a1, ..., ax_1),
! (p1,-- -5 Pk=1);§)
|

3 o= mdk(x, (a1, ..., o))
|

|

|

|

|

|

|

Qg1 |5|p(x, (a1 Sy ock)

(P15 )i ) ! pi = rdi(x, (a1, ..., ax), (P1,- -y pr—1); €)
= ((a,..., ) —— forall i € [k + 1] and check that

i Compute
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Fiat—Shamir and state restoration

0
e

Pp——=Vip

&3

P3
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Fiat—Shamir and state restoration
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Fiat—Shamir and state restoration
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Fiat—Shamir and state restoration
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Fiat—Shamir and state restoration
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Fiat—Shamir and state restoration
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Fiat—Shamir and state restoration

o
\0‘2‘\\0“ P <—L V
~ o 28 e P _Ez_, |P
Pr——V
P=—Vip
p3 Q/@/. i
s, ~ .
/S, o
% " Pp—=Vp
_‘;73/_>
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The state restoration game

Definition (State restoration game)

For any ordered tuple of random oracles (rnd;, ..., rndx) and t-queries
random-oracle algorithm PJ5, the state restoration game is:

rs'((rnds, . .., rndx), PS5):
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Definition (State restoration game)

For any ordered tuple of random oracles (rnd;, ..., rndx) and t-queries
random-oracle algorithm PJ5, the state restoration game is:

rs'((rnds, . .., rndx), PS5):
@ Run the state restoration prover

(. (rs - k) (5. ") (ﬁfﬁ)(md‘ ,,,,, rnd)
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The state restoration game

Definition (State restoration game)
For any ordered tuple of random oracles (rnd;, ..., rndx) and t-queries
random-oracle algorithm PJ5, the state restoration game is:
rs'((rnds, . .., rndx), PS5):
@ Run the state restoration prover

(., (01, o)) D (B
@ Get challenges p; == rndi(x, (a1, . .., «;)), for every i € [K].
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Definition (State restoration game)

For any ordered tuple of random oracles (rnd;, ..., rndx) and t-queries
random-oracle algorithm PJ5, the state restoration game is:

rs'((rnds, . .., rndx), PS5):
@ Run the state restoration prover
(3, (0, ..., ay)) AL ()i
@ Get challenges p; == rndi(x, (a1, . .., «;)), for every i € [K].
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The state restoration game

Definition (State restoration game)
For any ordered tuple of random oracles (rnd;, ..., rndx) and t-queries
random-oracle algorithm PJ5, the state restoration game is:
rs'((rnds, . .., rndx), PS5):
@ Run the state restoration prover

(3, (0, ..., ay)) AL ()i
@ Get challenges p; == rndi(x, (a1, . .., «;)), for every i € [K].
© Return (x, (a1, .-, ), (p1,-- -, pK))-

We denote the whole process by

tSI”“‘,t Sr ~
(5 (@1 s, (1 s i) ) 17y ndl), BSS)
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State restoration knowledge soundness

Definition (State restoration knowledge soundness) |

IP has rewinding state restoration knowledge soundness error i with
extraction time et} if there exists a probabilistic algorithm ESFKS (the
extractor) such that for every query bound t, t-query deterministic
malicious adaptive prover PS5,

, R
Pr E\Xbi)f < "’fISFr’(X’ t),

Additionally, ESRKS(x, e, &, p, tr", P§3) runs in expected time
et (x, t, PS5) over its internal randomnes.
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IP has rewinding state restoration knowledge soundness error i with
extraction time et} if there exists a probabilistic algorithm ESFKS (the
extractor) such that for every query bound t, t-query deterministic
malicious adaptive prover PS5,

rnd — u ((ri)ie[k])

trs” r st
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State restoration knowledge soundness

Definition (State restoration knowledge soundness) |

IP has rewinding state restoration knowledge soundness error i with
extraction time et} if there exists a probabilistic algorithm ESFKS (the
extractor) such that for every query bound t, t-query deterministic
malicious adaptive prover PS5,

rnd — u ((ri)ie[k])

R trs’ rs"(rnd. P
P (X’ W) ¢ (Xvayp) — (rn ’ \P) < Sr
r Ab=1 b —  Vi(x,a,p) = HIP(X7 t) )

Additionally, ESRKS(x, e, &, p, tr", P§3) runs in expected time
et (x, t, PS5) over its internal randomnes.

Mathias Marty (EPFL — COMPSEC) July 2024 27/1



State restoration knowledge soundness

Definition (State restoration knowledge soundness)

IP has rewinding state restoration knowledge soundness error i with
extraction time et} if there exists a probabilistic algorithm ESFKS (the
extractor) such that for every query bound ¢, t-query deterministic

malicious adaptive prover Pji.

rnd —

pr| GWER | (xap) &
Ab=1 b —

w —

U ((r)iew)

rs(rnd, P5) < ST t
Veap) | SRCRD
EFPRKS(X7 a? p? trsr7 PlsFI;)

Additionally, ESRKS(x, e, &, p, tr", P§3) runs in expected time
et (x, t, PS5) over its internal randomnes.
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State restoration knowledge soundness
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Knowledge soundness of the non-interactive protocol
from state restoration knowledge soundness

Theorem (Informal)

If\P has state restoration knowledge soundness ki, and extraction time
etys, then its non-interactive Fiat-Shamir transform has the same
knowledge soundness and the same extraction time.
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State restoration knowledge soundness from
special soundness
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Problem statement

= Ss
Ep

N _
 —— »Witness w for x.

ay.....ax)-tree of accepting transcripts for x
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Problem statement

/051\ rmd(), rd(@,
\__/ VS
—~(P1
az
(P2
a3
-/ p3
aq’
o)
p1 i

e SN /. ——— yWitness w for x.

‘
057 ; bt / )
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ay.....ax)-tree of accepting transcripts for x
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set

of challenges is R.

Extractor:
P

3
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:

@ Early abort?; S

Q
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set

of challenges is R.
Extractor:

@ Early abort?;
Q Pick o R\ {p1};

Q.
S,
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:

@ Early abort?;
Q Pick o R\ {p1};

© Create a random oracle
rnd® such that...;
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set

of challenges is R.
Extractor:

@ Early abort?;

Q Pick p® « R\ {p1};

© Create a random oracle
rnd® such that...;

© If the challenge returned
by the game is pSZ) and
the verifier accepts;
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set

of challenges is R.

Extractor:
@ Early abort?; o{(\"
Q Pick p® « R\ {p1}; b
© Create a random oracle
rnd® such that...; 5

© If the challenge returned
by the game is pSZ) and
the verifier accepts;

© Continue until we have

found a good challenges; S5
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The extractor
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© Create a random oracle
rnd® such that...;
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The extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:

@ Early abort?;

Q Pick p® « R\ {p1};

© Create a random oracle
rnd® such that...;

© If the challenge returned
by the game is pSZ) and
the verifier accepts;

© Continue until we have
found a good challenges;

Mathias Marty (EPFL — COMPSEC) July 2024 32/1



Challenge substitution

Suppose the extractor is given a transcript of the form (x(, aﬁ’), p" ) and we
want to test (x(, o, s’ ).
Original run Needed

' g g
r P | o) rnd r P, md’
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(, aﬁ’), p" ) and we
N/

want to test (x(, o, s’ ).
Original run Needed

El -
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(?;U).“U)) rnd r P%rp rnd/
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(, aﬁ’), p" ) and we
N/

want to test (x(, o, s’ ).
Original run Needed
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(, aﬁ’), p" ) and we
want to test (x(, o, s’ ).

Original run Needed
Sr Sr
Psr Psr /
r P& | 0.0 | M r PSp rnd
L0
( (/*W)E_(\%’*”)
0=
(1(”. r\(/))
)
(x(jﬂ)’a(fﬂ))
p(i+1)
(=0 fal)
)
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(, aﬁ’), p" ) and we
N/

want to test (x(, o, s’ ).

Original run Needed
' g g
r P3p (=, ") rnd r P, md’
S0
( (/—1)5_“2/71))
)
(—:(i)_ r\(/))

\-\; G
O :
® oA (X(r)"'o‘s[))
> p(‘f)
=0, 0)
(1)
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(), a{?, o, ) and we

AV

want to test (x(, o, s’ ).
Original run Needed
Sr — Sr —
e e o fmal [T P nd
L0
( (H)E_“g/—w)
Pl
(-:(i)_ u(/))

. \\; p(i+1)
—~ W . :

S)N O JOA (X(r)ﬁ'as[))
T“, & p(‘Y)
) (?;(/)‘ (xg/))
S) /1(/)

-
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(), a{?, o, ) and we
N
) )

want to test (x(), a{?, p()
Original run Needed

rsr _ rsr = U
P%rP M, o) rnd P%rF’ =", ofY) rnd

Identical

= IS (=0 ol

= > p(‘Y)
(?;(/) s (xg/))
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S) P

-

&
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(), a{?, o, ) and we
N
) )

want to test (x(), a{?, p()
Original run Needed

rsr _ rsr = U
P%rP M, o) rnd P%rF’ =", ofY) rnd

Identical

s
}Vn

Inject

= IS (=0 ol

= > p(‘Y)
(?;(/) s (xg/))

(/)
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-

&
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(), a{?, o, ) and we
N

want to test (x(, o, s’ ).

Original run Needed
Sr [Sr
P = 7
r P%rP (?;U). (\?1)) rnd P%rP (1(1)‘ “(11)) I'nd
= Identical o
: entica .
(AT ) T )
L0—1) PGl
() 0 . . i 0
| oy) | /n/ectb(’q . M)_.
o) { 07 (:DU
(x(i+1)’ Y(1f+1)) ( (i+1)’ as,ur”/ %
O Pl P+’ g
= o 0 . 3
oM R oA (x(’), "‘5[)) (x(,),7 5')/) N
S <5 o]
I PSR 0 L0 3
= (=1, (!(1/')) a
,_:; /)(/) O
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(), a{?, o, ) and we
N

want to test (x(, o, s’ ).

Original run Needed
rsr rSF
DSr , DSr ‘ 4
Psp 0, alM) rnd PSP =0, oY) rnd
M M
P L
. Identical .
(= (i=1); (\5/71)) (?:(/71):. (\(1[7”)
0= 01
() () . B () (7
| Goy) Inject | oy ) )
o0 = D
(x(iﬂ)’ Y(1f+1)) ( (/+1)/’ asiﬂ)/ %
. ‘\\\; p(i+1) ,','L\ p(y‘+1)’ g
N - o
étv O .‘i\ (x(r)ﬂ:as[)) 1l x\"\ ! (x(r)'; O‘gt)/) §
R ) & o0’ n:;
i (?;(/)‘ (2(1/‘)) a
S /)(/) o
,\\'«_ =
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(), a{?, o, ) and we
N

want to test (x(, o, s’ ).

Original run Needed
rSr rsr
Psr , Psr ‘ /
PSP (?;U).ngw) rnd PSP (1(1)‘”(11)) rnd
L0 ()
: Identical <
(= (i=1); (\5/71)) (?:(/71):. (\(1[7”)
S0—1) PGl
(xm. u(/)) (.‘:U). r\(/))
o0 HL | 3
(x(iﬂ)’ <y(1/+1)) ( (/‘+1)/A’ as;ﬂ)/ %
O Pl P+’ g
. o 0% : . Q
S RN (=0 ol el | g
T“, > o o0’ 3
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(), a{?, o, ) and we

. ; N
want to test (x(, o, s’ ).
Original run Needed
rsr rSF
= = 7
Sr ) Sr X
Psp 0, alM) rnd PSP =0, oY) rnd
o) . oM
i1 (- Identical U1 -
(x gXe) ) (x X )
PG PG
(-:(i)_ uw) (_‘:U). r,\(/))
o0 > Y
(x(i+1)"a(1i+1)) Ky (X(M)/f'aim), §
. L\\\; p(l.+1) | & (%) p(r.+1) g
N IS (0 fal") <I© 5 | &
R S o | O 3
= (= (UN (xg/)) J (= (0, a(/)) a
< o) l [S)
e = g S
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Challenge substitution

Suppose the extractor is given a transcript of the form (x(), a{?, o, ) and we
N

want to test (x(, o, s’ ).

In other words, we must check that
(x(/), (l’,gi), /)(/)/, ) « ' (rnd’, ﬁ%fp) .

This is known as the consistency check.
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The complete extractor
Suppose we need a a-tree of accepting transcripts for x and that the set

of challenges is R.
Extractor:
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The complete extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:

@ Early abort?;
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The complete extractor

Suppose we need a a-tree of accepting transcripts for x and that the set

of challenges is R.
Extractor:

@ Early abort?;
Q Pick )P R\ {p1};
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The complete extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:
@ Early abort?;
Q Pick p® « R\ {p1};
© Create a random oracle
rnd® such that
oy = ('1’1’ /\ x = x'" where
(x,af, p ) ik
rs(rd®, Bst);
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The complete extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:
@ Early abort?;
Q Pick o « R\ {p1};
© Create a random oracle
rnd® such that
ar =aof N x=x" where
(x,af, ps2)) &
rs(rd®, Bst);
© If the challenge returned
by the game is p§2) (OK)
and the verifier accepts;
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The complete extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:
@ Early abort?;
Q Pick o « R\ {p1};
© Create a random oracle
rnd® such that
ar =aof N x=x" where
(x,af, ps2)) &
rs(rd®, Bst);
© If the challenge returned
by the game is p§2) (OK)
and the verifier accepts;
@ Continue until we have )
found enough good
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The complete extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:

@ Early abort?;

Q Pick o « R\ {p1};

© Create a random oracle
rnd® such that
ar =aof N x=x" where
(x,af, ps2)) &
rs(rd®, Bst);

© If the challenge returned
by the game is p§2) (OK)
and the verifier accepts; )

© Continue until we have %) RY,
found enough good
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The complete extractor

Suppose we need a a-tree of accepting transcripts for x and that the set
of challenges is R.
Extractor:

@ Early abort?;

Q Pick o « R\ {p1};

© Create a random oracle
rnd® such that
ar =aof N x=x" where
(x,af, ps2)) &
rs(rd®, Bst);

© If the challenge returned
by the game is p§2) (OK)
and the verifier accepts;

@ Continue until we have
found enough good
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How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

Mathias Marty (EPFL — COMPSEC) July 2024 35/1



How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

Mathias Marty (EPFL — COMPSEC) July 2024 35/1



How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

Mathias Marty (EPFL — COMPSEC) July 2024 35/1



How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

Mathias Marty (EPFL — COMPSEC) July 2024 35/1



How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

Mathias Marty (EPFL — COMPSEC) July 2024 35/1



How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

Mathias Marty (EPFL — COMPSEC) July 2024 35/1



How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

Mathias Marty (EPFL — COMPSEC) July 2024 35/1



How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that

the set of challenges is R.

2 accespting
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How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

7N\

2 accepting //\/ ‘/”'\ i _ 7‘/7,\‘
Challenges/hjeé ) / /

2 accespting 2 accespimg ( ( ( (
challengep——< challenges—" N— NS — NS
in R3/ — inRs 7 Z ]
X N N SN SN /TN X N
‘\w,/ ‘\w,/ ‘k\,,,/ ‘\\,,,/ ‘\w,/ ‘\,,,/' ‘\w,/ ‘k\,,,/

1 0 1 1 1 1 1 1 1
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How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that

the set of challenges is R.

7N\

2 accepting //\/ ‘/”'\ i _ 7‘/7,\‘
Challenges/hjeé ) / /

R >N\
2 accespting 2 accespting

2 accespting (
challengep——<  challengey— < _challenges T— 7 —
X /7N

inRz /~
X NN /7N /7 N\ /7 N\ /7 N\
‘\w,/ N “\,7/ ‘\\,,,/ ‘ A ‘ A ‘ N ‘\w,/ N/
1 0 1 1 11 1 1 1 1
July 2024 35/1
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How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that
the set of challenges is R.

TN

challengeS/Rg /\/_ohallenges in R /
X :“;f”'\ X N\ Py ;m:/i\
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How to generalize to IPs

Suppose we need a (3, 2, 2)-tree of accepting transcripts for x and that

the set of challenges is R.
()8 accepting challenges in R+

2 accepting / ()2 accepting ()2 accepting
chaIIenQeS};Rz / <challenges in 722/ < challenges in &

Ve { /7 / /
2 accespting ) 2 accespting ) J2 accespting )2 accespting | | 2 accespting| ) 2 accespting
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The result

Theorem

LetIP = (Pip, Vip) be a public-coin interactive proof for a relation R with
(a1, ..., ak)-special soundness and verifier randomness complexity (r1, ..., k).
It follows that IP has rewinding state restoration knowledge soundness error

sr X ai—1
HlP(X»t)<(f+1)<1_il}<1_ o) )) .

and extraction time

£5(n, t, Pih) ((Ha,) +(t+1) ((Ha,>—1>> (g + pOIy(n)) -

Moreover, the number of times the knowledge soundness extractor invokes P}
g k
is (T @) = 1) (£ +1).

Mathias Marty (EPFL — COMPSEC) July 2024

36/1



Further research
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Limitations of special soundness

@ Some protocols, such as Brakedown, are special sound with too
large arity;
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Limitations of special soundness

@ Some protocols, such as Brakedown, are special sound with too
large arity;

@ AttemaFR23 have introduced a weakening of special soundness
called I'-special soundness;

@ Moreover, AttemaFKR2023 have proved that the Fiat—Shamir
transformation of a I'-special sound protocol is knowledge sound.

Therefore, it would be interesting to see if
@ Brakedown is -special sound;

@ T-special soundness implies state restoration knowledge
soundness.
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