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Abstract

In the realm of cryptographic protocols, ensuring the integrity and security of proofs is paramount.
Proof systems enable a verifier to check the validity of a statement provided by a prover, ensuring cor-
rectness with high probability. Interactive proofs (IPs) are a specific type of proof system that involves a
multi-round exchange between a prover and a verifier.

The security of IPs against malicious provers is captured through the concept of soundness. There are
multiple strengthenings of soundness such as special soundness, which ensures that multiple accepting
transcripts with distinct challenges can be used to extract a witness, and knowledge soundness, which
asserts that any convincing prover actually knows a witness for the statement. In particular, we focus on
a stronger version of knowledge soundness called strong knowledge soundness. Another strengthening
of knowledge soundness is state restoration knowledge soundness. State restoration knowledge sound-
ness ensures the Fiat–Shamir protocol transformation is knowledge sound. We define state restoration
knowledge soundness in the random oracle model (ROM), which is extensively used in cryptography.

Special soundness is usually easier to prove than strong knowledge soundness and state restoration
knowledge soundness. This work demonstrates that special soundness implies both strong knowledge
soundness and state restoration knowledge soundness, making it a helpful security notion.

Keywords: cryptographic protocols, special soundness, state restoration, sigma protocols, interactive proofs, knowl-
edge soundness, random oracle model
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1 Introduction

In cryptographic protocols, maintaining the integrity and security of proofs is crucial. IPs and their non-
interactive counterparts (in the ROM) non-interactive random oracle proofs (NIROPs) play a crucial role in
this context, providing the foundation for secure communication and computation in numerous applications.
One of the critical challenges in this field is to ensure that these proofs are sound, meaning that they cannot
be convincingly generated without possessing a valid witness for the statement being proven. This thesis
delves into the intricate relationship between special soundness, knowledge soundness, and state-restoration
knowledge soundness, presenting significant current research advancements and generalizing these results.

1.1 Motivation

Special soundness is a well-established property of sigma protocols (SPs) and their generalization to mul-
tiple rounds, public coin IPs. It ensures that an efficient extractor can leverage the knowledge of multiple
accepting transcripts to extract a witness. This property has been instrumental in constructing secure pro-
tocols; however, its implications for more complex and practical scenarios have not been fully explored.
Specifically, the challenge arises when considering state-restoration attacks, where a malicious prover can
reset and replay parts of the protocol to gain an unfair advantage. Such attacks, however, have a concrete
interpretation; they give the adversary the same advantage he would have when attacking the Fiat–Shamir
transformation of the protocol.

Another crucial security property of public coin IPs and their Fiat–Shamir transformations is knowledge
soundness. Briefly, this property ensures that one cannot prove a statement without knowing a witness for
this statement. We introduce later a stronger notion of knowledge soundness called strong knowledge sound-
ness. In short, strong knowledge soundness captures in its definition the transcript of an actual execution.
This strengthening brings us closer to an adaptive security property, where adaptive means that the mali-
cious provers are allowed to choose the problem statement before attacking. In this work, we refer to strong
knowledge soundness simply as knowledge soundness, while we refer to standard knowledge soundness
as weak knowledge soundness. Finally, we consider another strengthening of knowledge soundness known
as state restoration knowledge soundness, which protects against state restoration attacks. Moreover, this
property protects against adaptive provers.

Weak knowledge soundness, strong knowledge soundness, and state restoration knowledge soundness
are more challenging to demonstrate than special soundness. All of these security properties rely on the
existence of an efficient extractor. Still, the special sound extractor is deterministic and leverages the combi-
natorial properties of the IPs to extract a witness. In contrast, the knowledge extractors are probabilistic and
must consider all possible malicious provers.

The primary objective of this work is to investigate whether special soundness can imply state restoration
knowledge soundness for SPs and, more generally, public coin IPs. Achieving this would enhance the
security guarantees of these proof systems, particularly when transformed into non-interactive proofs using
the Fiat–Shamir transformation. A weaker result has been demonstrated in [AFK22]. In this work, the
authors prove that the Fiat–Shamir transformation of a special sound IP is knowledge sound; however, they
prove this result without relying on the intermediate notion of state restoration knowledge soundness, which
is the focus of our work.

To gain some intuition about this question, we begin, as a warmup, by asking ourselves if special sound
IPs are also knowledge sound. A similar result, yet weaker, is shown in [ACK21]. This paper demonstrates
that a special sound IP is weak knowledge sound. We exhibit the main results of this thesis in the section
below.
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Recently, a book on succint non-interactive arguments has been published by Chiesa and Yogev. The
results presented in this Master’s thesis also appear in this book [CY24].

1.2 Results

Let x denote any problem instance. Our warmup question leads to the following statement.

Theorem 1.1 (Informal). Let IP = (PIP,VIP) be a public-coin interactive proof for a relation R with
round complexity k, (a1, . . . , ak)-special soundness and randomness complexity (r1, . . . , rk). Then IP has
knowledge soundness error

κIP(x) ≤ 1−
k∏

i=1

(
1− ai − 1

2ri

)
.

We now turn to the state restoration setup. Since the latter is defined over the ROM, we must consider
malicious provers with access to random oracles. Thus, let t denote an upper bound on the number of queries
the malicious prover does to these random oracles.

Theorem 1.2 (Informal). Let IP = (PIP,VIP) be a public-coin interactive proof for a relation R with
(a1, . . . , ak)-special soundness and verifier randomness complexity (r1, . . . , rk). It follows that IP has
rewinding state restoration knowledge soundness error

κsrIP(x, t) ≤ (t+ 1)

(
1−

k∏
i=1

(
1− ai − 1

2ri

))
.

The result above strengthens the security guarantees of the Fiat–Shamir transformation in the ROM. This
thesis presents the building blocks necessary to prove these two theorems.

1.3 Thesis overview

First, Sections 2.1 to 2.4 address the required theoretical background and notations needed to understand this
work. Then, we explore the concept of knowledge soundness and special soundness and their implications
in cryptographic protocols, focusing on SPs and, more generally, IPs in Sections 2.5 and 2.6.

We familiarize ourselves with the concept of state restoration in Section 2.7. The introduction of the
state restoration game provides a robust framework for analyzing the security of protocols against state
restoration attacks. This game simulates scenarios where a malicious prover may try to reset its state to gain
an advantage. Finally, we explain how state restoration knowledge soundness relates to the security of IPs’
non-interactive Fiat–Shamir transformations over the ROM.

Then, we show that special soundness implies knowledge soundness. This proof provides a more
straightforward way to show that an IP is knowledge sound without the necessity to consider adversarial
strategies. We first prove this statement for SPs in Section 3 and then move to public coin IPs in Section 4.
This step-by-step approach will be a common pattern in this thesis; indeed, one can have difficulty grasping
the proofs of the latter sections without the intuition of the more straightforward ones.

Finally, we demonstrate that special soundness not only implies knowledge soundness, but also state
restoration knowledge soundness, which, in turn, signifies that the non-interactive Fiat–Shamir transfor-
mation is knowledge sound. The proof is first done for SPs in Section 5 and then for public coin IPs in
Section 6.

In summary, the key points we bring in this thesis are:
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• Strong knowledge soundness from special soundness. We show that special soundness is sufficient to
guarantee strong knowledge soundness for SPs. This involves constructing an efficient extractor and
analyzing its performance and error rates, ensuring that it can reliably extract witnesses in polynomial
time.

• Extension to interactive proofs. We extend this result from SPs to public coin IPs, demonstrating that
the same principles apply. We achieve this by adapting the extraction techniques and ensuring they were
compatible with the more complex structure of IPs.

• Implication for non-interactive proofs. By proving that special soundness implies state restoration knowl-
edge soundness, we establish that the a special sound interactive proof is also secure against state-restoration
attacks. This implies that its Fiat–Shamir transformation is also knowledge sound.

• Natural extension to interactive oracle proofs. Our work generalizes naturally to interactive oracle proofs
(IOPs). Although not proved formally, every extractor constructed in this thesis has a straightforward
generalization that allows it to work on IOPs instead of IPs.

This work underscores the importance of soundness properties in cryptographic protocols and provides
tools for further research into secure-proof systems.

1.4 Future work

There are many examples of IPs where the notion of special soundness leads to insufficient knowledge
soundness error, motivating research toward more fine-grained relaxation of special soundness for these
cases. Attema, Fehr, and Resch have proposed in [AFR23] the notion of Γ-special soundness. In short, if Γ
is a monotone subset of the power set of all possible challenges, then Γ-special soundness asserts that there
exists an efficient extractor such that given any fork (α1, ((ρ1, α2,1), . . . , (ρa, α2,a)), where {ρ1, . . . , ρa} ∈
Γ, can retrieve a witness. It would be interesting to see if Γ-special soundness also implies state restoration
knowledge soundness. If this turns out to be true, it would automatically extend their result to the non-
interactive transformation of IPs.
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2 Preliminaries

This section introduces the necessary theoretical background to understand the proofs and concepts pre-
sented in this thesis. We use the symbols N and N∗ to denote the natural numbers, including zero, and the
natural numbers, excluding zero. For any q ∈ N∗, we denote by Zq the ring of integer modulo q. Remark that
this group forms a field when q is a prime number. Moreover, we write poly(x) to refer to some unspecified
function in x, which is upper bounded by some monomial in x.

2.1 Languages and relations

A formal language, which we refer to language in this thesis, is a set of words composed of symbols
that lie in an alphabet. The latter is a set of symbols, such as the digits or the alphanumeric characters.
Throughout this work, we will focus our attention on the binary alphabet, which is, as its name suggests,
the set {0, 1}. Therefore, we restrict all subsequent definitions to the binary alphabet. This restriction is
not limiting because we can encode any formal language over an alphabet of cardinality b > 2 (the case
b = 2 is trivial) into a binary alphabet where every word of length n in the larger alphabet has a binary
representation of length log2(b) · n, which is linear in n. Consequently, studying languages over the binary
alphabet encompasses all possible formal languages, maintaining generality while simplifying analysis.

Notation 1. For every n ∈ N, we denote by {0, 1}n the set of binary strings of length n. Moreover,

{0, 1}≤n :=
n⋃

i=0

{0, 1}i

is the set of all binary strings of length smaller or equal to n. Finally, we capture by

{0, 1}∗ :=
⋃
i∈N
{0, 1}i ,

where we define {0, 1}0 to be the empty string, all finite strings.

We use the previous notation to define the concept of language formally.

Definition 2.1. A language L is any subset of {0, 1}∗. We say that an instance x ∈ {0, 1}∗ is in the
language L if and only if x ∈ L.

Languages capture the notion of decision problems, which are problems with “yes” or “no” answers.
For example, one might study the language of numbers that are not prime

L̄primes := {n ∈ N∗ | n is not prime} .

Another crucial concept is the notion relations.

Definition 2.2. A relation R is any subset of {0, 1}∗×{0, 1}∗. The set R consists of instance-witness pairs,
usually denoted by (x,w).

Any relation implicitly defines the following language.

Definition 2.3. Given a relation R, we define its corresponding language as

L(R) := {x | ∃w. (x,w) ∈ R} .

4



Relations capture another type of problem, the search problems. These problems possess pairs of
instance-witness that we can interpret as a problem instance and its solution. For example, we could ex-
tend the decision problem L̄primes to the search problem R̄primes where the witnesses are the prime decom-
positions of the composite numbers. We give below another concrete search problem called the discrete
logarithm problem. This problem will follow us throughout this thesis as a running example.

Example 1. Given any group G of prime order q, written multiplicatively, and g a generator of the latter,
the discrete logarithm problem over the group generated by g is defined as

Rdlog(g) := {(h, x) ∈ Zq ×G | gx = h} .

For clarity, we should always assume that G is the group generated by g and q its order.

Informally, given any element h ∈ G, this problem asks to retrieve the unique integer x ∈ Zq such
that the equation gx = h is verified. For some groups, this problem is known to be hard, meaning that one
cannot design a probabilistic adversary solving this problem that runs rapidly enough on average. Hence, it
is a suitable candidate for cryptographic primitives. For examples of cryptographic systems leveraging this
computational problem, the reader might take a look at the ElGamal public key cryptosystem [EG85] and
the Diffie–Hellman key exchange [DH76].

2.2 Algorithms and random oracles

We classify algorithms into two categories: those that use random coins and those that only depend on
their input. The first category is called probabilistic algorithms while the other deterministic algorithms.
Throughout this thesis, we will sometimes refer to probabilistic algorithms simply as algorithms.

Definition 2.4. Let A be any probabilistic algorithm that uses r coin tosses and takes as input an x. We
denote by ζ ∈ Z the algorithm’s randomness, where Z := {0, 1}r is called its random space and r its
randomness complexity.

Note that we can view a deterministic algorithm as a probabilistic algorithm with randomness complexity
zero; hence, the latter is a generalization of the former. We use the following notation to indicate that we
run the algorithm A with its randomness fixed to ζ ∈ Z .

Notation 2. We symbolize by
y ← A(x; ζ) ,

where y is the value returned, an instantiation of the probabilistic algorithm A on randomness ζ and input
x.

Note that to differentiate parameters from randomness, we use the semicolon symbol. On the other hand,
we use the following notation to sample the randomness at random and then run the probabilistic algorithm.

Notation 3. We denote by
y ← A(x) ,

where y is the value returned, an instantiation of the probabilistic algorithm A on randomness sampled
uniformly with the random space of A. Moreover, we will also use this notation when instantiating a
deterministic algorithm.

Finally, we give the arrow notation one more meaning.

5



Notation 4. For any finite set S, we denote by

x← S

the action of sampling uniformly an element x within S.

When describing the pseudocode of an algorithm, we will use the symbol “:=” to indicate a deterministic
assignment. However, we make an exception for deterministic algorithms, where we keep the arrow notation.
This exception simplifies notations, especially when introducing traces.

Another essential aspect of algorithms, whether deterministic or probabilistic, is their running time. The
running time is a crucial metric in complexity theory, as it determines how efficiently an algorithm can
solve a problem relative to the input size. Analyzing the running time helps understand the algorithm’s
performance and scalability, which is vital for comparing different algorithms and choosing the most appro-
priate one for practical applications. Below, we define a notation to capture the running time of one specific
execution.

Definition 2.5. Let A be any probabilistic algorithm. Given its randomness ζ and an input x, its running
time, denoted by τA(x; ζ), computes the number of elementary operations performed by

A(x; ζ) .

Moreover, we write τA(x) if the algorithm is deterministic.

This definition is too fine-grained for our purpose; for example, complexity theory usually deals with
worst-case time complexity, aggregating all running time for inputs of a fixed length by taking only the
longest one.

Definition 2.6. LetA be any deterministic algorithm. Its worst-case running time is a function of the input
length n ∈ N∗ defined as

max
x∈{0,1}n

τA(x) .

Hash functions are cryptographic tools that allow the construction of various cryptographic primitives. A
helpful tool to analyze such primitives is the ROM. In this model, we replace the hash functions with random
oracles. Random oracles are idealized hash functions that map any bitstrings to strings of fixed length,
distributed uniformly at random, in constant time. This model allows for detaching the implementation
details of the hash function from the cryptographic primitive itself and, thus, makes the analysis much more
manageable. Compiling protocols defined in the ROM into concrete cryptographic protocols is a challenging
problem and constitutes its own field of research. Nonetheless, this thesis focuses exclusively on the ROM.

Definition 2.7. A random oracle rnd with output size r is a function that takes any binary string of finite
length as input, picks a string of length r uniformly at random, and outputs it. Moreover, rnd keeps a map
from inputs to outputs, so if it is called twice with the same input, it will reply with the same output. Finally,
we assume that this function runs instantly.

Since they execute instantaneously, we view random oracles as functions instead of algorithms. There-
fore, we will use the notation

y := rnd(x)

when calling random oracles in pseudocodes.
The following is a helpful notation when dealing with probability experiments, which we formally define

later in Section 2.3.
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Definition 2.8. For every r = (r1, . . . , rk) ∈ (N∗)k, let U(r) be the uniform distribution over all ordered
tuple (rnd1, . . . , rndk) of random oracles such that rndi maps finite bitstrings to a bitstrings of length 2ri .
Especially, if k = 1 we use the notation U(r) instead of U((r)) for convenience.

Random oracles are only helpful if algorithms can use them. So, we are interested in combining algo-
rithms with the idea of random oracles.

Definition 2.9. An algorithmA is a random-oracle algorithm if, in addition to its input x, it takes a random
oracle rnd as an additional parameter. The algorithmA can query rnd as much as it would like. The process
of running A on input x by giving it oracle access to rnd is denoted by

y ← Arnd(x) .

We will not only use these random oracles but also simulate them to run algorithms that can run other
random-oracle algorithms by presenting a fake random oracle. Since storing a random oracle’s function
table requires infinite memory, we cannot hope to store the entire thing and must find a way around it. A
simple trick is constructing the random oracle in a lazy way. A lazy oracle only keeps track of what has been
already queried by the random-oracle algorithm. It picks at random for everything new, keeping its function
table as small as the number of queries. In this regard, we formally introduce the following notation.

Notation 5. To distinguish between a real random oracle and a lazy one, we use the dot notation. We write
˙rnd when talking about a random oracle, which we implement as a lazy random oracle instead of simply rnd

for a real random oracle.

Note that a lazy random oracle is a stateful algorithm, while a real random oracle is a function. We will
use random oracles in definition and lazy random oracles in algorithmic constructions.

2.3 Probabilities and experiments

Throughout this thesis, we will extensively use the concept of an experiment. An experiment is a sequence
of instructions where an instruction can either run an algorithm or sample a value within a set. We use ex-
periments when stating probabilities, expectations, and random variables; they are beneficial when defining
the security properties of cryptographic schemes, as they make them more concise and easier to read.

Definition 2.10. An experiment is a sequence of instructions that we write vertically. We divide this sequence
into two phases. The first is a sampling phase where we sample elements within finite sets. Typically, this
would be sampling within random spaces of algorithms. The second phase is an algorithmic phase. In
this phase, we run probabilistic algorithms and retrieve their outputs. These algorithms can take their
inputs from external parameters, the values sampled during the first phase or the value returned by other
algorithms. We can either fix their randomness or, as we will often do, use the values of the first phase as
their randomness.

Interestingly, we can use the results of these experiments to construct random variables through func-
tions. Since the concept of an experiment is very generic, we will focus on a single example to introduce
the subsequent notations.

7



Notation 6. Let A1, . . . ,An be some probabilistic algorithms and Z1, . . . ,Zn their respective random
spaces. Let f be any function depending on the outputs of these algorithms. We denote by

f(y1, . . . , yn)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

ζ1 ← Z1
...

ζn ← Zn

y1 ← A1(x1; ζ1)
...

yn ← An(xn; ζn)


,

where x1, . . . , xn are the inputs of these algorithms, the random variable f(A1(x1; ζ1), . . . ,An(xn; ζn))
with sample space Z1 × · · · × Zn. Moreover, if f has an expected value, we denote it by

E


f(y1, . . . , yn)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

ζ1 ← Z1
...

ζn ← Zn

y1 ← A1(x1; ζ1)
...

yn ← An(xn; ζn)


.

The advantage of experiments is that they make all randomness of algorithms explicit. Experiments will
be beneficial when defining algorithms that take the randomness of other algorithms as input.

We also use the vertical bar notation for the set-builder notation. However, it will be evident from the
context whether we are describing about random variables with experiments or building set. Moreover,
since we use the vertical bar notation to define experiments, we may what notation do we use to condition a
random variable on an event E? We describe the way we remedy this issue in the following notation.

Notation 7. Let E be any event over the sample space Z1 × · · · × Zn that may depend on some external
parameters. We denote by 

f(y1, . . . , yn)
conditioned on
E

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

ζ1 ← Z1
...

ζn ← Zn

y1 ← A1(x1; ζ1)
...

yn ← An(xn; ζn)


the random variable f(A1(x1; ζ1), . . . ,An(xn; ζn)) conditioned on the event E. Naturally, we extend this
notation to expectations and probabilities. Moreover, we will also use the experiment notation to designate
the probability of the event E. Finally, we should write everything in one line if we can.

For convenience, we only explicitly write the randomness of an algorithm, including how the experiment
chooses it, when it appears elsewhere than in the algorithm’s call.

As discussed in Section 2.2, the notion of running time defined in Definition 2.5 is too fine-grained for
our needs. Regarding probabilistic algorithms, we only need to know the expected running time. As its name
suggests, this is the expected running time of the algorithm taken over all possible inputs and randomness.
Suppose that the algorithm takes bit strings of length n as inputs, then we capture the notion of expected
running time with the following.

8



Definition 2.11. Let A be any probabilistic algorithm with random space Z that takes bit strings of length
n as input, then

τA(n) := E
[
τA(x; ζ)

∣∣∣∣ x ← {0, 1}n
ζ ← Z

]
denotes the expected running time of A.

The reason we do not define the running time of a probabilistic algorithm in the same way as a deter-
ministic algorithm, i.e. by taking the longest running time over all fixed-length instances and all prover
randomness (see Definition 2.6), is that this makes little sense for real-world applications. In reality, we
are not interested in worst-case scenarios, which may be avoidable edge cases or happen with negligible
probability, but in the average behavior of our protocol.

A crucial class of algorithms, for both probabilistic and deterministic algorithms, are the ones that are
efficient.

Definition 2.12. We say that a deterministic algorithmA is efficient if its worst-case running time, which is
a function of the input length n, is upper bounded by a polynomial in n. Similarly, a probabilistic algorithm
A is considered efficient if its expected running time, also a function of the input length n, is upper bounded
by a polynomial in n.

These definitions of efficiency are typically too optimistic since a probabilistic algorithm with expected
running time n2024 would be impractical. Nevertheless, efficient algorithms still form a fundamental class
in complexity theory. One of the reasons is that polynomials are closed under composability, which in the
algorithmic world translates into “composing several efficient algorithms yields an efficient algorithm”.

We can now define the complexity class NP. This is a set of language that captures nondeterministic
polynomial time (NP) problems, which we define as follows.

Definition 2.13. A language L is in NP if and only if for all n ∈ N∗ and x ∈ {0, 1}n, there exists an efficient
deterministic algorithm A such that

x ∈ L⇔
(
∃w ∈ {0, 1}≤poly(n). A(x,w) = 1

)
.

From such a language, we can explicitly construct a relation; the relation

R :=
⋃
i∈N∗

{(x,w) ∈ {0, 1}n × {0, 1}≤poly(n) | A(x,w) = 1}

is know as a NP relation.

The class NP captures problems with small solutions that can be verified efficiently by an algorithm. On
the other hand, the class of NP relation captures the problems and their small solution. For example, the
decision problem L̄primes is in NP since we could compute the product of the factors and check it is equal to
the instance. Its NP relation is R̄primes. Moreover, the relation Rdlog(g) is a NP relation, where the solutions
are the discrete logarithms.

Finally, we introduce the following probability distribution.

Definition 2.14. Consider the following probabilistic experiment. We sample balls, without replacement,
from a set of size N consisting of K success balls and N − K failure balls until we have found r ≤ K
successes. The negative hypergeometric distribution reflects the number of draws during this experiment,
and its mean, denoted µN,K,r, is given by

µN,K,r := r
N + 1

K + 1
.
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2.4 Interactive proofs

We start with the definition of SPs and then define the more general IPs.

Definition 2.15. A SP for a relation R with randomness complexity r is a pair of probabilistic algorithms
SP = (VSP,PSP) such that, given access to an instance x, the prover tries to convince the verifier that
there exists a witness for x. It is performed through an interactive protocol that works as follows.

• Both parties receive an instance x, and the prover is given an additional input: a witness w;

• The prover sends a message to the verifier, computed as α1 ← PSP(x,w);

• The verifier responds with a random message ρ, computed as ρ← {0, 1}r;

• The prover responds to this challenge with the message α2, computed as α2 ← PSP(x,w, α1, ρ, α2);

• Finally, the verifier decides deterministically if the prover knows a witness for x or not by returning a bit
b, which is set to one if it is convinced.

The verifier message is also called a challenge. We also consider malicious prover P̃SP, which acts differ-
ently as PSP but still follows the protocol structure. The following notation captures the complete execution
of the protocol when the prover is P̃SP.

b
((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x)⟩SP .

The tuple ((α1, α2), ρ) is called the transcript of the execution. Moreover, we say that the transcript is an
accepting transcript for x if the verifier is convinced, or in other words, if b = 1, where b is called the
decision bit. Finally, for i ∈ [2], we define pvi as the length of all possible i-th messages the prover can
send.

Note that all verifier’s randomness is used to pick the challenge ρ. This a particular case of a public-coin
interactive proof, introduced later.

By allowing the prover and verifier to send more messages, we obtain the more generic concept of IPs.

Definition 2.16. An IP for a relation R with round complexity k is a pair of probabilistic algorithms
IP = (VIP,PSP) such that, given access to an instance x, the prover tries to convince the verifier that there
exists a witness for x. The protocol works iteratively, as follows. For i going from 1 to k:

• The prover sends αi to the verifier, computed as αi ← PIP(x,w, (α1, . . . , αi−1), (ρ1, . . . , ρi−1));

• The verifier sends ρi to the verifier computed as ρi ← VIP(x, (α1, . . . , αi), (ρ1, . . . , ρi−1)).

Finally, the prover sends a last message αk+1 ← PIP(x,w, (α1, . . . , αk), (ρ1, . . . , ρk)) and then the verifier
returns a bit b which it sets to one if it is convinced. The tuple of messages

((α1, . . . , αk+1), (ρ1, . . . , ρk)) ,

also denoted (α,ρ), sent during an execution of this protocol is called the transcript of this execution. We
symbolize by

b
(α,ρ)←−−− ⟨P̃IP(x; ξ),VIP(x;ρ)⟩IP

a complete execution of the protocol, where (α,ρ) is the transcript of the execution. Moreover, we say that
the transcript is an accepting transcript for x if the verifier is convinced by the malicious prover P̃IP, or in
other words, if b = 1, where b is called the decision bit. For every i ∈ [k+ 1], we define pvi as the lengths
of all possible i-th prover’s messages.
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SPs and, more generally, IPs are abstract machines where both parties, the verifier and the prover, interact
to show that a given instance x belongs to L(R). In this model of computation, the prover has unlimited
power while the verifier is efficient. If IP = (VIP,PIP) is an IP, we say, respectively, that VIP and PIP

are the honest verifier and honest prover. The word honest emphasizes that these parties rightly follow the
protocol. On the other hand, we say that a prover is malicious if it does not follow the protocol IP. Such
provers could act dishonestly to convince the verifier that x belongs to the language while it does not, which
would break soundness, or try to convince that it knows a witness for x while it does not, which would break
knowledge soundness. Soundness is defined below while we discuss knowledge soundness in Section 2.6.
We often ask IPs to possess soundness and an additional property known as completeness. We define these
two properties as follows.

1. Completeness. If x ∈ L(R), then the honest prover always convinces the honest verifier that x ∈ L(R).

2. Soundness. If x /∈ L(R), then any malicious prover cannot convince the honest verifier, except with
low probability, that x ∈ L(R).

These properties are necessary when designing cryptographic protocols; thus, they are usually required
within the IP’s definition. This thesis focuses on special soundness, which is stronger than standard sound-
ness.

The notions of completeness, knowledge soundness, and special soundness are of interest in other com-
putation models such as probabilistically checkable proofs (PCPs) and IOPs. The former are non-interactive
models where the verifier is probabilistic and only looks at a bounded number of bits of the prover’s mes-
sage. The latter are cryptographic protocols that combine IPs and PCPs. More precisely, these protocols
are interactive, like IPs, but instead of looking at every prover’s message, the verifier only looks at parts
of these messages, similarly to PCPs. For conciseness, we restrict our attention to IPs in this thesis. Our
work extends nicely to IOP since we can naturally transform our extractors, defined over the world IPs, into
extractors for IOPs.

Returning to our concrete example of the discrete logarithm problem over the group generated by g, for
any generator g of prime order q, we introducethe so-called Schnorr’s protocol [Sch90], which is a SP for
Rdlog(g). The Schnorr protocol SPSchnorr = (VSP,PSP) is defined as follows.

• The prover, given the instance h and the witness x, first picks r ← Zq randomly and sends α1 = gr to the
verifier;

• The verifier picks ρ ∈ Zq and sends it to the prover;

• The prover computes and sends α2 = r + ρ · x to the verifier;

• The verifier checks that gα2 = α1 · hρ.

This protocol is complete since if the prover is honest, i.e. α2 = r + ρ · x as expected by the protocol, then

gα2 = gr+ρ·x = gr · hρ = α1 · hρ .

We do not prove that this protocol is sound; we will focus on the stronger notion of special soundness in
Section 2.5.

The attentive reader might ask why, instead of the Schnorr protocol, we are not designing a simpler
protocol where the prover only sends the value of the discrete logarithm. Indeed, such a protocol would
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be complete and sound (assuming the discrete logarithm problem is hard in the group G). Such protocols
would work for any NP relations. One property we have omitted so far is zero-knowledge. In short, this
security property ensures that the witness, in our case, the discrete logarithm, is not revealed to the verifier
(or to anyone listening to their conversation). Our naive protocol is not zero-knowledge, but on the contrary,
the Schnorr protocol is zero-knowledge. Even though zero-knowledge is a marvelous topic, we will not
discuss it in this thesis.

On the contrary to SP, the IP verifier’s messages are not necessarily strings picked uniformly at random,
and the verifier can use randomness. However, in this thesis, we only focus on IP such that the verifier
only sends random bit strings and is deterministic otherwise. These interactive proofs are called public-coin
interactive proofs. From this point, we assume that all our IPs are public coin.

Definition 2.17. An interactive proof IP = (VIP,PIP) for a relation R with round complexity k is said
to be public-coin if the i-th message of VIP is computed by the latter as ρi ← {0, 1}ri , that is, it is picked
uniformly at random within strings of fixed length ri. Moreover, we require that the verifier never flips coins
except to pick its messages. The tuple (r1, . . . , rk) is called the randomness complexity of IP.

Fig. 1 depicts an execution of an IP. The protocol proceeds from top to bottom. Each message is
computed by both parties using the previous messages. If the protocol is public-coin with randomness
complexity (r1, . . . , rk), then the verifier’s messages are computed as shown after the double slashes in red.

P̃IP(x; ξ) VIP(x;ρ = (ρ1, . . . , ρk))

α1 ← P̃IP(x; ξ)

α2 ← P̃IP(x, (α1), (ρ1); ξ)

...

αk ← P̃IP(x, (α1, . . . , αk−1),

(ρ1, . . . , ρk−1); ξ)

αk+1 ← P̃IP(x, (α1, . . . , αk),

(ρ1, . . . , ρk); ξ)

ρ1 ← VIP(x, (α1), ∅;ρ) // ρ1 ← {0, 1}r1

ρ2 ← VIP(x, (α1, α2), (ρ1);ρ) // ρ2 ← {0, 1}r2
...

ρk+1 ← VIP(x, (α1, . . . , αk),

(ρ1, . . . , ρk−1); ξ) // ρk ← {0, 1}rk

α1

ρ1

α2

ρ2

...
αk

ρk

αk+1

Figure 1: Execution of ⟨P̃IP(x; ξ),VSP(x;ρ)⟩IP. If the interactive proof is public coin, the verifier’s challenges
are computed as marked after the two slashes in red.

Later in this thesis, we will construct transcripts message by message. We define a notion that will be
useful for this task.

Definition 2.18. Given any transcript ((α1, . . . , αk+1), (ρ1, . . . , ρk)), any tuple ((α1, . . . , αi), (ρ1, . . . , ρi)),
for i ∈ [k] is called a partial transcript.

One may ask how to capture that the two parties of an IP can have an intermediate internal state between
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the messages they send. Indeed, the notation introduced in Definition 2.16 lacks flexibility in this regard.
Thankfully, our current notation is sufficient for our specific needs for three reasons:

1. We will never need to execute a verifier step by step; hence, we only need to capture the internal state of
provers;

2. If the internal state of the prover before sending the message i only depends on the partial transcript
((α1, . . . , αi−1), (ρ1, . . . , ρi−1)) and the instance x, then PIP(x,w, (α1, . . . , αi−1), (ρ1, . . . , ρi−1)) can
retrieve its previous internal state; and

3. We only consider public-coin IP, and therefore, if the prover’s internal state depends on some coin tossing,
the result of the latter must be available in the partial transcript and, thus, to the malicious prover by the
previous point.

These three reasons also apply to malicious provers.
Public-coin IPs can be compilable to a non-interactive proof through the so-called Fiat–Shamir transfor-

mation [FS86]. It transforms the non-practical interactive proof into a single message proof. This transforma-
tion requires random oracles; hence, the resulting non-interactive proof is a NIROP. NIROPs are protocols
consisting of only one message; the message sent by the prover. Moreover, both the verifier and the prover
may use random oracles. The Fiat–Shamir transformation makes public-coin protocols an essential subclass
of interactive proofs.

At a higher level, the Fiat–Shamir transformation compiles abstract model of computations into concrete
protocols in the ROM. In these regards, variants of this transform, such as the Ben-SassonChiesaSpooner
(BCS) [BCS16] and Micali [Mic00] transformations, have been developed by researchers to respectively
compile PCPs and IOPs into concrete, non-interactive, cryptographic protocols in the ROM, or NIROP for
short. As we will see later, most of the definitions exposed in this thesis extend naturally to these two models
and their transformations.

We will not use the Fiat–Shamir transformation in this thesis; our main point is to introduce state restora-
tion, which will serve as a proxy to prove the security of the Fiat–Shamir transformation by removing any
need to work in the world of NIROPs. Nevertheless, we still present this transformation for the sake of
explanation.

Definition 2.19. For every salt size s ∈ N, the Fiat–Shamir transformation of a public-coin interac-
tive protocol IP = (VIP,PIP) with round complexity k for a relation R, denoted by FS[IP], is tuple
NIROP = (PNIROP,VNIROP) where PNIROP and VNIROP are probabilistic random-oracle algorithms.
NIROP is known as a non-interactive oracle proof. These algorithms are constructed as follows:

• Both algorithms are given oracle access to k random oracles rnd1, . . . , rndk with respective output size
r1, . . . , rk;

• Instead of querying VIP to get the i-th challenge, PNIROP first sample the salt σi ∈ {0, 1}s and then
compute ρi := rndi(x, (α1, . . . , αi), (σ1, . . . , σi));

• The proof is π := ((α1, . . . , αk), (σ1, . . . , σk));

• The verifier VNIROP simulate the interaction between PIP and VIP by using the messages prover messages
in π and its random oracle rnd1, . . . , rndk to produce challenges that are consistent with messages in π.
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Remark 2.20. If the output size of rndi is not larger than ri, which can happen when realizing the random
oracles into concrete hash functions, then we can call rndi multiple times to have enough random bit to pick
ρi.

Our definition of the Fiat–Shamir transformation includes salt strings, which might differ from what
one might find in literature. Salt strings are a well-known cryptographic tool that protects cryptographic
primitives against pre-computation attacks such as rainbow tables. We illustrate in Fig. 2 the Fiat–Shamir
transformation with salt strings, highlighting the main differences with the original IP with colors.

P̃rnd
NIROP(x; ξ) Vrnd

NIROP(x)

α1 ← P̃IP(x; ξ)

ρ1 := rnd1(x, (α1), ∅;ρ)

...

αk ← P̃IP(x, (α1, . . . , αk−1),

(ρ1, . . . , ρk−1); ξ)

ρk := rndk(x, (α1, . . . , αk),

(ρ1, . . . , ρk−1); ξ)

αk+1 ← P̃IP(x, (α1, . . . , αk),

(ρ1, . . . , ρk); ξ)

π := ((α1, . . . , αk), (σ1, . . . , σk))

Compute
ρi := rndi(x, (α1, . . . , αk), (ρ1, . . . , ρk−1); ξ)

for all i ∈ [k+ 1] and check that
VIP(x, (α1, . . . , αk), (ρ1, . . . , ρk−1)) = 1

π

Figure 2: NIROP resulting from the Fiat–Shamir transformation of IP = (PIP,VIP). The uses of random oracles
are highlighted in red, the check for the consistency of the verifier’s messages is in blue, and the acceptance check
is in green.

Let IP = (VIP,PIP) be any public coin interactive proof for a relation R with round complexity k.
Throughout these notes, we mostly focus on deterministic malicious prover. Note that if P̃IP is a determin-
istic malicious prover for IP, its first i messages depend only on x and the first i verifier’s messages. This
observation motivates the following notation.

Notation 8. For every i ∈ [k + 1], deterministic malicious prover P̃IP, problem instance x and i first
verifier’s messages (ρ1, . . . , ρi), we denote by

(α1, . . . , αi)← P̃IP(x, (ρ1, . . . , ρi−1))

the i first prover’s messages.

In the case of deterministic malicious prover, fixing the k verifier’s messages ρ1, . . . , ρk, does not only
fix all prover’s messages but also the protocol’s instantiation’s decision bit.
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Definition 2.21. Let IP = (VIP,PSP) be an IP for a relation R with round complexity k is a pair of
algorithms and P̃IP any deterministic malicious prover for IP. Given any verifier’s messages (ρ1, . . . , ρk),
we say that it is accepting for x if

1← ⟨P̃IP(x),VIP(x; (ρ1, . . . , ρk))⟩IP .

In these notes, we use the concept of an extractor. The notion of knowledge soundness is formally
defined using this idea. Knowledge soundness captures that when the prover, or the malicious prover, con-
vinces the verifier that a specific instance is in the language, it should know a witness for the instance. We
will discuss this concept in detail later Section 2.6.

To sum up, the three types of algorithms we will use are:

1. Verifiers;

2. Honest and malicious provers; and

3. Extractors.

We use three distinct symbols to refer to the randomness of these algorithms.

Notation 9. We denote by ξ, ρ, and ν the respective randomness of the prover or malicious prover, the
verifier, and the extractor. Moreover, we symbolize their respective random spaces by X , R, and N . These
notations generalize naturally to the multi-round case. Especially if the protocol has 2k + 1 moves, the
verifier’s randomness has the form R = R1 × · · · × Rk, where for every i ∈ [k], Ri := {0, 1}ri is the
random space of the challenge ρi. Moreover, we let Ni := |Ri| = 2ri be the size of these sets. In the
multi-round case, to highlight that ρ ∈ R is a tuple, we use ρ ∈ R instead, where R = R1 × · · · × Rk.
Generally, we will denote tuples and Cartesian products of sets with bold symbols.

We can think of an interactive protocol as a probabilistic algorithm taking as a parameter an instance
and as randomness the combination of the prover’s and verifier’s randomness. Therefore, taking inspiration
from complexity theory, we can define the running time of a malicious prover as follows.

Definition 2.22. Let IP = (PIP,VIP) be an interactive proof. For every prover or malicious prover P̃IP, we
define its running time to be

τP̃IP
:= max

x,ξ,ρ
τ⟨P̃IP(x;ξ),VIP(x;ρ)⟩IP) ,

where τ⟨P̃IP(x;ξ),VIP(x;ρ)⟩IP) denotes the running time to execute ⟨P̃IP(x; ξ),VIP(x;ρ)⟩IP.

Note that the granularity of this time operator is the whole protocol’s execution, not a single round nor a
single message, so it coincides with our future definition of invocation.

2.5 Special soundness

In the SP case, special soundness characterizes the fact that given multiple accepting transcripts that start
with the same message but have different challenges, we can efficiently recover a witness for the instance.
A fork captures these transcripts’ structure.

Definition 2.23. Let SP = (PSP,VSP) be a SP and a ∈ N an arity parameter. A tuple

F =
(
α1,
((
ρi, αi

2

))
i∈[a]

)
is a a-fork for an instance x if
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• α1 is a prover first message;

• (ρi)i∈[a] are pairwise distinct verifier challenges;

• (αi
2)i∈[a] are prover responses; and

• VSP(x, α1, ρ
i, αi

2) = 1 for all i ∈ [a].

Extending this definition to interactive proof with more rounds induces trees.

Definition 2.24. A (a1, . . . ak)-tree of transcripts for an instance x is a tree with the following structure.
The nodes in the tree correspond to the prover messages and edges to the verifier’s challenges when the
protocol is executed on x. At depth i, each node has ai children connected through edges corresponding to
ai distinct verifier’s challenges. If k = 1, we simply write a-tree instead of (a)-tree. Moreover, we say a tree
of transcripts for x is an accepting tree if all transcripts, which are paths from the root to any leaves, are
accepting. We do not explicitly write the dependency on VIP and P̃IP(ξ).

A useful class of trees of transcript is the set of trees with a given prefix.

Definition 2.25. Given any public-coin interactive proof with round complexity k and randomness complex-
ity (r1, . . . , rk), we call, for every i ∈ [k], any tuple

(ρ1, . . . , ρi) ∈ {0, 1}r1 × · · · × {0, 1}ri

a prefix. Moreover, we refer to any (1, . . . , 1, ai+1, . . . , ak)-tree of transcripts that start with the challenges
(ρ1, . . . , ρi) as an (ai, . . . , ak)-tree of transcripts with prefix (ρ1, . . . , ρi).

We now define special soundness.

Definition 2.26. A public-coin interactive proof IP = (PIP,VIP) with round complexity k for a relation R
has (a1, . . . , ak)-special soundness if there exists a deterministic polynomial time algorithm ESS

IP (the extrac-
tor) such that for every x and (a1, . . . , ak)-tree T of accepting transcripts for x we have (x,ESS

IP (x, T )) ∈
R.

In the particular case of a-special soundness for SP, the tree given to the extractor is represented through
an a-fork. Moreover, we also say special soundness with arity a in that case.

We now prove that our running example, the Schnorr protocol SPSchnorr, is 2-special sound.

Lemma 2.27. Let g be a generator of a group of prime order q. Then the Schnorr protocol SPSchnorr for
Rdlog(g) is 2-special sound.

Proof. Pick arbitrarily any h ∈ G, where G is the group generated by g. Let (α1, ρ, α2) and (α1, ρ
′, α′2)

be two accepting transcripts for h where ρ ̸= ρ′. Their first message is identical, and their challenges are
distinct, making (α1, ((ρ, α2), (ρ

′, α′2))) a 2-fork for h. There exists a unique r ∈ Zq such that α1 = gr by
definition of a generator. Remark now that

α′2 − α2

ρ′ − ρ
= (r − r + x · (ρ′ − ρ)) · (ρ′ − ρ)−1 = x ,

since ρ′ ̸= ρ and where the inverse is taken in Zq. It follows from this equation that

g
α′
2−α2
ρ′−ρ = gx·(ρ

′−ρ) ·
(
g(ρ

′−ρ)
)−1

= gx ,
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where we take the inverse in G. Therefore, by the definition of a generator, we must have(
ρ′ − ρ

)−1 · (α′2 − α2

)α′2 − α2

ρ′ − ρ
= x .

The inverse of ρ′ − ρ exists since we are working on the group of prime order Zq and the difference is
not zero. Moreover, we can compute it efficiently with the extended Euclidean algorithm. Thus, we have
constructed an efficient extractor for SPSchnorr.

Note that by definition of special soundness, this proof relies solely on the combinatorial property of
the protocol. According to the results of this thesis, Lemma 2.27 is enough to show that Schnorr’s protocol
is knowledge sound and state restoration knowledge sound. However, we are still interested in proving the
former to compare and discuss their proofs’ complexities.

The notion of special soundness might seem abstract and not practical. However, it has two essential
priorities, making it a vital property of an IP. Firstly, special soundness implies classical soundness. Sec-
ondly, special soundness implies knowledge soundness and state restoration knowledge soundness, which
are security properties we exhibit below. Finally, special soundness is usually simpler to demonstrate than
knowledge soundness and state restoration knowledge soundness.

We end this section with a word about post-quantum security. In general, protocols that are special
sound in the ROM are not special sound under its quantum version, the quantum random oracle model
(QROM) [BDFLSZ11; YZ22]. However, if an IP or a PCP is special sound, then its respective Fiat–Shamir
and Micali transformation, which we prove to be special sound in the ROM, is also special sound in the
QROM. See [DFMS19; LZ19] for the proof regarding the Fiat-Shamir transformation and [CMS19] for the
Micali transformation. Hence, the results that we prove in this thesis also hold against quantum adversaries
in the QROM. The picture is more complicated regarding IOP. The implication holds, for its respective BCS
transformation, when the IP is round-by-round sound, which is stronger than special soundness. We do not
discuss round-by-round soundness in this thesis [CMS19].

2.6 Knowledge soundness

Let IP = (PIP,VIP) be an interactive proof for R. Knowledge soundness is a property of an IP that asserts
that when a prover, or malicious prover, convinces the verifier that an instance x has a witness w in the
relation R, it knows a witness for x. Note the subtle difference with the notion of special soundness; special
soundness asserts that when the prover, given x, convinces the verifier then x is indeed in L(R).

Defining the notion of knowledge soundness is a tricky problem. Indeed, how can we formulate the
knowledge of an algorithm? Given what it has seen, we define the algorithm’s knowledge as everything it
can compute in polynomial time. In other words, what an algorithm does not know is anything it cannot
compute efficiently using the information provided to it. Therefore, to show that a prover, or a malicious
prover P̃IP, knows a witness, it is sufficient to construct an algorithm with a black box access to P̃IP that
can retrieve a witness for x. This algorithm is known as the extracor.

Definition 2.28. A public-coin interactive proof IP = (PIP,VIP) with round complexity k for a relation R
has weak rewinding knowledge soundness error κIP with extraction time etIP if there exists a polynomial
q : N → N and a probabilistic algorithm EKS

IP , called a knowledge extractor, with the following properties:
The extractor EKS

IP , given an input x and rewinding oracle access to any prover P̃IP runs in expected time
etIP(x, P̃IP) over its internal randomness and the prover’s randomness, and whenever

Pr
[
b = 1

∣∣∣ b← ⟨P̃IP(x),VIP(x)⟩IP
]
:= ϵ(x) ≥ κIP(x) ,
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we have

Pr
[
(x,w) ∈ R

∣∣∣ w← EKS
IP (x, P̃IP)

]
≥ ϵ(x)− κIP(x)

q(|x|)
.

Rewinding oracle access allows the extractor to rewind the malicious prover P̃IP to any previous state.

Remark that this definition depends on the probability that the malicious convinces the verifier on input
x. Indeed, if this probability is negligible for a given x and malicious prover, then we cannot hope for the
extractor to retrieve a witness with high probability. If you want to convince yourself, think about a dumb
prover always sending random messages. Note also that the probability expression ϵ(x) does not specifically
consider each first prover message but instead samples over all possible prover’s randomness. We could be
interested in a more fine-grained variant where we expressly ask for the success probability of the extractor
to depend on what transcript we are currently attacking. Such an improvement would be a first step toward
adpative security, which considers malicious provers that choose the problem instance.

It may seem like this definition contradicts the notion of zero-knowledge since any malicious verifier
could run this extractor against the honest prover and retrieve a witness for x, therefore breaking the zero-
knowledge property. However, the extractor has an extra ability which is not available to the malicious
verifier. In the definition above, this additional power is that the extractor has rewinding access to the
malicious prover.

One may ask why we do not simply define weak knowledge soundness as a boolean property of an IP,
which holds if and only if the knowledge soundness error is negligible in the security parameter. The problem
with such a formulation is that it would be impossible to set the security parameter of the cryptographic
primitive to ensure that the winning probability is below a particular constant; hence, we must define the
knowledge error as a non-asymptotic function of the different parameters. Nevertheless, we still use the
informal statement “IP is weak knowledge sound” to designate that its weak knowledge error is “small”.
We will use this abuse of notation with all the security definitions we introduce throughout this thesis, but
all results are stated formally with the error function expressed explicitly.

So far, we have considered non-adaptive provers, meaning that the instance x is fixed and not chosen
by any party. However, real-life protocols are usually adaptive; provers adaptively select and send the
instance to the verifier. Our previous definition of knowledge soundness universally quantifies over every x,
which could not reflect the adaptive nature of such malicious provers. To extend this definition to adaptive
protocols, we need a more robust experiment that considers the messages the malicious prover sends. The
idea is to transform the probability experiment of Definition 2.28 to take into account the transcript of the
execution of the protocol.

Definition 2.29. A public-coin interactive proof IP = (PIP,VIP) with round complexity k for a relation
R has strong rewinding knowledge soundness error, or simply knowledge soundness error, κIP with
extraction time etIP(x, P̃IP) if there exists a probabilistic algorithm ESKS

IP (the extractor) such that the
following holds: for every instance x and malicious prover P̃IP we have

Pr

 (x,w) /∈ R
∧ b = 1

∣∣∣∣∣∣∣
ξ ← X
b

(α,ρ)←−−− ⟨P̃IP(x; ξ),VIP(x)⟩IP
w ← ESKS

IP (x,α,ρ, P̃IP(ξ))

 ≤ κIP(x) .

Additionally, ESKS
IP (x,α,ρ, P̃IP(ξ)) runs in expected time etIP(x, P̃IP) over ξ, ρ and ν.

Remark 2.30. We can restrict ourselves to deterministic malicious provers in both weak and strong knowl-
edge soundness. Indeed, if P̃IP is probabilistic, we could use the law of total probability to condition over
its randomness.
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If the public-coin interactive proof is a SP, the probability expression of the previous definition has the
form

Pr

 (x,w) /∈ R
∧ b = 1

∣∣∣∣∣∣∣∣∣
ξ ← X
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x; ξ),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP(ξ))

 ≤ κSP(x) ,

In this strengthening of knowledge soundness, the extra power given to the extractor is not rewinding
oracle access but that the randomness of the malicious prover is hard-coded in its code. Indeed, in real life,
the prover picks a fresh randomness every time the protocol runs. Hence, the verifier could not get consistent
messages from the malicious prover even if it fixes the problem instance x and its randomness ρ. On the
other hand, if the randomness of the prover given to the extractor is hard-coded in its code, then we can
see this prover has a deterministic function. Thus, the extractor can obtain consistent messages when the
extractor fixes x and ρ. As we will prove with Theorem 2.32, strong knowledge soundness implies weak
knowledge soundness.

Soundness and knowledge soundness are convenient in other computation models such as PCPs and
IOPs. They have natural variants for these models that capture the same security notions.

We now show that our running example, the Schnorr protocol, is knowledge sound.

Lemma 2.31. Let g be a generator of a group of prime order q. Then the Schnorr protocol SPSchnorr for
Rdlog(g) has rewinding knowledge soundness error κSP = 1

q .

Proof. Let SPSchnorr = (PSP,VSP) be the Schnorr protocol and ESS
SP the special sound extractor that we

have constructed in the proof of Lemma 2.27. Fix an instance h ∈ G and a malicious prover P̃SP arbitrarily.
Consider the following extractor.

ESKS
SP (h, α1, ρ, α2, P̃SP):

1. If VSP(h, α1, ρ, α2) = 0, abort.
2. Pick a random challenge ρ′ ← Zq.
3. Get the malicious prover response α′2 ← P̃SP(h, α1, ρ

′).
4. Get the discrete logarithm x← ESS

SP(α1, ((ρ, α2), (ρ
′, α′2))).

5. Return (h, x).

Inserting this extractor into the knowledge soundness probability expression leads to:

Pr

 (h, x) /∈ Rdlog(g)
∧ b = 1

∣∣∣∣∣∣∣∣∣
ξ ← X
ρ ← Zq

b
((α1,α2),ρ)←−−−−−−− ⟨P̃SP(h; ξ),VSP(h; ρ)⟩SP

w ← ESKS
SP (h, α1, ρ, α2, P̃SP(ξ))



= Pr


(h, x) /∈ Rdlog(g)
conditioned on
b = 1

∣∣∣∣∣∣∣∣∣
ξ ← X
ρ ← Zq

b
((α1,α2),ρ)←−−−−−−− ⟨P̃SP(h; ξ),VSP(h; ρ)⟩SP

x ← ESKS
SP (h, α1, ρ, α2, P̃SP(ξ))


· Pr

[
b = 1

∣∣∣∣∣ ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(h; ξ),VSP(h; ρ)⟩SP

]
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≤ Pr


(h, x) /∈ Rdlog(g)
conditioned on
b = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣

ξ ← X
ρ ← Zq

b
((α1,α2),ρ)←−−−−−−− ⟨P̃SP(h; ξ),VSP(h; ρ)⟩SP

ρ′ ← Zq

α′2 ← P̃SP(h, α1, ρ
′)

x ← ESS
SP(α1, ((ρ, α2), (ρ

′, α′2)))



≤ Pr


(h, x) /∈ Rdlog(g)
conditioned on
b = 1
∧ b′ = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

ξ ← X
ρ ← Zq

b
((α1,α2),ρ)←−−−−−−− ⟨P̃SP(h; ξ),VSP(h; ρ)⟩SP

ρ′ ← Zq

α′2 ← P̃SP(h, α1, ρ
′)

b′ ← ⟨P̃SP(h; ξ),VSP(h; ρ
′)⟩SP

x ← ESS
SP(α1, ((ρ, α2), (ρ

′, α′2)))


≤ Pr

[
ρ = ρ′

∣∣∣∣ ρ ← Zq

ρ′ ← Zq

]
=

1

q
.

The last inequality follows from the fact that if b = 1, b′ = 1 and ρ ̸= ρ′then the second argument of ESS
SP is

a 2-fork for h, and thus, by the property of ESS
SP, it returns x such that gx = h.

First, note that this proof relies on the proof of special soundness, making it strictly more complicated
than the latter. Moreover, we must consider that the messages sent by the malicious prover do not necessarily
follow the protocol definition. In this example, we only consider cases where the malicious prover convinces
the verifier. This does not imply that the malicious prover has followed the protocol. Still, in our case, b = 1
and b′ = 1 respectively show that gα2 = α1 · hρ and gα

′
2 = α1 · hρ

′
, which allows retrieving x if ρ ̸= ρ′

as demonstrated in the proof of Lemma 2.27. The same problem arises when proving state restoration
knowledge soundness or proving that the Fiat–Shamir transformation is knowledge sound.

As their names suggest, strong knowledge soundness implies weak knowledge soundness. We formalize
this statement in the following theorem.

Theorem 2.32. Let IP = (PIP,VIP) be a public-coin interactive proof for a relation R with round com-
plexity k strong rewinding knowledge soundness error κIP and extraction time etIP. Then, it is weak rewind-
ing knowledge soundness with the same knowledge soundness error and extraction time et′IP(x, P̃IP) =
Θ(k+ τP̃IP

) + etIP(x, P̃IP).

We defer the proof of this statement in Appendix A to be more concise.
As discussed previously, public-coin IPs are compilable into no interactive proof employing the Fiat–

Shamir transformation. The security loss after applying the Fiat–Shamir transformation depends on the
number of times the malicious prover calls the random oracle. Moreover, the running times of the extractors
we will construct later are closely related to the number of calls made to the malicious prover.

Definition 2.33. Let P̃IP be any malicious prover for the interactive proof IP = (PIP,VIP) with round
complexity k. We say that an extractor EIP, given black-box access to P̃IP, does I invocations if EIP gets
I transcripts. In other words, an invocation corresponds to asking every prover’s messages, leading to a
complete execution of IP. We reserve the term queries for calls to random oracles.
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The knowledge soundness property is insufficient to show that the actual Fiat–Shamir transformation of
an IP is still knowledge sound. Indeed, a malicious prover for the non-interactive variant has the following
advantage compared to a malicious prover for the interactive case. In the interactive case, the malicious
prover cannot anticipate its attack against the verifier since it does not know what randomness it will use.
However, the malicious prover for the Fiat–Shamir transformation can simulate, due to the definition of
the transformation, any possible execution with the verifier before attacking. In other words, this malicious
prover can reset its state to an older one, for example, just before sending its i-th message, and retry with
another message. We call this principle state restoration. However, one can prove that knowledge soundness
is sufficient for its NIROP to be knowledge sound in the specific case of SPs.

Below, we introduce another security notion related to IPs called state-restoration knowledge soundness.
The latter implies the knowledge soundness property of the non-interactive transform, even for IPs.

2.7 State restoration

State restoration soundness is a stronger security notion than classical soundness. It requires security against
a stronger class of malicious provers called state restoration prover. These malicious provers can execute
the protocol multiple times before trying to convince the verifier. Similarly, state restoration knowledge
soundness is a notion of knowledge soundness that ensures security against this stronger class of malicious
provers. In these notes, we only focus on state restoration knowledge soundness. State restoration allows
a malicious prover to have the same advantage as a malicious prover for the Fiat–Shamir transform but
without the overhead of the transformation.

The state restoration variants of soundness and knowledge soundness are essential because they im-
ply the security of the protocol’s non-interactive Fiat–Shamir transformation. State restoration knowledge
soundness is generally stronger than knowledge soundness; if an interactive proof is knowledge sound, then
it is not necessarily state restoration knowledge sound. However, we can prove that special sound protocols
are state restoration knowledge sound. Therefore, special soundness is sufficient to show the security of the
non-interactive Fiat–Shamir transformation. Sections 5 and 6 are devoted to this claim. Fig. 3 represents
implication relations within all the security definitions we have seen so far. The left part of this figure de-
picts security implications within the world of IPs while the right illustrates NIROPs, which are modeled,
by definition, in the ROM.

State restoration knowledge soundness and state restoration soundness rely on a game called state
restoration game. We start by giving some necessary definitions and then introduce this game.

Definition 2.34. Given any random-oracle algorithm A that takes some input x, we are interested in the
list of queries it has done to its random oracle rnd. This motivates the following definition and notation.
Suppose that during an execution of Arnd(x), the algorithm A queried the points (α1, . . . , αt), got the
responses (ρ1, . . . , ρt) and eventually returns y. We say that

tr = ((α1, ρ1), . . . , (αt, ρt))

is the trace of the execution Arnd(x). We denote the whole process by

y
tr←− Arnd(x) .

Moreover, if A does at most t queries, we say that A is a t-query oracle algorithm.

Without loss of generality, we assume that all queries from the subsequent algorithms to the random
oracles are distinct. Indeed, one can always efficiently store the queries and their responses. Moreover, we
use the following notation for simplicity.
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IPs NIROPs

Knowledge soundness

Strong knowledge
soundness

Special soundness

Soundness
State restoration

knowledge soundness
Knowledge soundness

Theorem 2.32

[ACK21]

Theorem 4.1

Theorem 6.1Trivial

[CY24]

Figure 3: Overview of the currently known implications and those proved in this thesis.

Notation 10. Inspired by Python’s notation, for every i ∈ [k], we denote by R[:i] the set R1 × · · · × Ri−1
and byR[i:] the setRi × · · · × Rk. We naturally extend this notation to tuples.

Finally, the state restoration game is defined as follows.

Definition 2.35. For every salt size s ∈ N, ordered tuple of random oracles rnd ∈ U
(
(ri)i∈[k]

)
and t-queries

random-oracle algorithm P̃sr
IP, the state restoration game Γsr is defined as:

Γsr(s, rnd, P̃sr
IP):

1. Run the state restoration prover (x,α,σ)
trsr←−− (P̃sr

IP)
rnd.

2. Get challenges ρi := rndi(x,α[:i+1],σ[:i+1]), for every i ∈ [k].
3. Return (x,α,σ, (ρ1, . . . , ρk)).

The symbol trsr is the tuple (trsr1 , . . . , tr
sr
k ) of respective random oracle’s trace. In addition, the game also

returns trsr. We denote the whole process by

(x,α,σ, (ρ1, . . . , ρk))
trsr←−− Γsr(s, rnd, P̃sr

IP) .

If we consider SP, we slightly change the notation and write instead:

Γsr(s, rnd, P̃sr
SP):

1. Run the state restoration prover (x, α1, σ, α2)
trsr←−− (P̃sr

SP)
rnd.

2. Get a challenge ρ := rnd(x, α1, σ).
3. Return (x, α1, σ, ρ, α2).
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The experiment uses the random oracles rnd to generate verifier challenges. This is similar to how the
Fiat–Shamir transformation works and intuitively shows how state restoration security relates to the secu-
rity of the non-interactive Fiat–Shamir transformation. Fig. 4 underscores how a malicious state restoration
prover could use the state restoration game to simulate the Fiat–Shamir transformation. We use the same
color as in Fig. 2 to make the similarity between the Fiat–Shamir transformation and state restoration ex-
plicit.

(P̃sr
IP)

rnd

Γsr(s, rnd, P̃sr
IP)

Experiment

Choose x and pick ξ

α1 ← P̃IP(x; ξ)

ρ1 := rnd1(x, (α1), ∅;ρ)

...

αk ← P̃IP(x, (α1, . . . , αk−1),

(ρ1, . . . , ρk−1); ξ)

ρk := rndk(x, (α1, . . . , αk),

(ρ1, . . . , ρk−1); ξ)

αk+1 ← P̃IP(x, (α1, . . . , αk),

(ρ1, . . . , ρk); ξ)

(α,σ) := ((α1, . . . , αk), (σ1, . . . , σk))
(x,α,σ)

ρ :=
(
rndi(x,α[:i+1],σ[:i+1])

)
i∈[k]

(x,α,ρ)

Check that
VIP(x, (α1, . . . , αk),

(ρ1, . . . , ρk−1)) = 1

Figure 4: A malicious state restoration prover playing the state restoration game to simulate the Fiat–Shamir
transformation. The uses of random oracles are highlighted in red, the check for the consistency of the verifier’s
messages is in blue, and the acceptance check is in green.

Remark 2.36. The malicious prover is allowed to query rnd multiple times. It reflects that the malicious
prover could query random oracles, represented by hash functions in real life, beforehand and then proceed
to the attack. In particular, it can run the protocol multiple times in its head. The response to these queries
may give an advantage to the malicious prover. Therefore, security definitions in the state restoration setup
must depend on the number of queries done to the random oracle.
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The following remark will allow us to alleviate ourselves by considering only a family of adversaries
that is easier to analyze.

Remark 2.37. We can restrict ourselves to deterministic malicious state restoration prover when playing Γsr.
Indeed, if P̃sr

IP is probabilistic, we could use the law of total probability to condition over its randomness.

We now introduce the state restoration variant of knowledge soundness.

Definition 2.38. A SP = (PSP,VSP) be a SP for a relation R. It has rewinding state restoration knowl-
edge soundness error κsrSP with extraction time etsrSP if there exists a probabilistic algorithm ESRKS

SP (the
extractor) such that for every salt size s ∈ N∗, query bound t, t-query deterministic malicious adaptive
prover P̃sr

SP and instance size bound n ∈ N,

Pr


|x| ≤ n
∧ (x,w) /∈ R
∧ b = 1

∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

b ← VIP(x,α,ρ)

w ← ESRKS
IP (x,α,σ,ρ, trsr, P̃sr

IP)

 ≤ κsrIP(x, s, t) ,

where ri is the verifier’s randomness complexity for the i-th challenge. Additionally, ESRKS
IP (x,α,σ,ρ, trsr, P̃sr

IP)
runs in expected time etsrIP(n, s, t, P̃

sr
IP) over its internal randomnes. Moreover, as usual, we have a special

notation for the case of SPs:

Pr


|x| ≤ n
∧ (x,w) /∈ R
∧ b = 1

∣∣∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
b ← VSP(x, α1, ρ, α2)

w ← ESRKS
SP (x, α1, σ, ρ, α2, tr

sr, P̃sr
SP)

 ≤ κsrSP(x, s, t) .

Note that the prover is fully adaptive, meaning it chooses the problem instance while running, com-
pared to the non-adaptive version, where we quantify universally over all problem instances outside of the
probability expression.

One of the benefits of the notion of state restoration is that it extends naturally to PCPs and IOPs. As with
IPs, state restoration knowledge soundness also implies that their respective non-interactive transformations
are knowledge sound under the ROM. We devote the following two sections to showing that a special sound
SP and IP are state restoration knowledge soundness. In the cases of SPs and PCPs, soundness is enough for
state restoration knowledge soundness. Nonetheless, we are still interested in proving that a special sound
SP is state restoration knowledge sound since the proof will give us insight into the more general case of
IPs.
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3 Strong knowledge soundness from special soundness for SPs

In this section, we prove that special soundness implies strong knowledge soundness. But instead of proving
it directly in the general setup of public-coin IPs, we start with the particular case of SPs. The main idea
behind the proof is the same as in the public-coin IP case and, thus, will give us insights into the more
generic proof.

Theorem 3.1. Let SP = (PSP,VSP) be a SP for a relation R with special soundness with arity a and
verifier randomness complexity r. It follows that SP has strong rewinding knowledge soundness error

κSP(x) ≤
a− 1

2r

and extraction time
etSP(x, P̃SP) ≤ (a− 1) ·

(
τP̃SP

+ poly(|x|)
)

.

Moreover, the number of times the knowledge soundness extractor invokes P̃IP is a− 1.

If we relax the above statement only to imply weak knowledge soundness instead of the strong version
of the latter, we obtain a result demonstrated in [ACK21]. They also prove this statement’s more general
IPs case.

We prove this theorem in three steps. In the section below, we present the knowledge soundness extractor.
Then, we demonstrate in Section 3.2 that it has the correct strong knowledge soundness error. Finally, we
show in Section 3.3 that this extractor has the desired extraction time. Note that by Remark 2.30, we know
that we can restrict ourselves to deterministic provers. For the rest of this section, we fix the protocol SP =
(PSP,VSP) for a relation R, the deterministic malicious prover P̃SP and the instance x arbitrarily. Suppose
that SP has special soundness with arity a and that the verifier’s randomness complexity is r. Moreover, let
α1 be the first message sent by P̃SP(x), which is fixed since we assume that P̃SP is deterministic.

3.1 Construction of the extractor

Let ESS
SP be SP’s special soundness extractor. Below, we introduce the notion of an accepting challenge.

Definition 3.2. Given an instance x and a deterministic malicious prover P̃SP, we say that a challenge ρ is
accepting if VSP(x, α1, ρ, α2) = 1, where α2 ← P̃SP(x, α1, ρ, α2). Note that α2 is uniquely determined
by P̃SP, x and ρ since P̃SP is deterministic.

Construction 3.3. Consider the following knowledge extractor for SP:

ESKS
SP (x, α1, ρ, α2, P̃SP):

1. If VSP(x, α1, ρ, α2) = 0, return 0.
2. Add the given challenge to a set of picked challenges S := {ρ}, store the accepting challenge and its

answer B := {(ρ, α2)}.
3. While it remains unpicked challenges |R \ S| > 0 and we have not found enough accepting challenges
|B| ̸= a:
(a) Get a new challenge unpicked ρ′ ←R \ S.
(b) Add the new challenge to a set of picked challenges S := S ∪ {ρ′}.
(c) Get the response for the challenge α′2 ← P̃SP(x, ρ

′).
(d) If VSP(x, α1, ρ

′, α′2) = 1, store the accepting challenge and its response B := B ∪ {(ρ′, α′2)}.
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4. If |B| = a, create an a-fork F := (α1, B) and return ESS
SP(x,F) otherwise return 0.

The algorithm ESKS
SP first checks at Line 1 that the given transcript is accepting for x. We refer to this

test as the early abort strategy. Then, it randomly picks the verifier’s randomness until it has found enough
accepting to construct a a-tree of accepting transcripts for x. If it succeeds, it calls the special soundness
extractor and retrieves a witness for x.

3.2 Knowledge soundness error

The following definition helps us understand our extractor’s probability of success.

Definition 3.4. Let
Acc := {ρ ∈ R | 1← ⟨P̃SP(x),VSP(x; ρ)⟩SP}

be the set of accepting randomness for x, or in other words, the set of verifier’s messages that are accepting
for x.

We assert the following statement.

Lemma 3.5. The following holds for the extractor ESKS
SP of Construction 3.3:

Pr

 (x,w) /∈ R
∧ b = 1

∣∣∣∣∣∣∣
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP)

 ≤ a− 1

2r
.

Proof. Since SP has special soundness with arity a there is a special sound extractor ESS
SP that, given an

a-tree of accepting transcripts for x returns a witness for x. Recall that Construction 3.3 is instantiated with
this special soundness extractor. We split the proof into two distinct cases: whether or not there are enough
accepting challenges. More formally, we are interested in knowing if the quantity |Acc| is strictly smaller or
not than the arity a.

There are enough accepting challenges. In that case, it is impossible for the success bit b to be one and
for the extractor to not retrieve a witness. Indeed, if b = 1, the extractor will not early abort. Since there
are enough accepting challenges, the extractor can retrieve an a-tree of accepting transcripts for x, making
it return a correct witness for x. In other words, the probability equals zero in that case.

There are not enough accepting challenges. There is no a-tree of accepting transcripts for x. Therefore
the extractor cannot return a witness for x. This implies that the probability is the same as the probability that
⟨P̃SP(x),VSP(x; ρ)⟩SP = 1 which is |Acc|/2r by definition of |Acc|. Since we are in the case |Acc| ≤ a−1,
the probability is at most (a− 1)/2r.

Therefore, the probability is upper-bounded by (a− 1)/2r in both cases.

3.3 Extraction time

Definition 3.6. Let I(ρ, ν) be a random variable that counts the number of invocations

ESKS
SP (x, α1, ρ, α2, P̃SP; ν)

does to P̃SP, where the extractor ESKS
SP is implemented as Construction 3.3 and α1 and α2 are P̃SP(x)’s

messages when it interacts with VSP(x; ρ).
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We prove the following upper bound on the expected number of invocations to P̃SP performed by ESKS
SP .

Lemma 3.7. We have

E

 I(ρ, ν)

∣∣∣∣∣∣∣∣∣
ν ← N
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP; ν)

 ≤ a− 1 .

Proof. Let ℓ := |Acc|. We can now compute

E

 I(ρ, ν)

∣∣∣∣∣∣∣∣∣
ν ← N
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP; ν)



= E


I(ρ, ν)
conditioned on
b = 1

∣∣∣∣∣∣∣∣∣
ν ← N
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP; ν)


· Pr
[
b = 1

∣∣ b ← ⟨P̃SP(x),VSP(x)⟩SP
]

+ E


I(ρ, ν)
conditioned on
b = 0

∣∣∣∣∣∣∣∣∣
ν ← N
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP; ν)


︸ ︷︷ ︸

0 because the algorithm will directly abort.

· Pr
[
b = 0

∣∣ b ← ⟨P̃SP(x),VSP(x)⟩SP
]

=
ℓ

N
E


I(ρ, ν)
conditioned on
b = 1

∣∣∣∣∣∣∣∣∣
ν ← N
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP; ν)

 ,

where N := 2r and
Pr
[
b = 1

∣∣ b ← ⟨P̃SP(x),VSP(x)⟩SP
]
=

ℓ

N

by definition of Acc and since |Acc| = ℓ.
Let

e := E


I(ρ, ν)
conditioned on
b = 1

∣∣∣∣∣∣∣∣∣
ν ← N
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP; ν)

 .

We can show that e ≤ (a− 1)Nℓ . Indeed, if ℓ < a the number of invocations will be N − 1 which is smaller
than (a−1)Nℓ . Otherwise, if ℓ ≥ a, the algorithm will enter the negative hypergeometric distribution (NHG)
distribution. Therefore, in the latter case, e = µN−1,ℓ−1,a−1 = (a − 1)Nℓ where µN−1,ℓ−1,a−1 is the mean
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of the NHG, defined in Definition 2.14. We can substitute these upper bounds in the expected number of
invocations:

E

 I(ρ, ν)

∣∣∣∣∣∣∣∣∣
ν ← N
ρ ← R
b

((α1,α2),ρ)←−−−−−−− ⟨P̃SP(x),VSP(x; ρ)⟩SP
w ← ESKS

SP (x, α1, ρ, α2, P̃SP; ν)


≤ ℓ

N
(a− 1)

N

ℓ
≤ a− 1 ,

which is the desired result.

Every time the extractor invokes P̃SP, it also runs some polynomial time computation. Hence, the
overall extraction time is

(a− 1) ·
(
τP̃SP

+ poly(|x|)
)

.
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4 Strong knowledge soundness from special soundness for IPs

We focus now on extending Theorem 3.1 to all public-coin interactive proofs, regardless of the number of
rounds.

Theorem 4.1. Let IP = (PIP,VIP) be a public-coin interactive proof for a relation R with round complexity
k, (a1, . . . , ak)-special soundness and randomness complexity (r1, . . . , rk). Then IP has strong rewinding
knowledge soundness error

κIP(x) ≤ 1−
k∏

i=1

(
1− ai − 1

2ri

)
and extraction time

etIP(x, P̃IP) ≤

((
k∏

i=1

ai

)
− 1

)
·
(
τP̃IP

+ poly(|x|)
)

.

Moreover, the number of times the knowledge soundness extractor invokes P̃IP is
(∏k

i=1 ai

)
− 1.

As in Section 3, we leverage that our malicious provers can be deterministic without losing generality.
Fix arbitrarily a protocol IP = (PIP,VIP) for a relation R, a deterministic malicious prover P̃IP and an
instance x. Suppose that IP has (a1, . . . , ak)-special soundness and randomness complexity (r1, . . . , rk).
For every i ∈ [k], we define

Ni := 2ri .

Moreover, let α1 be the first message sent by P̃IP(x).

4.1 Construction of the extractor

Let ESS
IP be IP’s special soundness extractor, which is given by assumption. We construct a knowledge

soundness extractor ESKS
IP that first searches for a (a1, . . . , ak)-tree of accepting transcripts for x using a

helper algorithm called TreeFinder0, and finally gets a witness by calling ESS
IP . The extractor ESKS

IP is given
a transcript

((α1, . . . , αk+1)︸ ︷︷ ︸
=α

, (ρ1, . . . , ρk)︸ ︷︷ ︸
=ρ

)

and an instance x by the definition of strong knowledge soundness. We state the pseudocode of ESKS
IP below.

Construction 4.2. Using the helper algorithm TreeFinder0, the extractor is

ESKS
IP (x,α,ρ, P̃IP):

1. T ← TreeFinder0(x, (α1), ∅, P̃IP,α,ρ,⊤).
2. If T = ⊥ return ⊥ otherwise return ESS

IP (x, T ).

Note that we can fix the randomness of this extractor by fixing the randomness of TreeFinder0.

The following lemma follows directly from the properties of ESS
IP .

Lemma 4.3. This extractor succeeds if and only if

TreeFinder0(x, (α1), ∅, P̃IP,α,ρ,⊤)

finds a (a1, . . . , ak)-tree of accepting transcripts for x. In other words, their success probabilities are the
same.
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We describe below the pseudocode of the TreeFinderi’s procedure. The notion of good challenge is
defined later.

Construction 4.4. TreeFinderi(x,α
′,ρ′, P̃IP,α,ρ, f):

1. If we are treating the base case (i = k):
(a) Get the success bit b← VIP(x,α

′,ρ′).
(b) If b = 1 return 1 otherwise return ⊥.

2. ρeai+1 ← ρi+1 if we are on the left most branch (f = ⊤), ρeai+1 ←Ri+1 otherwise.
3. Get the response: αea

i+2 := αi+2 if f = ⊤, αea
i+2 ← P̃IP(α

′,ρ′ ∥ ρeai+1) otherwise.
4. First early abort recursive call T ← TreeFinderi+1(x,α

′ ∥ αea
i+2,ρ

′ ∥ ρeai+1, P̃IP,α,ρ, f).
5. If T = ⊥ return ⊥.
6. Add the challenge to a set of picked challenges S := {ρeai+1}, store the good challenge in a list E :=

(ρeai+1) and its answer N := (αea
i+2).

7. While it remains unpicked challenges |R \ S| > 0 and we have not found enough good challenges
|E| ̸= a:
(a) Get a new challenge unpicked ρ′i+1 ←Ri+1 \ S.
(b) Add the new challenge to a set of picked challenges S := S ∪ {ρ′i+1}.
(c) Get the response for the challenge α′i+2 ← P̃IP(α

′,ρ′ ∥ ρ′i+1).
(d) Recursive call T ← TreeFinderi+1(x,α

′ ∥ α′i+2,ρ
′ ∥ ρ′i+1, P̃IP,α,ρ,⊥).

(e) If T ̸= ⊥, add the good challenge to the list E := E ∥ ρ′i+1 and its response N := N ∥ α′i+2.
8. If |E| = ai+1, create a tree with α′i+1 as root and children N (verifier responses) connected by edges

E (prover challenges) and return it, otherwise return ⊥.

To begin with, we ignore the transcript (α,ρ) and the last parameter of TreeFinderi for convenience.
The helper algorithm TreeFinderi generally works as follows. It is given an instance x, a partial transcript

((α′1, . . . , α
′
i+1)︸ ︷︷ ︸

=α′

, (ρ′1, . . . , ρ
′
i)︸ ︷︷ ︸

=ρ′

)

and access to the malicious prover P̃IP and is tasked to find a (ai+1, . . . , ak)-tree of accepting transcripts
for x with prefix ρ′. Recall that the notion of a prefix is presented in Definition 2.25. Note that when i = 0,
this correspond to finding a (a1, . . . , ak)-tree of accepting transcripts for x, as desired.

To do so, the algorithm tries to find ai+1 distinct challenges ρ1i+1, . . . , ρ
ai+1

i+1 such that it can retrieve, for
every j ∈ [ai+1], a tree of accepting transcripts for x with prefix (ρ1, . . . , ρi, ρ

j
i+1). By combining these

ai+1 trees, it can construct a (ai+1, . . . , ak)-tree of accepting transcripts for xwith prefix ρ′. If the algorithm
cannot find enough of these challenges within challengeSpacei+ 1 := {0, 1}ri+1 , it aborts.

To test whether a challenge ρ′i+1 could be used to create a tree of accepting transcripts for x with prefix
(ρ1, . . . , ρi, ρ

′
i+1), the algorithm first computes the prover’s response αi+2 ← P̃IP(α

′,ρ′ ∥ ρ′i+1) and then
calls

TreeFinderi+1(x,α
′ ∥ αi+2,ρ

′ ∥ ρ′i+1, P̃IP, ·, ·, ·) ,

which is the recursive part of the algorithm. We ignore the three last parameters for now since they are
related to the given transcript (α,ρ). The algorithm TreeFinderi tasks the recursive call to retrieve a tree of
accepting transcripts for x with prefix (ρ1, . . . , ρi, ρ

′
i+1). If this is the case, we say that ρ′i+1 is good. More

formally, we introduce the following definition.
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Definition 4.5. For every i ∈ [k], prefix ρ ∈ R[:i] and extractor randomness ν ′ we say that a challenge
ρi ∈ Ri is good for (ν ′,ρ) if

TreeFinderi(x,α,ρ ∥ ρi, P̃IP, ·, ·,⊥; ν ′) ̸= ⊥ ,

where ∥ denotes the concatenation operator and α← P̃IP(x,ρ ∥ ρi). Moreover, let

Yi(ν
′,ρ′)

counts the number of good challenges for (ν ′,ρ′) withinRi.

The construction of the (ai+1, . . . , ak)-tree of accepting transcripts for x with prefix ρ′ from the trees
resulting from the recursive calls is depicted in Fig. 5. Nodes and triangles in green represent trees of
accepting transcripts for x with prefix ρ′ where ρ′ is the path from the root node to the working node. Red
edges and nodes illustrate that the recursive call could not return a tree of accepting transcript for x with
the corresponding prefix. By trying out multiple challenges in {0, 1}ri+1 , the node corresponding to the
prover message αi+1 has found a tuple (ρ1, . . . , ρai+1) of good challenges that it can use to construct the
(ai+1, . . . , ak)-tree of accepting transcripts for x with prefix ρ′ showed in green.

α1

ρ′1

α2

αi

αi+1

ρ′i

...

Prefix ρ′

ai+1 times

α1
i+2 α

ai+1

i+2

ρ1i+1
ρ
ai+1

i+1

ρbad2i+1ρbad1i+1

Figure 5: Example of the construction of a (ai+1, . . . , ak)-tree of accepting transcripts for x with prefix ρ′ from
the trees obtained from the recursive call to TreeFinderi+1.

For the analysis to be correct, we must adapt the early abort strategy used in Construction 3.3 to the
multi-round case. Hopefully, it generalizes naturally: for any instantiation TreeFinderi, if the first recursive
call to TreeFinderi+1 performed by TreeFinderi aborts, then TreeFinderi also aborts. The result of the first
recursive call is tested at Line 5.

It remains to explain how the algorithm depends on the given transcript (α,ρ). The idea is to consider
this transcript as a starting point to construct the (a1, . . . , ak)-tree of transcripts for x. We visualize this
transcript as a complete branch i.e. a path from the root note to a leaf node in the tree we want to build.
More precisely, we arbitrarily choose this branch to be the left-most branch of the tree. To implement this
in our algorithm, it has to distinguish between two cases:
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1. TreeFinderi is on the left-most branch, i.e. the prefix is equal to ρ[:i+1]; and

2. TreeFinderi is not on the left-most branch.

In the former case, TreeFinderi chooses ρi+1 as its first challenge and then picks all other challenges uni-
formly at random (without replacement). This way, we construct the left-most branch to represent the given
transcript (α,ρ). Note that this allows the TreeFinder0 to abort in k recursive steps if the given transcript
is not an accepting transcript for x. In the latter case, it picks all challenges uniformly at random (without
replacement), ignoring the ones in the given transcript (α,ρ).

To track whether we are on the left-most branch, we use an additional parameter f, a flag indicating
whether we are on the left-most branch. Note that when calling TreeFinder0 from ESKS

IP , we pass f = ⊤
to TreeFinder0 to indicate that we start on the left-most branch. Indeed, the root note corresponds to the
prover’s message α1.

We illustrate an example of a tree traveled by TreeFinder0 in Fig. 6. By looking at this tree, we recognize
that the instantiation

TreeFinder1(x, (α1, α
2
2), (ρ

2
1), P̃IP, ·, ·,⊥)

is not able to find enough good challenges for (ν ′, (ρ21)), with ν ′ being the algorithm’s randomness. There-
fore, it cannot return an a2-tree of accepting transcript for x with prefix (ρ21). An example of an early abort
is depicted by the instantiation of

TreeFinderk−1(x, (α1, α
2
2, α

2,2
3 , . . . , α2,2,1,...,1

k ), (ρ21, ρ
2,2
2 , . . . ), P̃IP, ·, ·,⊥) .

The early abort strategy allows it to directly abort since the challenge ρ2,2,1,...,12 does not yield an accepting
transcript.

Consider two distinct instantiations of TreeFinderi with f = ⊤ and f = ⊥ as two different algorithms.
Their randomness differs since when f = ⊥; the algorithm has to pick more challenges: the ones involved
in the left-most branch, whereas these challenges are already given when f = ⊤.

Definition 4.6. Let ν ′ ∈ N ′ and ν ∈ N be the respective randomness of

TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥)

and
TreeFinderi(x,α

′,ρ′, P̃IP,α,ρ,⊤) .

4.2 Knowledge soundness error

Conditioned on the number of good challenges being ℓ, the probability that the extractor picks a good
challenge is straightforward to compute.

Lemma 4.7. For every i ∈ [k], ℓ ∈ {0, . . . , Ni} and ρ′ ∈ R[:i], we have

Pr

 T ̸= ⊥
conditioned on
Yi(ν

′,ρ′) = ℓ

∣∣∣∣∣∣
ν ′ ← N ′
α′i := P̃IP(x,α

′,ρ′ ∥ ρeai (ν ′))

T ← TreeFinderi(x,α
′ ∥ αi,ρ

′ ∥ ρeai (ν ′), P̃IP, ·, ·,⊥)

 =
ℓ

Ni
,

where ρeai (ν ′) is the first challenge picked by

TreeFinderi−1(x,α
′,ρ′, P̃IP, ·, ·,⊥; ν ′) ,

that is, the challenge involved in the early abort test.
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α1
2

α1,1
3

α1,...,1
k

α1,...,1
k+1

α1,...,2
k+1 α1,...,z3

k+1
...

α1

α2
2 α3

2

α2,2
3

α2,2,1,...,1
k+1

α2,2,1,...,1
k

Not enough good challenges
inR2

Early abort

α2,1
3

... αz1
2

a1 good challenges inR1

1 0 1 0Decision bit:

TreeFinder0:

TreeFinder1s:

TreeFinder2s:

TreeFinderk−1s:

TreeFinderks:

α2,3
3 α2,z2

3
...

Early abort

ak good challenges inRk

ρ11

ρ1,12

ρ1,...,1k

ρ21

ρ31
ρz11

ρ2,12 ρ2,22ρ2,32 ρ2,z22

ρ1,...,2k
ρ1,...,z3k ρ2,2,1,...,12

f = ⊤

f = ⊥

Figure 6: Big picture of the extractor given in Construction 4.4. Edges and nodes in red signify that the algorithm
cannot return a tree of accepting transcripts. The blue line separates between calls with the flag f equals true and
false. The given transcript is ((α1

1, α
1,1
2 , . . . , α1,...,1

k+1 ), (ρ11, ρ
1,1
2 , . . . , ρ1,...,1k )). Given the current transcript, the

decision bit is the verifier’s decision, and z1, z2 and z3 are integers representing how much challenge has been
tested by the current TreeFinderi instantiation.

Proof. TreeFinderi−1(x,α
′,ρ′, P̃IP,⊥, ·, ·; ν ′) chooses its first challenge ρeai (ν ′) uniformly at random, in-

dependently of everything. Conditioned on Yi(ν
′,ρ′) = ℓ, there are ℓ good challenges for (ν ′,ρ′) within the

Ni challenges and thus, by definition of a good challenge we get the desired result.

The following lemma will be useful later.

Lemma 4.8 ([ACK21]). For every i ∈ [k], prefix ρ ∈ R[:i] and extractor randomness ν ′ we have

ai−1∑
ℓ=0

Pr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′] ≤ Ni − E[Yi(ν ′,ρ′) | ν ′ ← N ′]

Ni − ai + 1
.

Proof.

E
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′] = Ni∑

ℓ=0

ℓPr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]

=

(ai−1)∑
ℓ=0

ℓPr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]
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+

Ni∑
ℓ=ai

ℓPr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]

≤ (ai − 1)

(ai−1)∑
ℓ=0

Pr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]

+Ni

Ni∑
ℓ=ai

Pr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]

= (ai − 1)

(ai−1)∑
ℓ=0

Pr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]

+Ni

1−
(ai−1)∑
ℓ=0

Pr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]


= Ni − (Ni − ai + 1)

(ai−1)∑
ℓ=0

Pr
[
Yi(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′] ,

which implies the desired result.

Definition 4.9. For every i ∈ {0, . . . , k − 1} and prefix ρ ∈ R[:i+1] We define ϵ(ρ) to be the fraction of
ρi+1, . . . , ρk such that

⟨P̃IP(x),VIP(x;ρ ∥ ρi+1 ∥ · · · ∥ ρk)⟩IP = 1 .

For convinience, we write ϵ instead of ϵ(∅).

The success probability of TreeFinder0 has the following lower bound.

Theorem 4.10 ([ACK21]). It holds that

Pr
[
T ̸= ⊥

∣∣∣ T ← TreeFinder0(x, ∅, ∅, P̃IP, ·, ·,⊥)
]
≥ ϵ−

(
1−

k∏
i=1

(
1− ai − 1

Ni

))
.

Proof. For every i ∈ {0, . . . , k− 1}, we define

κi := 1−
k∏

j=i+1

(
1− aj − 1

Nj

)
. (1)

Moreover, we let κk := 0. We can exhibit κi recursively. Note that for every i ∈ {0, . . . , k− 2}, we have

κi+1

k∏
j=i+1

Nj

Nj − aj + 1
+

ai+1 − 1

Ni+1 − ai+1 + 1

=

1−
k∏

j=i+2

(
1− aj − 1

Nj

) · k∏
j=i+1

Nj

Nj − aj + 1
+

ai+1 − 1

Ni+1 − ai+1 + 1
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=

1−
k∏

j=i+2

(
1− aj − 1

Nj

)+
ai+1 − 1

Ni+1

k∏
j=i+2

(
1− aj − 1

Nj

) · k∏
j=i+1

Nj

Nj − aj + 1

=

1− k∏
j=i+2

(
1− aj − 1

Nj

)(
1− ai+1 − 1

Ni+1

) · k∏
j=i+1

Nj

Nj − aj + 1

= κi ·
k∏

j=i+1

Nj

Nj − aj + 1
,

which implies

κi+1

k∏
j=i+1

Nj

Nj − aj + 1
+

ai+1 − 1

Ni+1 − ai+1 + 1
= κi

k∏
j=i+1

Nj

Nj − aj + 1
. (2)

We prove the main statement by induction on i going from k to 0. More precisely, for every ρ′ ∈ R[:i+1],
the induction hypothesis is

Pr
[
T ̸= ⊥

∣∣∣ T ← TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥)

]
≥

 k∏
j=i+1

Nj

Nj − aj + 1

(ϵ(ρ′)− κi) ,

where α′ ← P̃IP(x,ρ
′). We obtain an upper bound for the desired result by fixing i = 0. Fix arbitrarly

ρ′ ∈ R[:i+1] and let α′ ← P̃IP(x,ρ
′) be the prover’s first messages. For every ν ′ ∈ N ′, let ρeai+1(ν

′) be the
first challenges picked by

TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥; ν ′) .

The base case holds trivially since the right-hand side equals zero if i = k. We now prove the inductive
step. Fix i ∈ {0, . . . , k− 1} and assume the induction hypothesis holds for all j > i. Note that TreeFinderi
succeeds if and only if the first call done to TreeFinderi+1 succeeds and Yi+1(ν

′,ρ) ≥ ai+1. Thus,

Pr
[
T ̸= ⊥

∣∣∣ T ← TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥)

]
=

Ni+1∑
ℓ=ai+1︸︷︷︸

Min. # of suc.

Pr

 T ̸= ⊥
conditioned on
Yi+1(ν

′,ρ′) = ℓ

∣∣∣∣∣∣
ν ′ ← N ′

α′i+1 ← P̃IP(x,α
′,ρ′ ∥ ρeai+1(ν

′))

T ← TreeFinderi+1(x,α
′ ∥ α′i+1,ρ

′ ∥ ρeai+1(ν
′), P̃IP, ·, ·,⊥; ν ′)


︸ ︷︷ ︸

First rec. call succeeds

· Pr
[
Yi+1(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′] ,

which by Lemma 4.7 is

=

Ni+1∑
ℓ=ai+1

ℓ

Ni+1
Pr
[
Yi+1(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]

=
1

Ni+1

E
[
Yi+1(ν

′,ρ′)
∣∣ ν ′ ← N ′]− ai+1−1∑

ℓ=0

ℓPr
[
Yi+1(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]


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≥ 1

Ni+1

E
[
Yi+1(ν

′,ρ′)
∣∣ ν ′ ← N ′]− (ai+1 − 1)

ai+1−1∑
ℓ=0

Pr
[
Yi+1(ν

′,ρ′) = ℓ
∣∣ ν ′ ← N ′]

 .

Using Lemma 4.8 (
∑ai+1−1

ℓ=0 Pr[Yi+1(ν
′,ρ′) = ℓ | ν ′ ← N ′] ≤ Ni+1−E[Yi+1(ν

′,ρ′) | ν′←N ′]
Ni+1−ai+1+1 ).

≥ 1

Ni+1

(
E
[
Yi+1(ν

′,ρ′)
∣∣ ν ′ ← N ′]− (ai+1 − 1)

Ni+1 − E[Yi+1(ν
′,ρ′) | ν ′ ← N ′]

Ni+1 − ai+1 + 1

)
=

1

Ni+1

1

Ni+1 − ai+1 + 1

(
E
[
Yi+1(ν

′,ρ′)
∣∣ ν ′ ← N ′](Ni+1 − ai+1 + 1)

− (ai+1 − 1)(Ni+1 − E
[
Yi+1(ν

′,ρ′)
∣∣ ν ′ ← N ′]))

=
Ni+1

Ni+1 − ai+1 + 1

(
E[Yi+1(ν

′,ρ′) | ν ′ ← N ′]
Ni+1

− ai+1 − 1

Ni+1

)
. (3)

The final step is to find a lower bound for E[Yi+1(ν
′,ρ′) | ν′←N ′]
Ni+1

. For every ρ′ ∈ Ri+1, let

α′i+2(ρ
′) := P̃IP(x,α

′,ρ′ ∥ ρ′)

be the prover’s response. Recall that
∣∣R′i+1

∣∣ := Ni+1. By the induction hypothesis, we have

E[Yi+1(ν
′,ρ′) | ν ′ ← N ′]
Ni+1

=
1

Ni+1
·
∑

ρ′i+1∈Ri+1︸︷︷︸
∀ challenges

Pr
[
T ̸= ⊥

∣∣∣ T ← TreeFinderi+1(x,α
′ ∥ α′i+2(ρ

′
i+1),ρ

′ ∥ ρ′i+1, P̃IP, ·, ·,⊥)
]

≥ 1

Ni+1
·

∑
ρ′i+1∈Ri+1

 k∏
j=i+2

Nj

Nj − aj + 1

(ϵ(ρ′ ∥ ρ′i+1)− κi+1)

=

 k∏
j=i+2

Nj

Nj − aj + 1

 1

Ni+1
·
∑

ρ′i+1∈Ri+1

ϵ(ρ′ ∥ ρ′i+1)− κi+1
1

Ni+1
·
∑

ρ′i+1∈Ri+1

1


=

 k∏
j=i+2

Nj

Nj − aj + 1

(ϵ(ρ′)− κi+1) .

Combining this with Eq. (3), we get

Pr
[
T ̸= ⊥

∣∣∣ T ← TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥)

]
≥ Ni+1

Ni+1 − ai+1 + 1

 k∏
j=i+2

Nj

Nj − aj + 1

(ϵ(ρ′)− κi+1)−
ai+1 + 1

Ni+1


= ϵ(ρ′)

Ni+1

Ni+1 − ai+1 + 1

k∏
j=i+2

Nj

Nj − aj + 1
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− κi+1
Ni+1

Ni+1 − ai+1 + 1

k∏
j=i+2

Nj

Nj − aj + 1
− ai+1 + 1

Ni+1 − ai+1 + 1

= ϵ(ρ′)
k∏

j=i+1

Nj

Nj − aj + 1
− κi+1

k∏
j=i+1

Nj

Nj − aj + 1
− ai+1 + 1

Ni+1 − ai+1 + 1

= ϵ(ρ′)

k∏
j=i+1

Nj

Nj − aj + 1
−

κi+1

k∏
j=i+1

Nj

Nj − aj + 1
+

ai+1 + 1

Ni+1 − ai+1 + 1

 .

Injecting Eq. (2), it follows that

Pr
[
T ̸= ⊥

∣∣∣ T ← TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥)

]
≥

k∏
j=i+1

Nj

Nj − aj + 1

(
ϵ(ρ′)− κi

)
.

While we know a lower bound for the success probability if TreeFinderi samples each of its challenges
(f = ⊥), we want to know what it is when TreeFinder0 is called with f = ⊤, since it is the success probability
of ESKS

IP (see Lemma 4.3). Hence, we seek to find an expression that relates their success probabilities.

Definition 4.11. For every verifier randomness ρ and extractor randomness ν ∈ N , we define the tree of
challenges T (ν,ρ) to be the (N1, . . . , Nk)-tree of challenges that would pick

TreeFinder0(x, ∅, ∅, P̃IP,α,ρ,⊤; ν)

if it, and all of its recursive calls, ignore the early abort strategy and always iterate through all challenges
(even though it can return a tree of accepting transcripts for x), where α ← P̃IP(x,ρ) are prover’s mes-
sages. Similarly for every ν ′ ∈ N ′, the symbol T ′(ν ′) denotes the tree of picked challenges that would
pick

TreeFinder0(x, ∅, ∅, P̃IP, ·, ·,⊥; ν ′)

with the same modification.

An execution of TreeFinder0, where f is ⊤ or ⊥, is completely characterized by its respective tree of
challenges. Moreover, the two instantiations compute the same tree if these trees are the same.

Lemma 4.12. For every ν ∈ N , ν ′ ∈ N ′ and ρ ∈R, if T (ν,ρ) = T ′(ν ′), then

TreeFinder0(x, ∅, ∅, P̃IP,α,ρ,⊤; ν)

succeeds if and only if
TreeFinder0(x, ∅, ∅, P̃IP, ·, ·,⊥; ν ′) ,

succeeds. Also, for any ρ ∈ R, then for all randomness ν ∈ N , there exists a randomness ν ′ such that
T (ν,ρ) = T ′(ν ′); we denote by ϕ this transformation, which maps every pair (ν,ρ) to their corresponding
ν ′. Note that the function ϕ is a bijection between N ×R and N ′.
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Proof. Both instantiations discover the same tree. Therefore, they always succeed or fail together. For the
second part of the proof, we construct ϕ explicitly. The latter fixes ν ′ so the left-most branch of T ′(ν ′) is
composed of edges labeled with ρ (and the nodes with the respective prover’s responses) and such that the
remaining challenges are picked by

TreeFinder0(x, ∅, ∅, P̃IP, ·, ·,⊥; ν ′) ,

accordingly to ν. It is straightforward to see that this function has the property we seek.

Lemma 4.12 implies the following corollary.

Corollary 4.13. It holds that

Pr

[
T ̸= ⊥

∣∣∣∣ ν ′ ← N ′
T ← TreeFinder0(x, ∅, ∅, P̃IP,α,ρ,⊥; ν ′)

]

= Pr

T ̸= ⊥
∣∣∣∣∣∣∣∣

ν ← N
ρ ← R
b

α,ρ←−− ⟨P̃IP(x),VIP(x;ρ)⟩IP
T ← TreeFinder0(x, ∅, ∅, P̃IP,α,ρ,⊤; ν)

 .

Proof. The proof follows directly from the definition of ϕ.

Consider the two events (x,w) ∈ R and b = 0. We claim that they must be mutually exclusive. Indeed,
if b = 0, then the given transcript is not accepting, and thus, TreeFinder0 will return ⊥. Therefore, taking
the negation of the knowledge soundness part of Theorem 4.1 results in

Pr

[
(x,w) ∈ R

∣∣∣∣∣ b
(α,ρ)←−−− ⟨P̃IP(x),VIP(x)⟩IP

w ← ESKS
IP (x,α,ρ, P̃IP)

]

+ Pr

[
b = 0

∣∣∣∣∣ b
(α,ρ)←−−− ⟨P̃IP(x),VIP(x)⟩IP

w ← ESKS
IP (x,α,ρ, P̃IP)

]
≥

k∏
i=1

(
1− ai − 1

Ni

)
. (4)

Leveraging Lemma 4.3 we can rewrite the experimental part of the probability as

Pr

T ̸= ⊥
∣∣∣∣∣∣∣∣

ν ← N
ρ ← R
b

α,ρ←−− ⟨P̃IP(x),VIP(x;ρ)⟩IP
T ← TreeFinder0(x, ∅, ∅, P̃IP,α,ρ,⊤; ν)



+

=1−ϵ︷ ︸︸ ︷
Pr

b = 0

∣∣∣∣∣∣
ν ← N
ρ ← R
b

α,ρ←−− ⟨P̃IP(x),VIP(x;ρ)⟩IP



= Pr

T ̸= ⊥
∣∣∣∣∣∣∣∣

ν ← N
ρ ← R
b

α,ρ←−− ⟨P̃IP(x),VIP(x;ρ)⟩IP
T ← TreeFinder0(x, ∅, ∅, P̃IP,α,ρ,⊤; ν)

+ (1− ϵ) Corollary 4.13
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= Pr

[
T ̸= ⊥

∣∣∣∣ ν ′ ← N ′
T ← TreeFinder0(x, ∅, ∅, P̃IP,α,ρ,⊥; ν ′)

]
+ (1− ϵ) Theorem 4.10

≥

(
k∏

i=1

Ni

Ni − ai + 1

)(
ϵ−

(
1−

k∏
i=1

(
1− ai − 1

Ni

)))
+ (1− ϵ)

≥ ϵ−

(
1−

k∏
i=1

(
1− ai − 1

Ni

))
+ (1− ϵ)

=

k∏
i=1

(
1− ai − 1

Ni

)
,

as desired.

Remark 4.14. The strong knowledge soundness error given in the theorem is tight: there is a malicious
prover such that the strong knowledge soundness error is exactly κ0. To see this, consider the following
malicious prover P̃IP. For every round i, it randomly guesses ai − 1 challenges. If and only if one of the
challenges picked by the verifier is one of the guessed challenges, then the prover convinces the verifier.
Hence, ϵ = κ0. Moreover, ESKS

IP cannot find a witness since the prover does not guess enough challenges.
Therefore, Eq. (4) is tight, as is the strong knowledge soundness error.

4.3 Extraction time

We prove the following lemma.

Lemma 4.15. For every i ∈ {0, . . . , k}, ρ′ ∈ R[:i+1] and exractor randomness ν ′, we have

E
[
I ′i(ν

′,ρ′)
∣∣ ν ′ ← N ′] ≤ {1 if i = k,∏k

j=i+1 aj otherwise,

where I ′i(ν
′,ρ′) denotes the number of invocations to P̃IP done by

TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥; ν ′)

and α′ ← P̃IP(x,ρ
′) are the first prover’s messages.

Proof. Let us consider a slightly modified but equivalent version of algorithm TreeFinderi. For every chal-
lenge ρ′i+1 it picks, instead of calling P̃IP to get the respective response α′i+1, the corresponding call to
TreeFinderi+1 is tasked to returns α′i+1 in addition to returning a tree of accepting transcript for x. Hence,
if we forget about the recursive calls, each execution of TreeFinderi, for i ∈ {0, . . . , k}, does at most one
invocation of P̃IP. This modified version of TreeFinderi is more straightforward to analyze.

We prove this lemma by induction on i, going from k to 0. If i = k, the algorithm needs exactly one
invocation to obtain the last prover’s message; this is a direct consequence of our modification since the
original algorithm would have done zero invocation. Fix now i ∈ {0, . . . , k − 1} and ρ′ ∈ R[:i+1]. Let
α′ ← P̃IP(x,ρ

′) be the first prover’s messages. We want to upper bound the number of invocations to the
oracle P̃IP done by

TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥) .

Consider these two distinct scenarios.
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Its first recursive call aborts. In that case, the algorithm will abort right after the first recursive call.
Therefore, the number of invocations is just the expected number of invocations done by the recursive call;
that is

E
[
I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
) ∣∣ ν ′ ← N ′] ,

where ρeai+1(ν
′) is the first challenges picked by

TreeFinderi(x,α
′,ρ′, P̃IP, ·, ·,⊥; ν ′) ,

or, in other words, the challenge used for the early abort test. Note that we have intentionally omitted the
dependency on ρ′ in the symbol ρeai+1(ν

′) to alleviate notation.

Its first recursive call does not abort. First, we must consider the number of invocations performed by
the first recursive call, as in the previous case. Then, it remains to compute the number of invocations done
within the loop. To do so, we compute the number of iterations performed in the loop and then multiply it
by the number of invocations done by a single recursive call. Remark that this works because challenges are
picked uniformly at random, independently of everything else. If Yi < ai+1 − 1, TreeFinderi will sample
and check Ni+1 − 1 challenges before realizing that there are not enough (ai+2, . . . , ak)-tree of accepting
transcripts for x with prefix ρ′. On the other hand, if Yi+1 ≥ ai+1, the number of iterations will follow the
NHG distribution, which has expectation µNi+1−1,Yi+1−1,ai+1 ≥ Ni+1 − 1 (see Definition 2.14). Hence, in
both cases, conditioned on ℓ = Yi+1 and the early abort test being true, the expected number of iterations
done in the loop is upper bounded by

Ni+1 ·
ai+1 − 1

ℓ
.

For the second case, we want a more fine-grained analysis. We divide the iterations done in the loop into
two categories: the ones that result in a succeeding recursive call, the successful iterations, and the ones that
result in the recursive call returning ⊥, the unsuccessful iterations. The number of successful iterations if
Yi < ai+1 is Yi ≤ ai+1− 1 by Y ’s definition. Otherwise, if Yi ≥ ai+1 then the extractor will invoke exactly
ai+1 good challenges for (ν ′,ρ′) before returing a (ai+2, . . . , ak)-tree of accepting transcripts for x with
prefix ρ′, be construction of the algorithm. To get an upper bound for the number of unsuccessful iterations,
we subtract the number of successful iterations from the total number of iterations, which we have computed
above. For this sake, we let

p := Pr

 T ̸= ⊥
conditioned on
Yi+1(ν

′,ρ′) = ℓ

∣∣∣∣∣∣
ν ′ ← N ′

α′i+1 ← P̃IP(x,α
′,ρ′ ∥ ρeai+1(ν

′))

T ← TreeFinderi+1(x,α
′ ∥ α′i+1,ρ

′ ∥ ρeai+1(ν
′), P̃IP, ·, ·,⊥)

 (5)

be Lemma 4.7’s probability expression and p̄ its complement. Table 1 summarizes the upper bounds result-
ing from this more precise analysis.

Now, we can give a recursive expression for the expected number of recursive calls conditioned on
Yi+1 = ℓ. Note that the probability p can be seen as the probability that the first challenge picked by the
extractor is good. By conditioning on the first challenge picked by TreeFinderi being good or not and by
Lemma 4.7, we have for every ρ′ ∈ R[:i+1],

E
[
I ′i(ν

′,ρ′) conditioned on Yi+1(ν
′,ρ′) = ℓ

∣∣ ν ′ ← N ′]
≤

First recursive call︷ ︸︸ ︷
E
[
I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
)

conditioned on Yi+1(ν
′,ρ′) = ℓ

∣∣ ν ′ ← N ′]
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ℓ ≥ ai+1 ℓ < ai+1

Total calls (ai+1−1)Ni+1

ℓ Ni+1 − 1 ≤ (ai+1−1)Ni+1

ℓ

Successful calls ai+1 − 1 ℓ− 1 < ai+1 − 1

Unsuccessful calls
(ai+1−1)Ni+1

ℓ − (ai+1 − 1)

= p̄ · (ai+1−1)Ni+1

ℓ

Ni+1 − ℓ
= p̄ ·Ni+1

≤ p̄ · (ai+1−1)Ni+1

ℓ

Table 1: Expected number of iterations conditioned on ℓ = Yi+1 and the first recursive call not aborting. The
quantity p̄ is the complement of Eq. (5).

+ p︸︷︷︸
First call successful

·

{# of successful calls
(ℓ≥ai+1 ∨ ℓ<ai+1)︷ ︸︸ ︷
(ai+1 − 1)

· E


I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
)

conditioned on
Yi+1(ν

′,ρ′) = ℓ
∧T ̸= ⊥

∣∣∣∣∣∣∣∣
ν ′ ← N ′

α′i+1(ν
′) ← P̃IP(x,α

′,ρ′ ∥ ρeai+1(ν
′))

T ← TreeFinderi+1(x,α
′ ∥ α′i+1(ν

′),

ρ′ ∥ ρeai+1(ν
′), P̃IP, ·, ·,⊥)


︸ ︷︷ ︸

Recursive calls for successful cases

+ p̄ · (ai+1 − 1)Ni+1

ℓ︸ ︷︷ ︸
# of failed calls (ℓ ≥ ai+1 ∨ ℓ < ai+1)

· E


I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
)

conditioned on
Yi+1(ν

′,ρ′) = ℓ
∧T = ⊥

∣∣∣∣∣∣∣∣
ν ′ ← N ′

α′i+1(ν
′) ← P̃IP(x,α

′,ρ′ ∥ ρeai+1(ν
′))

T ← TreeFinderi+1(x,α
′ ∥ α′i+1(ν

′),

ρ′ ∥ ρeai+1(ν
′), P̃IP, ·, ·,⊥)


︸ ︷︷ ︸

Recursive calls for failed cases

}

= E
[
I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
)

conditioned on Yi+1(ν
′,ρ′) = ℓ

∣∣ ν ′ ← N ′]+ (ai+1 − 1)

·

{
p · E


I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
)

conditioned on
Yi+1(ν

′,ρ′) = ℓ
∧T ̸= ⊥

∣∣∣∣∣∣∣∣
ν ′ ← N ′

α′i+1(ν
′) ← P̃IP(x,α

′,ρ′ ∥ ρeai+1(ν
′))

T ← TreeFinderi+1(x,α
′ ∥ α′i+1(ν

′),

ρ′ ∥ ρeai+1(ν
′), P̃IP, ·, ·,⊥)



+ p̄ · E


I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
)

conditioned on
Yi+1(ν

′,ρ′) = ℓ
∧T = ⊥

∣∣∣∣∣∣∣∣
ν ′ ← N ′

α′i+1(ν
′) ← P̃IP(x,α

′,ρ′ ∥ ρeai+1(ν
′))

T ← TreeFinderi+1(x,α
′ ∥ α′i+1(ν

′),

ρ′ ∥ ρeai+1(ν
′), P̃IP, ·, ·,⊥)


}

= ai+1 · E
[
I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
)

conditioned on Yi+1(ν
′,ρ′) = ℓ

∣∣ ν ′ ← N ′] ,

which directly implies

E
[
I ′i(ν

′,ρ′)
∣∣ ν ′ ← N ′] ≤ ai+1 E

[
I ′i+1

(
ν ′,ρ′ ∥ ρeai+1(ν

′)
) ∣∣ ν ′ ← N ′] ≤ k∏

j=i+1

aj ,

where the final step follows from the induction hypothesis.
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Let Ii(ν,ρ′,ρ) denotes the number of invocations done by

TreeFinderi(x,α
′,ρ′, P̃IP,α,ρ,⊤; ν) ,

where α′ ← P̃IP(x,ρ
′) and α← P̃IP(x,ρ). To get I0 from I ′0, we use the same idea as in Corollary 4.13’s

proof; namely, we leverage ϕ to construct an expression relating I0 and I ′0.

Lemma 4.16. For every instance x and deterministic malcious prover P̃IP, the following equality holds:

E
[
I ′0(ν

′, ∅)
∣∣ ν ′ ← N ′] = E

[
I0(ϕ(ν,ρ), ∅,ρ)

∣∣∣∣ ν ← N
ρ ← R

]
− 1 .

Proof. If P̃IP is deterministic and T (ν,ρ) = T ′(ν ′), then the number of challenges picked by

TreeFinder0(x, ∅, ∅, P̃IP,α,ρ,⊤; ν)

and
TreeFinder0(x, ∅, ∅, P̃IP, ·, ·,⊥; ν ′) ,

where α ← P̃IP(x,ρ), are identical. However, the responses of the left-most branch, i.e. α, are given for
free in the former case (they are given as a parameter to TreeFinder0). Thus, one less invocation is needed
(recall that an invocation corresponds to one complete protocol execution). Finally, the analysis above
applies to the statement we are proving since by definition of ϕ, it holds that T (ν,ρ) = T ′(ϕ(ν,ρ)).

We continue with a short sanity check.

Remark 4.17. In the SP case, i.e. k = 1, we have by Lemma 4.15 that I ′0 ≤ a and thus by Lemma 4.16:
I0 ≤ a− 1 as expected.

By combining Lemmas 4.15 and 4.16 it results that the number of invocations to P̃IP performed by our
extractor is upper bounded by

(∏k
i=1 ai

)
− 1. Therefore, the complete extraction time of ESKS

IP is smaller
than ((

k∏
i=1

ai

)
− 1

)
·
(
τP̃IP

+ poly(|x|)
)

,

as expected.
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5 State-restoration knowledge soundness from special soundness for SPs

Let P̃sr
SP be any state restoration malicious prover, also a t-query oracle algorithm. Generally, the rewinding

state restoration knowledge soundness error of an interactive proof with round complexity k has a tk mul-
tiplicative loss compared to the rewinding knowledge soundness error. This induces a similar loss in the
Fiat–Shamir transformation. However, suppose the protocol is special sound. In that case, the loss reduces
to t + 1, allowing us to prove the security of the non-interactive Fiat–Shamir transformation. This section
deals with the formal statement of this claim and its proof in the case of SPs. We proceed to the more
challenging case of IPs in Section 6.

In reality, as with PCPs, soundness is enough to ensure state-restoration knowledge soundness in the
case of SPs. However, the analysis we do in this section gives the necessary intuition for the case of IP and,
thus, serves as a stepping stone for this more challenging case.

As in Section 3, we first focus on the SPs case before turning in Section 4 to public-coin IPs with
arbitrary many rounds. The first result we are interested in is the following.

Theorem 5.1. Let SP = (PSP,VSP) be a SP for a relation R with special soundness with arity a and
verifier randomness complexity r. It follows that SP has rewinding state restoration knowledge soundness
error

κsrSP(x, t) ≤ (t+ 1)
a− 1

2r

and extraction time
etsrSP(n, t, P̃

sr
SP) ≤ (a− 1)(t+ 1) · (τP̃sr

SP
+ poly(n)) .

Moreover, the number of times the knowledge soundness extractor invokes P̃sr
SP is (a− 1)(t+ 1).

In [AFK22], a similar result is proven more directly: they directly prove that special soundness implies
that the Fiat–Shamir transformation is knowledge sound under the ROM for SPs and IPs, without using the
concept of state restoration. Note, however, that the result we want to prove is stronger than theirs since we
guarantee a security property between special soundness and the security of the NIROP resulting from the
Fiat–Shamir transformation.

We first construct an extractor and then prove respectively in Sections 5.2 and 5.3 that it has the correct
knowledge soundness error and extraction time. Let SP be any SP with a-speical soundnes for a relation R.
Let s be the salt’s length, and finally, let P̃sr

SP be any deterministic state restoration malicious prover, also a
t-query oracle algorithm.

5.1 Construction of the extractor

Let ESS
SP be the special sound extractor for SP. We construct an extractor ESRKS

SP based on its special sound-
ness extractor as in Section 3. Intuitively, the extractor, given (x, α1, σ, ρ, α2, tr

sr, P̃sr
SP), runs P̃sr

SP multiple
times to find, if possible, an a-tree of accepting transcript for x, similarly to Construction 3.3. Since P̃sr

SP is
a random-oracle algorithm, we must provide and simulate a fake random oracle to P̃sr

SP. For this purpose,
we implement a lazy random oracle with the following properties:

• It returns a new challenge ρ′ instead of the given one ρ.

• It is consistent with what has been already queried in the previous run of Γsr, that is, trsr; and

• It answers other queries at random;
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To construct this lazy random oracle, we start by picking a new random oracle that is restricted to answer
as in trsr. This way, the two last properties are satisfied. Then, we modify the random oracle so it answers
ρ′ when it receives (x, α1, σ), where ρ′ is the newly picked challenge that we want to try. If (x, α1, σ)
is appearing in trsr, we simply overwrite its designated output. For this purpose, we define the following
notation.

Notation 11. Let r ∈ N∗ and tr = ((x1, y1), . . . , (xℓ, yℓ)), where xi ∈ {0, 1}∗ and yi ∈ {0, 1}r, for i ∈ [ℓ].
Then U(r)|tr denotes the set of random oracles rnd with output size r such that rnd(xi) = yi for every
i ∈ [ℓ]. Moreover, given any random oracle rnd, we denote by rnd|tr a new random oracle rnd′ such that
rnd′(xi) = yi for every i ∈ [ℓ] and such that rnd′(x) = rnd(x) for every x /∈ {x1, . . . , xℓ}. The bar operator
is called a restriction.

We now have all the required tools to introduce the extractor ESRKS
SP .

Construction 5.2. The rewinding state restoration knowledge soundness extractor is defined as follows.

ESRKS
SP (x, α1, σ, ρ, α2, tr

sr, P̃sr
SP):

1. Get the success bit b← VSP(x, α1, ρ, α2).
2. If b = 0 or |x| > n return ⊥.
3. Store the good challenge/prover’s message pair B := {(α1, ρ)} and picked challenge S := {ρ}.
4. Sample a lazy random oracle that matches the given trace ˙rnd← U(r)|trsr .
5. While it remains unpicked challenges |R \ S| > 0 and we have not found enough good challenges
|B| ̸= a:
(a) Get a new challenge unpicked, ρ′ ←R \ S..
(b) Add the new challenge to a set of picked challenges S := S ∪ {ρ′}.
(c) Update the random oracle so it returns the new challenge ˙rnd

′ ← ˙rnd|((x,α1,σ),ρ′).

(d) Run the state restoration game (x′, α′1, σ
′, ρ′′, α′2)← Γsr(s, ˙rnd

′
, P̃sr

SP).
(e) Compute the decision bit b′ ← VSP(x, α

′
1, ρ
′′, α′2).

(f) If the transcript is accepting b′ = 1 and the instance, prover’s first message and salt and are the
same x′ = x ∧ α′1 = α1 ∧ σ′ = σ, add the good instance/message pair B := B ∪ {(α′1, ρ′)}.

6. If |B| = a, create an a-fork F := (α1, B) and return ESS
SP(x,F), otherwise return ⊥.

We represent ˙rnd using lazy sampling: the algorithm only keeps track of what has been queried by the
extractor and picks at random for everything else. Once it enters Line 6’s conditional statement, it will
return a correct witness for x since we invoke ESS

SP on an a-tree of accepting transcripts for x.

Let
(x, α1, σ, ρ, α2)

trsr←−− Γsr(s, rnd, P̃sr
SP)

be the execution of the state restoration game done in the experiment of the state restoration knowledge
soundness definition. We refer to this run as the original run.

At each iteration of Construction 5.2’s loop, we pick a new distinct challenge ρ′ we want to implement
the new random oracle as

˙rnd
′ ← ˙rnd|((x,α1,σ),ρ′) , (6)

where ˙rnd← U(r)|trsr . Let
(x′, α′1, σ

′, ρ′′, α′2)← Γsr(s, ˙rnd
′
, P̃sr

SP)

be the call to the state restoration game done at Line 5d with the random oracle of Eq. (6).
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We want the value returned by Γsr(s, ˙rnd
′
, P̃sr

SP) to be (x, α1, σ, ρ
′, α′2) for some α′2 ∈ {0, 1}pv2 , or

formally,
x
′ = x ∧ α′1 = α1 ∧ σ′ = σ ∧ ρ′′ = ρ . (7)

Indeed, if Eq. (7) does not hold, we cannot ensure that the returned challenge ρ′′ will be ρ′, as desired.
Moreover, even if the returned challenge is ρ′, it does not imply that the returned instance is x and that
the first prover message is the same as α1, which are both necessary if we seek to construct a a-tree of
accepting transcripts for x that from the branch (α1, ρ, α2) resulting from the original run, similarly to what
Construction 3.3 does. Notice that we only test for

x
′ = x ∧ α′1 = α1 ∧ σ′ = σ (8)

in Line 5f of the extractor. These tests are sufficient because they are equivalent to Eq. (7)’s ones since
x
′ = x, α′1 = α and σ′ = σ implies ρ′′ = ρ′, since ρ′′ is the result of a deterministic function evaluated

at (x′, α′1, σ
′) which is defined to return ρ′ if Eq. (8) holds. We refer to these tests as the consistency tests.

More formally, we define the following notion.

Definition 5.3. A challenge ρ ∈ R is said to be consistent with (x, α1, σ, rnd) if

• |x| ≤ n; and

• (x, α1, σ, ρ
′, α′2)← Γsr(s, rnd|((x,α1,σ),ρ), P̃

sr
SP), for some α′2 ∈ {0, 1}pv2 .

We illustrate in Fig. 7 the implementation of the random oracle ˙rnd
′
. This random oracle starts by acting

like rnd and then, on the query (x, α1, σ), returns ρ′ instead of the challenge ρ that would have been returned
by Γsr(s, rnd, P̃sr

SP). After that, ˙rnd
′

answers the queries randomly. At this point, we do not have to check
for consistency with what has been queried by P̃sr

SP before (x, α1, σ) since we have assumed that all queries
were distinct.

One may ask what if (x, α1, σ) is never queried by P̃sr
SP in Γsr(s, rnd|((x,α1,σ),ρ), P̃

sr
SP). This query

would not have happened in the original run if this had been the case. However, this makes little sense for
the malicious prover since it could not infer any information on the challenge picked by the state restoration
game due to the nature of random oracles.

If the consistency tests are passed, we are back at the non-state restoration problem. Therefore, it remains
to check that the challenge is an accepting challenge for x. If so, we have found a new branch for the a-tree
of accepting transcripts for x. Challenges that are both consistent and accepting are said to be good. This is
reflected formally in the following definition.

Definition 5.4. A challenge ρ ∈ R is good for (rnd,x, α1, σ) if there exists some α2 ∈ {0, 1}pv2 such that

• |x| ≤ n;

• VSP(x, α1, ρ, α2) = 1; and

• The output of Γsr(s, rnd|((x,α1,σ),ρ), P̃
sr
SP) is (x, α1, σ, ρ, α2).

Moreover, we denote by Y sr(rnd,x, α1, σ) the number of good challenges for (rnd,x, α1, σ) withinR.

Remark 5.5. For this extractor to succeed in returning a witness for x, we need two conditions to hold.
First, we want the early abort test (Line 2) to pass. Secondly, we need the number of challenges such that
the Line 5f’s condition holds to be larger or equal to the arity a. On the contrary, knowing that the early
abort test passes, the only way for the extractor to not return a witness is that there are not enough challenges
that satisfy Line 5f’s condition.
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Figure 7: Comparison of the random oracle used in the original run and the one implemented at each iteration
of the extractor.

5.2 Knowledge soundness error

We can characterize the extractor’s success as follows.

Lemma 5.6. Fix the instance x, the prover’s messages (α1, α2), the challenge ρ, the state restoration game’s
trace trsr and the deterministic malicious prover P̃sr

SP arbitrarily. Then if |x| ≤ n,

ESRKS
SP (x, α1, σ, ρ, α2, tr

sr, P̃sr
SP)

finds a witness for x if and only if VSP(x, α1, ρ, α2) = 1 and Y sr( ˙rnd,x, α1, σ) ≥ a, where ESRKS
SP is

defined as in Construction 5.2 and ˙rnd is the random oracle picked at Line 4 of the extractor.

Proof. If the extractor can retrieve a witness for x it implies that it has passed the early abort, or in other
words, VSP(x, α1, ρ, α2) = 1. Moreover, in that case, it must have found enough challenges ρ′ such that

• VSP(x, α1, ρ, α2) = 1; and

• The output of Γsr(s, ˙rnd|((x,α1,σ),ρ), P̃
sr
SP) is (x, α1, σ, ρ, α2) for some α2.

In other words, we must have Y sr( ˙rnd,x, α1, σ) ≥ a. The other direction follows directly from Remark 5.5.

As we have pointed out, the value of Y sr( ˙rnd,x, α1, σ) is important in the success probability’s analysis
of the extractor. Hence, we seek to find bounds related to this random variable. We start with the following
lemma, which will be useful later.
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Lemma 5.7. Let T := {0, 1}≤n × {0, 1}pv1 × {0, 1}s, then

∑
(x′,α′

1,σ
′)∈T

Pr

 Y sr( ˙rnd,x′, α′1, σ
′) > 0

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr

 ≤ t+ 1 .

Proof. We consider two distinct cases: the malicious prover P̃sr
SP has queried (x, α1, σ) in the game Γsr(s, rnd, P̃sr

SP)
or not. More formally, we can write the two cases as:

• ((x, α1, σ), ρ) ∈ trsr; and

• ((x, α1, σ), ρ) /∈ trsr.

Moreover, we subdivide the former on the index i ∈ [t] such that trsri = ((x, α1, σ), ρ). Note that the index
i is uniquely determined since we assume that queries are unique. Assume without loss of generality that
the queries are well-formed, that is, there are of the form (x, α1, σ) for some x ∈ {0, 1}≤n, α ∈ {0, 1}pv1
and σ ∈ {0, 1}s. Then,

∑
(x′,α′

1,σ
′)∈T

Pr

 Y sr( ˙rnd,x′, α′1, σ
′) > 0

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr



=
∑

(x′,α′
1,σ

′)∈T

(
t∑

i=1

Pr


Y sr( ˙rnd,x′, α′1, σ

′) > 0
conditioned on
(x′, α′1, σ

′) = (x, α1, σ)
∧ trsri = ((x′, α′1, σ

′), ρ)

∣∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


· Pr

 trsri = ((x′, α′1, σ
′), ρ)

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣ rnd ← U(r)
(x, α1, σ, ρ, α2)

trsr←−− Γsr(s, rnd, P̃sr
SP)



+ Pr


Y sr( ˙rnd,x′, α′1, σ

′) > 0
conditioned on
(x′, α′1, σ

′) = (x, α1, σ)
∧ ((x′, α′1, σ′), ρ) /∈ trsri

∣∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


· Pr

 ((x′, α′1, σ
′), ρ) /∈ trsri

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣ rnd ← U(r)
(x, α1, σ, ρ, α2)

trsr←−− Γsr(s, rnd, P̃sr
SP)

)

≤
t∑

i=1

∑
(x′,α′

1,σ
′)∈T

Pr

 trsri = ((x′, α′1, σ
′), ρ)

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣ rnd ← U(r)
(x, α1, σ, ρ, α2)

trsr←−− Γsr(s, rnd, P̃sr
SP)


︸ ︷︷ ︸

=1

+
∑

(x′,α′
1,σ

′)∈T

Pr

 ((x′, α′1, σ
′), ρ) /∈ trsri

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣ rnd ← U(r)
(x, α1, σ, ρ, α2)

trsr←−− Γsr(s, rnd, P̃sr
SP)


︸ ︷︷ ︸

=1

= t+ 1 .
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Lemma 4.7 has a straightforward generalization to the state restoration setup.

Lemma 5.8. For every ℓ ∈ [2r], instance x, first prover message α1 and salt σ,

Pr

 ρ is good for ( ˙rnd,x, α1, σ)
conditioned on
Y sr( ˙rnd,x, α1, σ) = ℓ

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr

 =
ℓ

2r
.

Proof. For every random oracle rnd ∈ U(r), the value of Y sr(rnd,x, α1, σ) is independent from ρ :=
rnd(x, α1, σ) by definition of the former. Back to the experiment, we have ρ = rnd(x, α1, σ) and since
((x, α1, σ), ρ) ∈ trsr and both rnd and ˙rnd agree on trsr, it follows that ρ = ˙rnd(x, α1, σ). Therefore ρ and
Y sr( ˙rnd,x, α1, σ) are independent. Finally, the challenge ρ is picked uniformly at random within a set of
cardinality 2r, and there are exactly ℓ challenges which are good for (rnd,x, α1, σ) by assumption.

We now prove that the extractor has the desired probability of success. By Lemma 5.6,

Pr


|x| ≤ n
∧ (x,w) /∈ R
∧ b = 1

∣∣∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
b ← VSP(x, α1, ρ, α2)

w ← ESRKS
SP (x, α1, σ, ρ, α2, tr

sr, P̃sr
SP)


= Pr

 ρ is good for ( ˙rnd,x, α1, σ)

∧Y sr( ˙rnd,x, α1, σ) < a

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr



≤
∑

(x′,α′
1,σ

′)∈T

Pr


ρ is good for ( ˙rnd,x′, α′1, σ

′)

∧Y sr( ˙rnd,x′, α′1, σ
′) < a

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr



=

a−1∑
ℓ=1

∑
(x′,α′

1,σ
′)∈T

Pr


ρ is good for ( ˙rnd,x′, α′1, σ

′)
conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∧Y sr( ˙rnd,x′, α′1, σ
′) = ℓ

∣∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


︸ ︷︷ ︸

= ℓ
2r

by Lemma 5.8

· Pr

 Y sr( ˙rnd,x′, α′1, σ
′) = ℓ

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


≤ a− 1

2r

∑
(x′,α′

1,σ
′)∈T

a−1∑
ℓ=1

Pr

 Y sr( ˙rnd,x′, α′1, σ
′) = ℓ

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


≤ a− 1

2r

∑
(x′,α′

1,σ
′)∈T

Pr

 Y sr( ˙rnd,x′, α′1, σ
′) > 0

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


≤ (t+ 1)

a− 1

2r
,

where the last inequality follows from Lemma 5.7.
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5.3 Extraction time

The extraction time is directly related to the number of invocations done by the extractor to the malicious
state restoration prover. Therefore, we formally capture the number of invocations the extractor does in a
random variable.

Definition 5.9. For every random oracle rnd and extractor’s randomness ν, let I(rnd, ν) be the number of
invocations done by

ESRKS
SP (x, α1, σ, ρ, α2, tr

sr, P̃sr
SP; ν)

to P̃sr
SP, where (x, α1, σ, ρ, α2)

trsr←−− Γsr(s, rnd, P̃sr
SP). Running the state restoration game is considered as

one invocation.

We are interested in proving the following lemma.

Lemma 5.10. It holds that

E
[
I(rnd, ν)

∣∣∣∣ ν ← N
rnd ← U(r)

]
≤ (t+ 1) · (a− 1) .

Proof. We have

E
[
I(rnd, ν)

∣∣∣∣ ν ← N
rnd ← U(r)

]

≤
∑

(x′,α′
1,σ

′)∈T

E


I(rnd, ν)
conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣∣∣
ν ← N
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr



=

2r∑
ℓ=1

∑
(x′,α′

1,σ
′)∈T

E


I(rnd, ν)
conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∧Y sr( ˙rnd,x′, α′1, σ
′) = ℓ

∣∣∣∣∣∣∣∣∣
ν ← N
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


· Pr

 Y sr( ˙rnd,x′, α′1, σ
′) = ℓ

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr



=
2r∑
ℓ=1

∑
(x′,α′

1,σ
′)∈T

E


I(rnd, ν)
conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∧Y sr( ˙rnd,x′, α′1, σ
′) = ℓ

ρ is good for ( ˙rnd,x′, α′1, σ
′)

∣∣∣∣∣∣∣∣∣∣
ν ← N
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


· Pr

 Y sr( ˙rnd,x′, α′1, σ
′) = ℓ

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


· Pr

 ρ is good for ( ˙rnd,x′, α′1, σ
′)

conditioned on
(x′, α′1, σ

′) = (x, α1, σ)

∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr

 .
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The first equality comes from the fact that the number of invocation is always zero if ρ is not good for
( ˙rnd,x, α1, σ). Indeed, in that case, we have

0 = VSP(x, α1, ρ, α2) ∨ |x| > n ∨ (x, α1, σ, ρ, ·) = Γsr(s, ˙rnd|((x,α1,σ),ρ), P̃
sr
SP)

and since
Γsr(s, ˙rnd|((x,α1,σ),ρ), P̃

sr
SP) = Γsr(s, rnd, P̃sr

SP) ,

it must be that one of the first two conditions is not respected. In either case, the early abort test (Line 2 of
the extractor) will not pass; therefore, the number of queries would be zero.

Let

eℓ,x′,α′
1,σ

′ := E


I(rnd, ν)
conditioned on
∧ (x′, α′1, σ′) = (x, α, σ)

∧Y sr( ˙rnd,x′, α′1, σ
′) = ℓ

ρ is good for ( ˙rnd,x′, α′1, σ
′)

∣∣∣∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr

 .

We show that for every choice of ℓ > 0, x′, α′1 and σ′ we have eℓ,x′,α′
1,σ

′ ≤ (a−1) · 2rℓ . First notice that since
ρ is good for ( ˙rnd,x′, α′1, σ

′) the extractor will not early abort. If ℓ < a, the number of invocations will be
2r − 1 ≤ (a− 1)2

r

ℓ since the extractor will pick every possible challenge before realizing that there are not
enough good challenges. On the other hand, if ℓ ≥ a, the number of iterations in the loop can be modelized,
once again, by the NHG distribution. Hence in that case we have eℓ,x′,α′

1,σ
′ = µ2r−1,ℓ−1,a−1 = (a − 1)2

r

ℓ
where µ2r−1,ℓ−1,a−1 is the mean of the NHG, which we have presented in Definition 2.14. Leveraging this
upper bound, Lemma 5.7 and Lemma 5.8 we obtain

E
[
I(rnd, ν)

∣∣∣∣ ν ← N
rnd ← U(r)

]

= (a− 1) ·
∑

(x′,α′
1,σ

′)∈T

Pr


Y sr( ˙rnd,x′, α′1, σ

′) > 0
conditioned on
∧ (x′, α′1, σ′) = (x, α, σ)

∧ ρ is good for ( ˙rnd,x′, α′1, σ
′)

∣∣∣∣∣∣∣∣
rnd ← U(r)

(x, α1, σ, ρ, α2)
trsr←−− Γsr(s, rnd, P̃sr

SP)
˙rnd ← U(r)|trsr


≤ (a− 1) · (t+ 1)

Each call to Γsr(s, rnd, P̃sr
SP) consists of one invocation to P̃sr

SP, which runs in expected time τP̃sr
SP

by
definition, one query to the random oracle rnd, which runs in constant time, and some operations that are
efficient in terms of |x|. Hence Γsr(s, rnd, P̃sr

SP)’s running time is τP̃sr
SP
+ poly(|x|). By the previous lemma,

the expected number of invocations is (a − 1) · (t + 1). Finally, in case of success, we run ESS
SP, which is

efficient. Overall, the extractor’s extraction time is upper bounded by

(a− 1)(t+ 1) · (τP̃sr
SP

+ poly(n)) ,

as desired.
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6 State-restoration knowledge soundness from special soundness for IPs

In the general case of interactive proofs, the statement is the following.

Theorem 6.1. Let IP = (PIP,VIP) be a public-coin interactive proof for a relation R with (a1, . . . , ak)-
special soundness and verifier randomness complexity (r1, . . . , rk). It follows that IP has rewinding state
restoration knowledge soundness error

κsrIP(x, t) ≤ (t+ 1)

(
1−

k∏
i=1

(
1− ai − 1

2ri

))
,

and extraction time

etsrIP(n, t, P̃
sr
IP) ≤

((
k∏

i=1

ai

)
+ (t+ 1) ·

((
k∏

i=1

ai

)
− 1

))
· (τP̃sr

IP
+ poly(n)) .

Moreover, the number of times the knowledge soundness extractor invokes P̃sr
IP is

((∏k
i=1 ai

)
− 1
)
(t+ 1).

Let IP be an arbitrary interactive proof for a relation R with (a1, . . . , ak)-special soundness. Let
(r1, . . . , rk) be its randomness complexity and Ni := 2ri for every i ∈ [r]. Finally, let P̃sr

IP be any deter-
ministic state restoration malicious prover, also a t-query oracle algorithm.

6.1 Construction of the extractor

Let ESS
IP be IP’s special sound extractor. We construct a state restoration knowledge sound extractor ESRKS

IP

that satisfies Theorem 6.1’s bounds. As in the SP case, the extractor is first tasked to retrieve a (a1, . . . , ak)-
tree of accepting transcript for an instance x and then call ESS

IP to retrieve a witness for x. To do so, we
take inspiration from Construction 4.2 and define a helper algorithm TreeFinder0 which is tasked by our
extractor to find a tree of accepting transcripts for x.

Construction 6.2. The rewinding state restoration knowledge soundness extractor is defined as follows.

ESRKS
IP (x,α,σ,ρ, trsr, P̃sr

IP):
1. If |x| > n return ⊥.
2. Pick random oracles that match the traces: ˙rndi ← U(ri)|trsri for every i ∈ [k].
3. T ← TreeFinder0(x, P̃

sr
IP,α,σ,ρ, ( ˙rndi)i∈[k]).

4. If T = ⊥ return ⊥ otherwise return ESS
IP (x, T ).

The random oracles in ( ˙rndi)i∈[k] are represented using lazy sampling, which is why we use the dot
notation here. The rewinding state restoration knowledge soundness extractor’s helper algorithm is defined
as follows.

Construction 6.3. Given x, α = (α1, . . . , αk+1), α = (σ1, . . . , σk+1), ρ = (ρ1, . . . , ρk) and ˙rnd ∈
U
(
(rj)j∈[k]

)
, the helper algorithm is

TreeFinderi(x, P̃
sr
IP,α,σ,ρ, ˙rnd):

1. If we are treating the base case (i = k):
(a) Get the success bit b← VIP(x,α,ρ).
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(b) If b = 1 return 1 otherwise return ⊥.
2. Early abort recursive call T ← TreeFinderi+1(x, P̃

sr
IP,α,σ,ρ, ˙rnd).

3. If T = ⊥ return ⊥.
4. Add the challenge to a set of picked challenges S := {ρi+1}, store the good challenge in a list E :=

(ρi+1) and its answer N := (αi+2).
5. While it remains unpicked challenges |R \ S| > 0 and we have not found enough good challenges
|E| ̸= a:
(a) Get a new challenge unpicked ρ′i+1 ←Ri+1 \ S.
(b) Add the new challenge to a set of picked challenges S := S ∪ {ρ′i+1}.
(c) Adapt the random oracle: ˙rnd

′
i+1 ← ˙rndi+1|((x,α[:i+2],σ[:i+2]),ρ

′
i+1)

.

(d) Set the new random oracles list: ˙rnd
′
:= ˙rnd[:i+1] ∥ ˙rnd

′
i+1 ∥ ˙rnd[i+2:].

(e) Execute the state restoration game: (x′,α′,σ′,ρ′) trsr←−− Γsr(s, ˙rnd
′
, P̃sr

IP).
(f) Test whereas the partial transcripts are consistent: If α′[:i+2] ̸= α[:i+2] ∨ σ′[:i+2] ̸= σ[:i+2] ∨

ρ′[:i+2] ̸= ρ[:i+1] ∥ ρ′i+1 ∨ x′ ̸= x go to Line 5.

(g) Recursive call T ← TreeFinderi+1(x, P̃
sr
IP,α

′,σ′,ρ′, ˙rnd
′
).

(h) If T ̸= ⊥, add the good challenge E := E ∥ ρ′i+1 and its response N := N ∥ α′i+2.
6. If |E| = ai+1, create a tree with α′i+1 as root and children N (verifier responses) connected by edges

E (prover challenges) and return it, otherwise return ⊥.

This algorithm is similar to Construction 4.4 but instead of invocating the malicious prover P̃IP, which
it does not have, to retrieve the next prover’s message, it runs the whole state restoration game by tweaking
the random oracle ˙rndi+1 (Line 5c) in hope that the value (x′,α′,σ′,ρ′) returned by the state restoration
game is such that

α′[:i+2] = α[:i+2] ∧ σ′[:i+2] = σ[:i+2] ∧ ρ′[:i+2] = ρ[:i+1] ∥ ρ′i+1 ∧ x′ = x ,

where ρ′i+1 is the challenge picked by the algorithm. Analogously to Construction 5.2, we say these tests
are the consistency tests. If the consistency tests are satisfied, then the state restoration game has returned a
complete transcript (α′,ρ′) that matches the partial transcript (α[:i+2],ρ[:i+2]). The extractor can use this
transcript to create a new path in the tree from the root node to a leaf node. In other words, instead of
searching for edges, the algorithm directly searches for complete paths from the current location to a leaf.

To simplify the proof, we first forget about lazy sampling. Furthermore, we use the random oracles (rnd)
instead of lazy random oracles ( ˙rnd). Doing so will simplify our analysis. Eventually, we will show that,
in our case, replacing a lazy random oracle with a classical random oracle does not change the probability
expressions. Moreover, this change makes the notation lighter.

The proof of this statement is more involved than the other ones. Especially, we need a more fine-grained
understanding of the randomness of

TreeFinderi(x, P̃
sr
IP,α,σ,ρ, rnd; ν) .

This need motivates the following notation.

Definition 6.4. For every i ∈ {0, . . . , k}, we denote by νi the randomness of

TreeFinderi(x, P̃
sr
IP,α,σ,ρ, rnd; νi) .
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We say that the random space of this instantiation is Ni, that is, νi ∈ Ni. Moreover, we denote by ν
ρ′i+1

i+1 (νi)
the randomness of its recursive call that results from using ρ′i+1 in the state restoration game, whether it was
in the loop or for the early abort test. Finally, in the latter case, we write νeai+1(νi) := ν

ρi+1

i+1 (νi) to highlight
that this is the randomness of the early abort recursive call.

During any call TreeFinderi, we would like to characterize the challenges ρ′i+1 that would pass the
consistency tests and lead to a successful recursive call. As we have seen previously, we capture these two
properties of a challenge in the two distinct properties combined to form the so-called good challenges. The
challenges that pass the consistency tests are said to be consistent, while challenges that result in a successful
recursive call are known as successful challenges.

Definition 6.5. For every i ∈ {0, . . . , k− 1}, a challenge ρi+1 ∈ Ri+1 is said to be consistent with

(x, (α1, . . . , αk+1)︸ ︷︷ ︸
:=α

, (σ1, . . . , σk+1)︸ ︷︷ ︸
:=σ

, (rnd1, . . . , rndk)︸ ︷︷ ︸
:=rnd

)

if

• |x| ≤ n; and

• The output of

Γsr(s, (rnd1, . . . , rndi, rndi+1|((x,α[:i+2],σ[:i+2]),ρi+1), rndi+2, . . . , rndk), P̃
sr
SP)

is
(x, (α1 . . . , αi+1, ·, . . . , ·), (σ1, . . . , σi+1, ·, . . . , ·), (ρ1, . . . , ρi+1, ·, . . . , ·)) ,

where ρj := rndj(x, (α1, . . . , αj), (σ1, . . . , σj)) for every j ∈ [i].

Successful challenges are formally defined as follows.

Definition 6.6. For every i ∈ {0, . . . , k− 1}, a challenge ρi+1 ∈ Ri+1 is said to be successful for

(x, νi+1, (α1, . . . , αk+1)︸ ︷︷ ︸
:=α

, (σ1, . . . , σk+1)︸ ︷︷ ︸
:=σ

, (rnd1, . . . , rndk)︸ ︷︷ ︸
:=rnd

)

if

• |x| ≤ n; and

• The output of
TreeFinderi+1(x, P̃

sr
IP,α

′,σ′,ρ′, rnd; νi+1)

is not ⊥, where

(x′,α′,σ′,ρ′)← Γsr(s, (rnd1, . . . , rndi, rndi+1|((x,α[:i+2],σ[:i+2]),ρi+1), rndi+2, . . . , rndk), P̃
sr
SP) .

In other words, the output is not an (ai+1, . . . , ak)-tree of accepting transcripts for x with prefix

(rndj(x, (α1, . . . , αj), (σ1, . . . , σj)))j∈[i] .

53



When a challenge is consistent and successful, we say it is a good challenge. Good challenges are the
ones that the extractor could use to construct the trees of accepting transcripts for x with the corresponding
prefix. This definition is similar to how good challenges are defined in Section 4.

Definition 6.7. For every i ∈ {0, . . . , k− 1}, a challenge ρi+1 ∈ Ri+1 is said to be good for

(x, νi, (α1, . . . , αk+1)︸ ︷︷ ︸
:=α

, (σ1, . . . , σk+1)︸ ︷︷ ︸
:=σ

, (rnd1, . . . , rndk)︸ ︷︷ ︸
:=rnd

)

if is consistent (x,α,σ, rnd) and successful for (x, νρi+1

i+1 (νi),α,σ, rnd). Moreover, we denote by

Y sr
i+1(x,α,σ, rnd, νi)

the number of good challenges for (x, νi,α,σ, rnd) withinRi+1.

Figs. 8 to 10 illustrate the steps of the tree’s construction. For the sake of simplicity, we change the
way the algorithm works. Instead of working recursively, the current node, say at level i, tries to find ai
accepting transcripts for x (instead of a tree of accepting transcripts for x). This reflects that the node
is searching for complete transcripts instead of just a new unique challenge ρi. This change makes the
algorithm easier to understand graphically yet harder to express algorithmically. This is the reason why
we use the recursive definition for the analysis. In this example, the helper algorithm is tasked by ESRKS

IP

to return a (3, 2, 2)-tree of accepting transcripts for x. After the root node job has finished running, the
current tree is a (3, 1, 1)-tree of accepting transcripts for x, depicted in Fig. 8. The edges highlighted in
red correspond to rejecting transcripts, and the edges in blue are early abort challenges, meaning that if this
challenge leads to a rejecting transcript, the node will also reject. Then, when all layer 2 nodes are carried
out, the resulting tree is a (3, 2, 1)-tree of accepting transcripts for x, exhibited in Fig. 9. Finally, when all
nodes have finished executing, the resulting tree is a (3, 2, 2)-tree of accepting transcripts for x. This tree is
shown in Fig. 10.

1 0 11

3 accepting challenges inR1

Figure 8: Example of a tree picked by the extractor. At this point, the root node has finished, and we are left
with a (3, 1, 1)-tree of accepting transcripts for x.

Consider an execution of
TreeFinder0(x, P̃

sr
IP,α,σ,ρ, rnd)

run by the extractor presented in Construction 6.2. Then, any recursive call to the helper algorithm resulting
from this instantiation has the following property.

54



1 10

3 accepting challenges inR1

1 1

...

10 011

2 accepting
challenges inR2

2 accepting
challenges inR2

2 accepting
challenges inR2

not enough
accepting challenges
in R2

Figure 9: Example of a tree picked by the extractor. At this point, all layer 1 nodes have finished, and we are
left with a (3, 2, 1)-tree of accepting transcripts for x.

Lemma 6.8. For any i ∈ {0, . . . , k}, let TreeFinderi(x, P̃sr
IP,α,σ,ρ, rnd) be any instantiation that follows

from running the Construction 6.2’s extractor in Definition 2.38’s experiment. We have that

ρi+1 = rndi+1(x,α[:i+2],σ[:i+2]) .

Proof. This statement follows directly from the definition of the state restoration game. Indeed, the chal-
lenges ρ are always computed as ρ = (rndi(x,α[:i+1],σ[:i+1]))i∈[k], which implies the desired result.

6.2 Knowledge soundness error

First notice that for every i ∈ {0, . . . , k− 1}, it holds that

1− κi =
k∏

j=i+1

(
1− aj − 1

Nj

)

=

(
1− ai+1 − 1

Ni+1

) k∏
j=i+2

(
1− aj − 1

Nj

)

=
Ni+1 − ai+1 − 1

Ni+1

k∏
j=i+2

(
1− aj − 1

Nj

)
=

Ni+1 − ai+1 − 1

Ni+1
(1− κi+1) . (9)

We now present Lemma 5.8’s generalization to the state restoration setup.

Lemma 6.9. Recall that, for every i ∈ [k + 1], pvi is the length of all possible i-th messages sent by the
prover. Let

T := {0, 1}≤n ×

(
k+1

×
j=1

{0, 1}pvj
)
× ({0, 1}s)k+1
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1 10

3 accepting challenges inR1

1 0 111

2 accepting
challenges inR2

2 accepting
challenges inR2

2 accepting
challenges inR2

1111 1 1

2 accespting
challenges
in R3

2 accespting
challenges
in R3

2 accespting
challenges
in R3

2 accespting
challenges
in R3

2 accespting
challenges
in R3

2 accespting
challenges
in R3

Figure 10: Example of a tree picked by the extractor. At this point, all layer 2 nodes have finished, and we are
left with a (3, 2, 2)-tree of accepting transcripts for x.

be the set of all instances, prover messages, and salt strings triplet. Then, for every i ∈ {0, . . . , k − 1},
ℓ ∈ {0, . . . , Ni}, (x′,α′,σ′) ∈ T and νi ∈ Ni, we have

Pr


T ̸= ⊥
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

conditioned on
Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))

 =
ℓ

Ni+1
.

Proof. We know by Lemma 6.8 that ρi+1 = rnd(x,α[:i+2],σ[:i+2]), which implies that ρi+1 is uniformly
distributed. Morover, by definition of Y sr

i+1(x
′,α′,σ′, rnd, νi), the value of ρi+1 is independent of ℓ. There-

fore, this equality holds.

This result reflects the probability that ρi+1 is a good chalenge for (x, νi+1,α,σ, rnd). Indeed, the first
condition ensures that the challenge is successful, while the second, combined with Lemma 6.9, ensures that
it is consistent. The following result follows directly from the definition of a conditional probability.

Corollary 6.10. For every i ∈ {0, . . . , k− 1}, ℓ ∈ {0, . . . , Ni}, (x′,α′,σ′) ∈ T and νi ∈ Ni, we have

Pr


T ̸= ⊥
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))


=

ℓ

Ni+1
Pr
[
Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ
∣∣ rnd← U((ri)i∈[k])] .

Lemma 5.7 also has a natural generalization to the state restoration setup.

Lemma 6.11. For every i ∈ {0, . . . , k− 1}, it holds that∑
(x′,α′,σ′)∈T

Pr

[
Y sr
i+1(x

′,α′,σ′, rnd, νi) > 0

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ] ≤ t+ 1 .
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Proof. Given any execution of the state restoration game

(x,α,σ,ρ)
trsr←−− Γsr(s, rnd, P̃sr

IP) ,

we define the extended trace to be the tuple (trsr1 , . . . , tr
sr
k ) where trsri = trsri ∥ (x,α[:i+2],σ[:i+2],ρi) for

every i ∈ [k]. This ensures that all partial transcripts {(x,α[:i+2],σ[:i+2],ρi)}i∈[k] resulting from the output
of the game lies in the new traces. Note that for every i ∈ [k], the length of tri is at most t+ 1 whereas the
length of trsri is at most t. Then,

∑
(x′,α′,σ′)∈T

Pr

[
Y sr
i+1(x

′,α′,σ′, rnd, νi) > 0

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ]

=
∑

(x′,α′,σ′)∈T

t+1∑
j=1

Pr

 Y sr
i+1(x

′,α′,σ′, rnd, νi) > 0
conditioned on
trsri,j = (x′,α′[:i+2],σ

′
[:i+2])

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


· Pr

[
trsri,j = (x,α′[:i+2],σ

′
[:i+2])

∣∣∣∣∣ rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
SP)

]

≤
t+1∑
j=1

∑
(x′,α′,σ′)∈T

Pr

[
trsri,j = (x′,α′[:i+2],σ

′
[:i+2])

∣∣∣∣∣ rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
SP)

]
≤ t+ 1 .

Similarly to the fractions of accepting challenges ϵ(x), we are interested in counting the fraction of
random oracles list rnd that would make the state restoration accepts.

Definition 6.12. We say that a list of random oracles rnd is accepting if

(x,α,σ,ρ)
trsr←−− Γsr(s, rnd, P̃sr

IP)

is such that VIP(x,α,ρ) = 1. Moreover, let ϵsr be the fraction of accepting rnd within U
(
(ri)i∈[k]

)
’s

support.

The following theorem is the core proof of Theorem 6.1’s success probability statement.

Theorem 6.13. It holds that

Pr

T ̸= ⊥
∣∣∣∣∣∣∣

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinder0(x, P̃
sr
IP,α,σ,ρ, rnd)


≥ (t+ 1) · (ϵsr − κi) ,

where κi is defined in Eq. (1).
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Proof. We first show that

Pr

T ̸= ⊥
∣∣∣∣∣∣∣

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi(x, P̃
sr
IP,α,σ,ρ, rnd)

 ≥ ϵsr − (t+ 1)κi
1− κi

(10)

holds for every i ∈ {0, . . . , k}. Instantiating this result with i = 0 implies the result we are looking for since

ϵsr − (t+ 1)κ0
1− κ0

≥ (t+ 1) · (ϵsr − κi) .

We prove Eq. (10) by induction on i going from k to 0. The base case is straightforward forward since the
right-hand side reduces to ϵsr, which is, by definition of the latter, exactly what the left-hand side is.

For the inductive step, fix i ∈ {0, . . . , k} and assume the statement holds for every j ∈ {k, . . . , i+1}. It
is straightforward to see that we need the following conditions for an instantiation of TreeFinderi to succeed
in finding a tree of accepting transcripts. First, the instantiation must pass the early abort tests, and second,
the number of good challenges should be large enough. Hence,

Pr

T ̸= ⊥
∣∣∣∣∣∣∣

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi(x, P̃
sr
IP,α,σ,ρ, rnd)



= Pr


T ̸= ⊥
∧Y sr

i+1(x,α,σ, rnd, νi) ≥ ai+1

∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))



=
∑

(x′,α′,σ′)∈T

Ni+1∑
ℓ=ai+1

Pr


T ̸= ⊥
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

conditioned on
∧Y sr

i+1(x
′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))


· Pr
[
Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ] ,

which by Lemma 6.9 is

≥
∑

(x′,α′,σ′)∈T

Ni+1∑
ℓ=ai+1

ℓ

Ni+1
Pr

[
Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ]

≥
∑

(x′,α′,σ′)∈T

Ni+1∑
ℓ=ai+1

Ni+1

Ni+1 − ai+1 + 1

(
ℓ

Ni+1
− ai+1 − 1

Ni+1

)

· Pr
[
Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ]

≥
∑

(x′,α′,σ′)∈T

Ni+1∑
ℓ=1

Ni+1

Ni+1 − ai+1 + 1

(
ℓ

Ni+1
− ai+1 − 1

Ni+1

)
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· Pr
[
Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ] ,

and by using Corollary 6.10 we get

≥ Ni+1

Ni+1 − ai+1 + 1

Ni+1∑
ℓ=1

∑
(x′,α′,σ′)∈T

(

Pr


T ̸= ⊥
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))


− ai+1 − 1

Ni+1
Pr

[
Y sr
i+1(x

′,α′,σ′, rnd, νi) > 0

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ])

≥ Ni+1

Ni+1 − ai+1 + 1

(
Pr

T ̸= ⊥
∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))


− ai+1 − 1

Ni+1

∑
(x′,α′,σ′)∈T

Pr

[
Y sr
i+1(x

′,α′,σ′, rnd, νi) > 0

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ]) .

Note that νeai+1(νi) is uniformly distributed and not dependent on the algorithm’s inputs; therefore, we can
apply the induction hypothesis. Combing the induction hypothesis with Lemma 6.11, we obtain

Pr

T ̸= ⊥
∣∣∣∣∣∣∣

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi(x, P̃
sr
IP,α,σ,ρ, rnd)


≥ Ni+1

Ni+1 − ai+1 + 1
·
(
ϵsr − (t+ 1)κi+1

1− κi+1
− ai+1 − 1

Ni+1
(t+ 1)

)
Eq. (9)

=
ϵsr − (t+ 1)κi+1

1− κi
− ai+1 − 1

Ni+1 − ai+1 + 1
(t+ 1)

=
1

1− κi

(
ϵsr − (t+ 1)

(
κi+1 − (1− κi)

ai+1 − 1

Ni+1 − ai+1 + 1

))
Eq. (9)

=
ϵsr − (t+ 1)κi

1− κi
,

which concludes Eq. (10)’s proof by induction and, therefore, the proof of theorem’s statement.

We assert that Construction 6.2 satisfies Theorem 6.1’s bound on the state restoration knowledge error.
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Indeed, assuming |x| ≤ n, we have by Theorem 6.13

Pr

 (x,w) /∈ R
∧ b = 1

∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

b ← VIP(x,α,ρ)

w ← ESRKS
IP (x,α,σ,ρ, trsr, P̃sr

IP)



= Pr


T = ⊥
∧ b = 1

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

b ← VIP(x,α,ρ)

w ← ESRKS
IP (x,α,σ,ρ, trsr, P̃sr

IP)
˙rnd1 ← U(r1)|trsr1
...
˙rndk ← U(rk)|trsrk
T ← TreeFinder0(x, P̃

sr
IP,α,σ,ρ, ( ˙rndi)i∈[k])



= Pr

 T = ⊥
∧ b = 1

∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

b ← VIP(x,α,ρ)

T ← TreeFinder0(x, P̃
sr
IP,α,σ,ρ, rnd)


= 1− Pr

T ̸= ⊥
∣∣∣∣∣∣∣

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinder0(x, P̃
sr
IP,α,σ,ρ, rnd)


− Pr

b = 0

∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

b ← VIP(x,α,ρ)


︸ ︷︷ ︸

=1−ϵsr

≥ (t+ 1)κ0 ,

since the two events b = 0 and (x,w) ∈ R are disjoint. The first equality comes from their two experiments
being indistinguishable since the random oracles of the right-hand side are restricted to match the traces of
the others.

6.3 Extraction time

Proving that Construction 6.2 satisfies Theorem 6.1 claimed extraction time is more involved than proving
the bounds of the success probability. To do so, we start by defining some useful random variables.

Definition 6.14. For every i ∈ {0, . . . , k}, x, α, σ, ρ, rnd and νi, let

Λ′i(x,α,σ,ρ, rnd, νi)

be the number of challenges picked by

TreeFinderi(x, P̃
sr
IP,α,σ,ρ, rnd; νi)
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without considering the first one tested, that is ρi+1. Moreover, let

Λi(x,α,σ,ρ, rnd, νi)

be the number of challenges picked by this instantiation, including ρi+1.

The second random variable depicts the cardinality of the set S used in TreeFinderi at the end of the
algorithm execution. Note that

Λi(x,α,σ,ρ, rnd, νi) ≤ Λ′i(x,α,σ,ρ, rnd, νi) + 1 . (11)

If the consistency tests (Line 5f) are unsatisfied, the current instantiation executes no recursive calls.
Hence, challenges that pass these tests induce an additional execution time. For the analysis, we subdivide
these challenges into two categories: successful and others.

Definition 6.15. For every i ∈ {0, . . . , k− 1}, x, α, σ, ρ, rnd and νi, let

X⊤i (x,α,σ,ρ, rnd, νi)

be the number of challenges ρ′i+1 picked by

TreeFinderi(x, P̃
sr
IP,α,σ,ρ, rnd; νi) ,

including ρi+1, that are good for (x, νi,α,σ, rnd). Conversely, let

X⊥i (x,α,σ,ρ, rnd, νi)

denotes the number of challenges ρ′i+1 picked by TreeFinderi, including ρi+1, that are consistent with

(x,α,σ, rnd) but not successful for (x, ν
ρ′i+1

i+1 (νi),α,σ, rnd). Moreover, we define X⊤k (x,α,σ,ρ, rnd, νk) :=

0 and X⊥k (x,α,σ,ρ, rnd, νk) := 0.

Focusing on the consistent challenges picked by TreeFinderi, we are also interested in the number of
invocations to the state restoration game done by recursive calls resulting from these consistent challenges.

Definition 6.16. For every i ∈ {0, . . . , k− 1}, x, α, σ, ρ, rnd and νi, let

Ii(x,α,σ,ρ, rnd, νi)

counts the number of invocations performed by

TreeFinderi(x, P̃
sr
IP,α,σ,ρ, rnd; νi) .

Moreover, let
I⊤i (x,α,σ,ρ, rnd, νi)

counts the number of invocations done by the recursive calls that result from challenges that are good for
(x, νi,α,σ, rnd). Conversely, we denote by

I⊥i (x,α,σ,ρ, rnd, νi)

the number of invocations done by the recursive calls that result from challenges ρ′i+1 that are consistent

with (x,α,σ, rnd) but not successful for (x, ν
ρ′i+1

i+1 (νi),α,σ, rnd). Finally, let I⊤k (x,α,σ,ρ, rnd, νk) := 0

and I⊥k (x,α,σ,ρ, rnd, νk) := 0.
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E[Ii(x,α,σ,ρ, rnd, νi)]

+

E
[
I⊤i (x,α,σ,ρ, rnd, νi)

]
E[Λ′i(x,α,σ,ρ, rnd, νi)]

E
[
I⊥i (x,α,σ,ρ, rnd, νi)

]

E

 Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
T ̸= ⊥


·E
[
X⊤i (x,α,σ,ρ, rnd, νi)

]
E[Λi(x,α,σ,ρ, rnd, νi)]− 1 E

 Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
T = ⊥


·E
[
X⊥i (x,α,σ,ρ, rnd, νi)

]

ai+1 · Pr[T ̸= ⊥]

·E

 Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
T ̸= ⊥



1 + (ai+1 − 1) · (t+ 1)

ai+1 · Pr[T = ⊥]

·E

 Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
T = ⊥



=

E
q.

(1
2)

≥
E

q.
(2

2)

≥
E

q.
(1

1) ≥
E

q.
(2

3)

≥
E

q.
(1

9)

≥
C

or
ol

la
ry

6.
18

≥
E

q.
(2

0)

≥
E

q.
(2

4) ≥
E

q.
(2

5)

Figure 11: Lemma 6.19’s proof strategy for expressing Ii recursively.

By the previous definitions, it follows that for every i ∈ {0, . . . , k}, α, σ, ρ, rnd and ν ′i

Ii(x,α,σ,ρ, rnd, νi) = I⊤i (x,α,σ,ρ, rnd, νi)+I⊥i (x,α,σ,ρ, rnd, νi)+Λ′i(x,α,σ,ρ, rnd, νi) . (12)

This is the starting point of the proof; we use this decomposition to find an upper bound Ii in terms of Ii+1

by upper bounding the values I⊤i , I⊥i and Λi with an expression including Ii+1. This recursive statement is
captured in Lemma 6.19. Then, we inject this recursive bound in a proof by induction to show Theorem 6.20.
The proof strategy for Lemma 6.19 and the intermediate results necessary are depicted in Fig. 11. For
simplicity, we have removed the experiments and conditioning on random variables that are universally
quantified. We now continue by proving every result present in this figure.

It is straightforward to see that the random variable Λ′i corresponds to the number of the invocations
done to P̃sr

IP by TreeFinderi without considering invocations performed within the recursive calls. By the
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early abort test, it follows that

Pr


Λ′i(x,α,σ,ρ, rnd, νi) = 0
conditioned on
T = ⊥

∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))

 = 1 . (13)

By fixing the recursive part of the randomness and conditioning on the early abort test passing, we claim
that the number of challenges picked by an instantiation of TreeFinderi follows a NHG distribution. For
every x′, α′, σ′ and ν ′i+1, the random variable

Λ′i(x,α,σ,ρ, rnd, νi)
conditioned on
T ̸= ⊥
∧ν ′i+1 = νi+1(ρi)
∧Y sr

i+1(x,α,σ, rnd, νi) = ℓ
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← N
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))


follows a NHG with 2ri+1 − 1 balls of which ℓ− 1 are success balls, and it has to find ai+1− 1 success balls
(there are only 2ri+1 − 1 total balls and ℓ − 1 success balls because we already use ρi+1 for the early abort
test). This result follows directly from Definition 2.14. Moreover, this implies

E



Λ′i(x,α,σ,ρ, rnd, νi)
conditioned on
T ̸= ⊥
∧ν ′i+1 = νi+1(ρi)
∧Y sr

i+1(x,α,σ, rnd, νi) = ℓ
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))


= (ai+1 − 1)

2ri+1

ℓ
. (14)

We need the following result to find an upper bound on Λ′i.

Lemma 6.17. For every i ∈ {0, . . . , k}, it holds that

E


Λ′i(x,α,σ,ρ, rnd, νi)
conditioned on
T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))



· Pr

 T ̸= ⊥

∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)


≤ (ai+1 − 1) · (t+ 1) .
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Proof. Note that for every (x′,α′,σ′) ∈ T and ν ′i+1, we have

Pr



T ̸= ⊥
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧Y sr
i+1(x,α,σ, rnd, νi) = 0

conditioned on
∧ν ′i+1 = νi+1(ρi)(ρi)

∣∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))

 = 0 (15)

since if the recursive call return succeeds and the consistency tests pass, there is, by definition, at least one
good challenge for (x,α′,σ′, rnd). The following result holds for any choice of ν ′i+1, which implies the
desired result. By Corollary 6.10 and Eq. (14)

E


Λ′i(x,α,σ,ρ, rnd, νi)
conditioned on
T ̸= ⊥
∧ν ′i+1 = νi+1(ρi)

∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))



· Pr


T ̸= ⊥
conditioned on
∧ν ′i+1 = νi+1(ρi)

∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)


=

∑
(x′,α′,σ′)∈T

2ri+1∑
ℓ=0

E



Λ′i(x,α,σ,ρ, rnd, νi)
conditioned on
T ̸= ⊥
∧ν ′i+1 = νi+1(ρi)
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧Y sr
i+1(x,α,σ, rnd, νi) = ℓ

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))



· Pr



T ̸= ⊥
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧Y sr
i+1(x,α,σ, rnd, νi) = ℓ

conditioned on
∧ν ′i+1 = νi+1(ρi)

∣∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))


︸ ︷︷ ︸

= 0 when ℓ = 0 by Eq. (15)

≤
∑

(x′,α′,σ′)∈T

2ri+1∑
ℓ=1

(ai+1 − 1) · Pr
[
Y sr
i+1(x

′,α′,σ′, rnd, νi) = ℓ

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ]

= (ai+1 − 1)
∑

(x′,α′
[:i+2]

,σ′
[:i+2]

)∈T

·Pr
[
Y sr
i+1(x

′,α′,σ′, rnd, νi) > 0

∣∣∣∣ νi ← Ni

rnd ← U
(
(ri)i∈[k]

) ] ,
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which by Lemma 6.11 is upper bounded by (ai+1 − 1) · (t+ 1).

Now, we can show the following result.

Corollary 6.18. For every i ∈ {0, . . . , k}, the following holds

E

Λi(x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

 ≤ 1 + (ai+1 − 1) · (t+ 1) .

Proof. We have

E

Λi(x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

 Eq. (11)

≤ 1 + E

Λ′i(x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



= 1 + E


Λ′i(x,α,σ,ρ, rnd, νi)
conditioned on
T = ⊥

∣∣∣∣∣∣∣∣∣∣∣

νi ← N
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))


︸ ︷︷ ︸

= 0 by Eq. (13)

· Pr

T = ⊥

∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



+ E


Λ′i(x,α,σ,ρ, rnd, νi)
conditioned on
T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(νi))

 Lemma 6.17

· Pr

T ̸= ⊥
∣∣∣∣∣∣∣∣∣

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)


= (ai+1 − 1) · (t+ 1) ,

which concludes the proof of this corollary.

Consider the two following quantities. For every (x′,α′,σ′) ∈ T , let

u :=

∣∣∣∣∣∣
ρ′i+1 ∈ {0, 1}2

ki+1

∣∣∣∣∣∣
T ̸= ⊥
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])


∣∣∣∣∣∣ ,
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and

v :=

∣∣∣∣∣∣
ρ′i+1 ∈ {0, 1}2

ki+1

∣∣∣∣∣∣
T = ⊥
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])


∣∣∣∣∣∣ ,

where for every ρ′i+1

(x,α,σ,ρ)← Γsr(s, (rnd1, . . . , rndi, rndi+1|((x′,α′
[:i+2]

,σ′
[:i+2]

),ρ′i+1)
, rndi+2, . . . , rndk), P̃

sr
IP)

and
T ← TreeFinderi+1(x, P̃

sr
IP,α,σ,ρ, rnd) .

Given these notations, it is straightforward to see that

Pr


T ̸= ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)

 =
u

u+ v
(16)

and

Pr


T = ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)

 =
v

u+ v
, (17)

for all rnd′ ∈ U
(
(ri)i∈[k]

)
and (x′,α′,σ′) ∈ T .

Next, note that the random variable

X⊥i (x,α,σ,ρ, rnd, νi)
+(ai+1 − 1)

conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

νi ← N
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(ρi))


follows an NHG distribution with u − 1 good balls, u + v − 1 total balls and where we are looking for
ai+1 − 1 good balls. The minus one comes from the fact that the first good ball has already been picked for
the early abort branch. Therefore, it follows from Definition 2.14 that

E



X⊥i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi ← N
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(ρi))

 ≤ (ai+1 − 1)
v

u
. (18)
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We now give upper bounds on X⊤i and X⊥i ’s expectations. We begin with the former.
Upper bound on X⊤

i ’s expectation. By conditioning on T being ⊥ or not, we have

E


X⊤i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



= E



X⊤i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(ρi))



· Pr


T ̸= ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



+ E



X⊤i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧T = ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(ρi))


︸ ︷︷ ︸

=0

· Pr


T = ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



≤ ai+1 · Pr


T ̸= ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)

 , (19)

since the algorithm stops after finding enough good challenges.
Upper bound on X⊥

i ’s expectation. We have

E


X⊥i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


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= E



X⊥i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(ρi))

 Eq. (18)

· Pr


T ̸= ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



+ E



X⊥i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧T = ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νeai+1(ρi))


︸ ︷︷ ︸

=1

· Pr


T = ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



≤ Pr


T = ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)

 Eq. (17)

+ Pr


T ̸= ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)

 Eq. (16)

· (ai+1 − 1)
v

u

= ai+1 · Pr


T = ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)

 . (20)

Finally, we show the following recursive inequality for I holds.
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Lemma 6.19. For every i ∈ {0, . . . , k− 1}, it holds that

E

Ii(x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


≤ ai+1 · E

Ii+1(x,α,σ,ρ, rnd, νi+1)

∣∣∣∣∣∣∣
νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


+ (t+ 1) · (ai+1 − 1) .

Proof. The invocations to the state restoration game come from two sources: those done within the loop of
TreeFinderi and within the recursive calls. The former is straightforward to analyze. Indeed, the extractor
executes the state restoration game every time we pick a new challenge, except for the early abort test.
Hence, the number of times we invoke the state restoration game within the loop is

Λ′i(x,α,σ,ρ, rnd, νi)

and an upper bound on the expectation of Λi = Λ′i + 1 is given in Corollary 6.18. It remains to show how
many invocations are done within the recursive calls.

For every ℓ ∈ {0, . . . , 2ri+1}, rnd′ ∈ U
(
(ri)i∈[k]

)
and (x′,α′,σ′) ∈ T , we have

E



I⊤i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧X⊤i (x′,α′,σ′,ρ, rnd, νi) = ℓ

∣∣∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α[:i+2],σ[:i+2],ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



= ℓ · E



Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νi+1

 (21)

since any subset of {0, 1}ri+1 with cardinality ℓ of good challenges is equally likely to be sampled.
It follows from Eq. (21) that for every rnd′ ∈ U

(
(ri)i∈[k]

)
and (x′,α′,σ′) ∈ T ,

E


I⊤i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



=

2ri+1∑
ℓ=0

E


I⊤i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2]) = (x′,α′[:i+2],σ

′
[:i+2])

∧X⊤i (x,α,σ,ρ, rnd, νi) = ℓ

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


69



· Pr


X⊤i (x,α,σ,ρ, rnd, νi) = ℓ
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2]) = (x′,α′[:i+2],σ

′
[:i+2])

∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



= E


Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2]) = (x′,α′[:i+2],σ

′
[:i+2])

T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νi+1)



·


2ri+1∑
ℓ=0

ℓPr


X⊤i (x,α,σ,ρ, rnd, νi) = ℓ
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)




= E



Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νi+1)



· E


X⊤i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

 . (22)

Likewise,

E


I⊥i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



= E



Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

T = ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νi+1)



· E


X⊥i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

 . (23)
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The next step is to develop Eqs. (22) and (23) by using the upper bounds on the X⊤i ’s expected value
and X⊥i ’s expected value, introduced in Eqs. (19) and (20).

Combining Eq. (22) with Eq. (19), we have

E


I⊤i (x,α,σ,ρ, rnd, νi)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



≤ ai+1 · Pr


T ̸= ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



· E



Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νi+1)

 . (24)

Similarly, combining Eq. (22) with Eq. (20), we have

E


I⊥i (x,α,σ,ρ, rnd, ν)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



≤ ai+1 · Pr


T = ⊥
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∣∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



· E



Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
rnd′ = rnd
∧ (x′,α′[:i+2],σ

′
[:i+2])

= (x,α[:i+2],σ[:i+2])

∧T = ⊥

∣∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νi+1)

 . (25)

Consider the decomposition done in Eq. (12). The first two summands of the right-hand side can be re-
spectively upper bounded by Eqs. (24) and (25) since these bounds hold for all rnd′ ∈ U

(
(ri)i∈[k]

)
and

(x′,α′,σ′) ∈ T . Moreover, as explained above, an upper bound for the last summand is indirectly given in
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Corollary 6.18. Therefore, it follows that

E

Ii(x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


= E

I⊤i (x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


+ E

I⊥i (x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


+ E

Λ′i(x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)



≤ ai+1 · Pr

T ̸= ⊥
∣∣∣∣∣∣∣∣∣

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



· E


Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
T ̸= ⊥

∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νi+1)



+ ai+1 · Pr

T = ⊥

∣∣∣∣∣∣∣∣∣
rnd ← U

(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd)



· E


Ii+1(x,α,σ,ρ, rnd, νi+1)
conditioned on
T = ⊥

∣∣∣∣∣∣∣∣∣∣∣

νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

T ← TreeFinderi+1(x,

P̃sr
IP,α,σ,ρ, rnd; νi+1)


+ (ai+1 − 1) · (t+ 1)

= ai+1 · E

Ii+1(x,α,σ,ρ, rnd, νi+1)

∣∣∣∣∣∣∣
νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


+ (ai+1 − 1) · (t+ 1) ,

which concludes the proof.

We can prove the following theorem now that we have a recursive bound for Ii.
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Theorem 6.20. For every i ∈ {0, . . . , k− 1}, the following holds

E

Ii(x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


≤

 k∏
j=i+1

aj

+ (t+ 1) ·

 k∏
j=i+1

aj

− 1

 .

Proof. We prove this statement by induction on i going from k to 0. The base case follows from the fact
that TreeFinderk does zero invocation of the state restoration game. Indeed, its only job is to run the verifier
to obtain the success bit. Therefore, the number of invocations is smaller than one, which is the value of the
Theorem 6.20’s right-hand side when i = k.

For the inductive step, we have by Lemma 6.19 and then by the induction hypothesis

E

Ii(x,α,σ,ρ, rnd, νi)

∣∣∣∣∣∣∣
νi ← Ni

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


≤ ai+1 · E

 Ii+1(x,α,σ,ρ, rnd, νi+1)

∣∣∣∣∣∣∣
νi+1 ← Ni+1

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


+ (t+ 1) · (ai+1 − 1)

≤ ai+1

 k∏
j=i+2

aj

+ (t+ 1) ·

 k∏
j=i+2

aj

− 1

+ (t+ 1) · (ai+1 − 1)

=

 k∏
j=i+1

aj

+ (t+ 1) ·

 k∏
j=i+1

aj

− 1

 ,

which concludes the proof of this theorem.

Inserting Construction 6.2 in Definition 2.38 probability experiment, we have

E


I0(x,α,σ,ρ, ( ˙rndi)i∈[k], ν0)

∣∣∣∣∣∣∣∣∣∣∣∣∣∣

ν0 ← N0

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)

˙rnd1 ← U(r1)|trsr1
...
˙rndk ← U(rk)|trsrk


= Pr

I0(x,α,σ,ρ, rnd, ν0)

∣∣∣∣∣∣∣
ν0 ← N0

rnd ← U
(
(ri)i∈[k]

)
(x,α,σ,ρ)

trsr←−− Γsr(s, rnd, P̃sr
IP)


≤

 k∏
j=i+1

aj

+ (t+ 1) ·

 k∏
j=i+1

aj

− 1

 ,
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by Theorem 6.20. The first equality comes from their two experiments being indistinguishable since the
random oracles of the right-hand side are restricted to match the traces of the others. Finally, every time
the extractor executes the state restoration game with P̃sr

IP, it also runs some polynomial time computation.
Therefore, its total extraction time is k∏

j=1

aj

+ (t+ 1) ·

 k∏
j=1

aj

− 1

 · (τP̃sr
IP
+ poly(n)) .
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A Relation between strong and weak knowledge soundness

We prove Theorem 2.32 in this appendix.

Proof. Let IP = (PIP,VIP) be a public-coin interactive with strong knowledge soundness error κIP and
extraction time etIP. Let ESKS

IP be a strong knowledge soundness extractor for IP. We construct a weak
knowledge soundness extractor EKS

IP , which achieves the desired properties as follows:

EKS
IP (x, P̃IP):

1. Pick verifier randomness ρ←R.
2. Run P̃IP: α← P̃IP(x,ρ).
3. Return ESKS

IP (x,α,ρ, P̃IP).

Let
E(x,ρ, P̃IP) :=

{
b = 1

∣∣∣ b α,ρ←−− ⟨P̃IP(x),VIP(x;ρ)⟩IP
}

be the event that the VIP(x,ρ) accepts against P̃IP on the instance x and ϵ(x, P̃IP) be the fraction of ρ in
R such that ⟨P̃IP(x),VIP(x;ρ)⟩IP = 1. The weak knowledge soundness error EKS

IP is

Pr
[
(x,w) ∈ R

∣∣∣ w← EKS
IP (x, P̃IP)

]
= Pr

(x,w) ∈ R

∣∣∣∣∣∣
ρ ← R
α ← P̃IP(x,ρ)

w ← ESKS
IP (x,α,ρ, P̃SP)


= 1− Pr

(x,w) /∈ R

∣∣∣∣∣∣
ρ ← R
α ← P̃IP(x,ρ)

w ← ESKS
IP (x,α,ρ, P̃SP)



= 1− Pr

 (x,w) /∈ R
∧ b = 1

∣∣∣∣∣∣∣∣
ρ ← R
α ← P̃IP(x,ρ)
b ← VIP(x,α,ρ)

w ← ESKS
IP (x,α,ρ, P̃SP)


︸ ︷︷ ︸

≤κIP

− Pr

 (x,w) /∈ R
∧ b = 0

∣∣∣∣∣∣∣∣
ρ ← R
α ← P̃IP(x,ρ)
b ← VIP(x,α,ρ)

w ← ESKS
IP (x,α,ρ, P̃SP)


︸ ︷︷ ︸

≤Pr[¬E(x,ρ,P̃IP)]=1−ϵ(x,P̃IP)

≥ 1− κIP − (1− ϵ(x, P̃IP))

≥ ϵ(x, P̃IP)− κIP

as desired. The additional running of EKS
SP compared to ESKS

IP is Θ(k) for sampling the challenges and
Θ(τP̃IP

) for collecting the responses. Therefore, the slight increase in time complexity leads to

et′IP(x, P̃IP) = Θ(k+ τP̃IP
) + etIP(x, P̃IP) .
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