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Abstract

In the realm of cryptographic protocols, ensuring the integrity and security of proofs is paramount.
Proof systems enable a verifier to check the validity of a statement provided by a prover, ensuring cor-
rectness with high probability. [nferactive proofs (IPs] are a specific type of proof system that involves a
multi-round exchange between a prover and a verifier.

The security of [PS against malicious provers is captured through the concept of soundness. There are
multiple strengthenings of soundness such as special soundness, which ensures that multiple accepting
transcripts with distinct challenges can be used to extract a witness, and knowledge soundness, which
asserts that any convincing prover actually knows a witness for the statement. In particular, we focus on
a stronger version of knowledge soundness called strong knowledge soundness. Another strengthening
of knowledge soundness is state restoration knowledge soundness. State restoration knowledge sound-
ness ensures the Fiat—Shamir protocol transformation is knowledge sound. We define state restoration
knowledge soundness in the fandom oracle model (ROM], which is extensively used in cryptography.

Special soundness is usually easier to prove than strong knowledge soundness and state restoration
knowledge soundness. This work demonstrates that special soundness implies both strong knowledge
soundness and state restoration knowledge soundness, making it a helpful security notion.

Keywords: cryptographic protocols, special soundness, state restoration, sigma protocols, interactive proofs, knowl-
edge soundness, random oracle model
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1 Introduction

In cryptographic protocols, maintaining the integrity and security of proofs is crucial. [PS and their non-
interactive counterparts (in the ROM) hon-interactive random oracle proofs (NIROPs] play a crucial role in
this context, providing the foundation for secure communication and computation in numerous applications.
One of the critical challenges in this field is to ensure that these proofs are sound, meaning that they cannot
be convincingly generated without possessing a valid witness for the statement being proven. This thesis
delves into the intricate relationship between special soundness, knowledge soundness, and state-restoration
knowledge soundness, presenting significant current research advancements and generalizing these results.

1.1 Motivation

Special soundness is a well-established property of figma protocols (SPs] and their generalization to mul-
tiple rounds, public coin [PS. It ensures that an efficient extractor can leverage the knowledge of multiple
accepting transcripts to extract a witness. This property has been instrumental in constructing secure pro-
tocols; however, its implications for more complex and practical scenarios have not been fully explored.
Specifically, the challenge arises when considering state-restoration attacks, where a malicious prover can
reset and replay parts of the protocol to gain an unfair advantage. Such attacks, however, have a concrete
interpretation; they give the adversary the same advantage he would have when attacking the Fiat—Shamir
transformation of the protocol.

Another crucial security property of public coin [PS and their Fiat—Shamir transformations is knowledge
soundness. Briefly, this property ensures that one cannot prove a statement without knowing a witness for
this statement. We introduce later a stronger notion of knowledge soundness called strong knowledge sound-
ness. In short, strong knowledge soundness captures in its definition the transcript of an actual execution.
This strengthening brings us closer to an adaptive security property, where adaptive means that the mali-
cious provers are allowed to choose the problem statement before attacking. In this work, we refer to strong
knowledge soundness simply as knowledge soundness, while we refer to standard knowledge soundness
as weak knowledge soundness. Finally, we consider another strengthening of knowledge soundness known
as state restoration knowledge soundness, which protects against state restoration attacks. Moreover, this
property protects against adaptive provers.

Weak knowledge soundness, strong knowledge soundness, and state restoration knowledge soundness
are more challenging to demonstrate than special soundness. All of these security properties rely on the
existence of an efficient extractor. Still, the special sound extractor is deterministic and leverages the combi-
natorial properties of the [PS to extract a witness. In contrast, the knowledge extractors are probabilistic and
must consider all possible malicious provers.

The primary objective of this work is to investigate whether special soundness can imply state restoration
knowledge soundness for SPS and, more generally, public coin [PS. Achieving this would enhance the
security guarantees of these proof systems, particularly when transformed into non-interactive proofs using
the Fiat—-Shamir transformation. A weaker result has been demonstrated in [AEK?22]. In this work, the
authors prove that the Fiat—Shamir transformation of a special sound IH is knowledge sound; however, they
prove this result without relying on the intermediate notion of state restoration knowledge soundness, which
is the focus of our work.

To gain some intuition about this question, we begin, as a warmup, by asking ourselves if special sound
[PS are also knowledge sound. A similar result, yet weaker, is shown in [[ACKZT]. This paper demonstrates
that a special sound [P is weak knowledge sound. We exhibit the main results of this thesis in the section
below.




Recently, a book on succint non-interactive arguments has been published by Chiesa and Yogev. The
results presented in this Master’s thesis also appear in this book [CY24].

1.2 Results
Let x denote any problem instance. Our warmup question leads to the following statement.

Theorem 1.1 (Informal). Let IP = (P\p, Vip) be a public-coin interactive proof for a relation R with

round complexity k, (a1, ..., ax)-special soundness and randomness complexity (r1,...,r¢). Then IP has
knowledge soundness error
k
a; — 1
/<5||:>(X) =1- H(l B 22rz‘ >
i=1

We now turn to the state restoration setup. Since the latter is defined over the ROM, we must consider
malicious provers with access to random oracles. Thus, let £ denote an upper bound on the number of queries
the malicious prover does to these random oracles.

Theorem 1.2 (Informal). Let IP = (P\p, Vip) be a public-coin interactive proof for a relation R with
(ai,...,ax)-special soundness and verifier randomness complexity (r1,...,r¢). It follows that |P has
rewinding state restoration knowledge soundness error

Ap(x, 1) < (t+1){ 1 _ﬁ<1 T 1>)

=1

The result above strengthens the security guarantees of the Fiat—Shamir transformation in the ROM. This
thesis presents the building blocks necessary to prove these two theorems.

1.3 Thesis overview

First, Sections T to 2”4 address the required theoretical background and notations needed to understand this
work. Then, we explore the concept of knowledge soundness and special soundness and their implications
in cryptographic protocols, focusing on SEPS and, more generally, [PS in Sections 23 and 6.

We familiarize ourselves with the concept of state restoration in Section IZ1. The introduction of the
state restoration game provides a robust framework for analyzing the security of protocols against state
restoration attacks. This game simulates scenarios where a malicious prover may try to reset its state to gain
an advantage. Finally, we explain how state restoration knowledge soundness relates to the security of [PS’
non-interactive Fiat—Shamir transformations over the ROM.

Then, we show that special soundness implies knowledge soundness. This proof provides a more
straightforward way to show that an [P is knowledge sound without the necessity to consider adversarial
strategies. We first prove this statement for 8P4 in Section B and then move to public coin [PS in Section @.
This step-by-step approach will be a common pattern in this thesis; indeed, one can have difficulty grasping
the proofs of the latter sections without the intuition of the more straightforward ones.

Finally, we demonstrate that special soundness not only implies knowledge soundness, but also state
restoration knowledge soundness, which, in turn, signifies that the non-interactive Fiat—Shamir transfor-
mation is knowledge sound. The proof is first done for EPd in Section B and then for public coin [PS in
Section B.

In summary, the key points we bring in this thesis are:



» Strong knowledge soundness from special soundness. We show that special soundness is sufficient to
guarantee strong knowledge soundness for SPS. This involves constructing an efficient extractor and
analyzing its performance and error rates, ensuring that it can reliably extract witnesses in polynomial
time.

» Extension to interactive proofs. We extend this result from 8PS to public coin [PS, demonstrating that
the same principles apply. We achieve this by adapting the extraction techniques and ensuring they were
compatible with the more complex structure of [PS.

» Implication for non-interactive proofs. By proving that special soundness implies state restoration knowl-
edge soundness, we establish that the a special sound interactive proof is also secure against state-restoration
attacks. This implies that its Fiat—Shamir transformation is also knowledge sound.

* Natural extension to interactive oracle proofs. Our work generalizes naturally to [nferactive oracle prooiy
[IOPs). Although not proved formally, every extractor constructed in this thesis has a straightforward
generalization that allows it to work on [OPY instead of [PS.

This work underscores the importance of soundness properties in cryptographic protocols and provides
tools for further research into secure-proof systems.

1.4 Future work

There are many examples of [PS where the notion of special soundness leads to insufficient knowledge
soundness error, motivating research toward more fine-grained relaxation of special soundness for these
cases. Attema, Fehr, and Resch have proposed in [AFR?3] the notion of I'-special soundness. In short, if I
is a monotone subset of the power set of all possible challenges, then I'-special soundness asserts that there
exists an efficient extractor such that given any fork (a1, ((p1,02,1), .-, (Pa, @2,4)), Where {p1,...,p.} €
T, can retrieve a witness. It would be interesting to see if I'-special soundness also implies state restoration
knowledge soundness. If this turns out to be true, it would automatically extend their result to the non-
interactive transformation of [PS.



2 Preliminaries

This section introduces the necessary theoretical background to understand the proofs and concepts pre-
sented in this thesis. We use the symbols N and N* to denote the natural numbers, including zero, and the
natural numbers, excluding zero. For any ¢ € N*, we denote by Z, the ring of integer modulo g. Remark that
this group forms a field when ¢ is a prime number. Moreover, we write poly(x) to refer to some unspecified
function in z, which is upper bounded by some monomial in x.

2.1 Languages and relations

A formal language, which we refer to language in this thesis, is a set of words composed of symbols
that lie in an alphabet. The latter is a set of symbols, such as the digits or the alphanumeric characters.
Throughout this work, we will focus our attention on the binary alphabet, which is, as its name suggests,
the set {0, 1}. Therefore, we restrict all subsequent definitions to the binary alphabet. This restriction is
not limiting because we can encode any formal language over an alphabet of cardinality b > 2 (the case
b = 2 is trivial) into a binary alphabet where every word of length n in the larger alphabet has a binary
representation of length log,(b) - n, which is linear in n. Consequently, studying languages over the binary
alphabet encompasses all possible formal languages, maintaining generality while simplifying analysis.

Notation 1. For every n € N, we denote by {0, 1}" the set of binary strings of length n. Moreover,
n .
{0,135 = J{o.1"
i=0

is the set of all binary strings of length smaller or equal to n. Finally, we capture by

{Oa 1}* = U{O’ 1}i )

iEN
where we define {0,1}° to be the empty string, all finite strings.
We use the previous notation to define the concept of language formally.

Definition 2.1. A language L is any subset of {0,1}*. We say that an instance x € {0,1}* is in the
language L if and only if x € L.

Languages capture the notion of decision problems, which are problems with “yes” or “no” answers.
For example, one might study the language of numbers that are not prime

Lprimes = {n € N* | n is not prime} .
Another crucial concept is the notion relations.

Definition 2.2. A relation R is any subset of {0, 1}* x {0, 1}*. The set R consists of instance-witness pairs,
usually denoted by (x, w).

Any relation implicitly defines the following language.

Definition 2.3. Given a relation R, we define its corresponding language as

L(R) ={x|3w. (x,w)€ R} .

4



Relations capture another type of problem, the search problems. These problems possess pairs of
instance-witness that we can interpret as a problem instance and its solution. For example, we could ex-
tend the decision problem Eprimes to the search problem Rprimes where the witnesses are the prime decom-
positions of the composite numbers. We give below another concrete search problem called the discrete
logarithm problem. This problem will follow us throughout this thesis as a running example.

Example 1. Given any group G of prime order ¢, written multiplicatively, and g a generator of the latter,
the discrete logarithm problem over the group generated by ¢ is defined as

Rdlog(g) = {(hw%') € Zq x G | gm = h’} .
For clarity, we should always assume that G is the group generated by g and q its order.

Informally, given any element & € G, this problem asks to retrieve the unique integer x € Z, such
that the equation g* = h is verified. For some groups, this problem is known to be hard, meaning that one
cannot design a probabilistic adversary solving this problem that runs rapidly enough on average. Hence, it
is a suitable candidate for cryptographic primitives. For examples of cryptographic systems leveraging this
computational problem, the reader might take a look at the ElGamal public key cryptosystem [EGRS] and
the Diffie—Hellman key exchange [[DHTE].

2.2 Algorithms and random oracles

We classify algorithms into two categories: those that use random coins and those that only depend on
their input. The first category is called probabilistic algorithms while the other deterministic algorithms.
Throughout this thesis, we will sometimes refer to probabilistic algorithms simply as algorithms.

Definition 2.4. Let A be any probabilistic algorithm that uses r coin tosses and takes as input an x. We
denote by ( € Z the algorithm’s randomness, where Z = {0,1}" is called its random space and r its
randomness complexity.

Note that we can view a deterministic algorithm as a probabilistic algorithm with randomness complexity
zero; hence, the latter is a generalization of the former. We use the following notation to indicate that we
run the algorithm A with its randomness fixed to ¢ € Z.

Notation 2. We symbolize by
y < Az ()

where y is the value returned, an instantiation of the probabilistic algorithm A on randomness ( and input
T.

Note that to differentiate parameters from randomness, we use the semicolon symbol. On the other hand,
we use the following notation to sample the randomness at random and then run the probabilistic algorithm.

Notation 3. We denote by
y < Alz)

where y is the value returned, an instantiation of the probabilistic algorithm A on randomness sampled
uniformly with the random space of A. Moreover, we will also use this notation when instantiating a
deterministic algorithm.

Finally, we give the arrow notation one more meaning.



Notation 4. For any finite set S, we denote by
xS

the action of sampling uniformly an element x within S.

When describing the pseudocode of an algorithm, we will use the symbol “:=" to indicate a deterministic
assignment. However, we make an exception for deterministic algorithms, where we keep the arrow notation.
This exception simplifies notations, especially when introducing traces.

Another essential aspect of algorithms, whether deterministic or probabilistic, is their running time. The
running time is a crucial metric in complexity theory, as it determines how efficiently an algorithm can
solve a problem relative to the input size. Analyzing the running time helps understand the algorithm’s
performance and scalability, which is vital for comparing different algorithms and choosing the most appro-
priate one for practical applications. Below, we define a notation to capture the running time of one specific
execution.

Definition 2.5. Let A be any probabilistic algorithm. Given its randomness  and an input z, its running
time, denoted by 74 (x; (), computes the number of elementary operations performed by

A(w; )
Moreover, we write T () if the algorithm is deterministic.

This definition is too fine-grained for our purpose; for example, complexity theory usually deals with
worst-case time complexity, aggregating all running time for inputs of a fixed length by taking only the
longest one.

Definition 2.6. Let A be any deterministic algorithm. Its worst-case running time is a function of the input
length n € N* defined as
L)

Hash functions are cryptographic tools that allow the construction of various cryptographic primitives. A
helpful tool to analyze such primitives is the ROM. In this model, we replace the hash functions with random
oracles. Random oracles are idealized hash functions that map any bitstrings to strings of fixed length,
distributed uniformly at random, in constant time. This model allows for detaching the implementation
details of the hash function from the cryptographic primitive itself and, thus, makes the analysis much more
manageable. Compiling protocols defined in the KOM into concrete cryptographic protocols is a challenging
problem and constitutes its own field of research. Nonetheless, this thesis focuses exclusively on the ROM.

Definition 2.7. A random oracle rnd with output size r is a function that takes any binary string of finite
length as input, picks a string of length r uniformly at random, and outputs it. Moreover, rnd keeps a map
from inputs to outputs, so if it is called twice with the same input, it will reply with the same output. Finally,
we assume that this function runs instantly.

Since they execute instantaneously, we view random oracles as functions instead of algorithms. There-
fore, we will use the notation
y = rnd(x)

when calling random oracles in pseudocodes.
The following is a helpful notation when dealing with probability experiments, which we formally define
later in Section 3.



Definition 2.8. For every v = (ry,...,r) € (N*)X, let U(r) be the uniform distribution over all ordered
tuple (rndy, ..., rdy) of random oracles such that rnd; maps finite bitstrings to a bitstrings of length 2"
Especially, if k = 1 we use the notation U(r) instead of U((r)) for convenience.

Random oracles are only helpful if algorithms can use them. So, we are interested in combining algo-
rithms with the idea of random oracles.

Definition 2.9. An algorithm A is a random-oracle algorithm if, in addition to its input x, it takes a random
oracle rnd as an additional parameter. The algorithm A can query rnd as much as it would like. The process
of running A on input x by giving it oracle access to rnd is denoted by

Y Amd (x) .

We will not only use these random oracles but also simulate them to run algorithms that can run other
random-oracle algorithms by presenting a fake random oracle. Since storing a random oracle’s function
table requires infinite memory, we cannot hope to store the entire thing and must find a way around it. A
simple trick is constructing the random oracle in a lazy way. A lazy oracle only keeps track of what has been
already queried by the random-oracle algorithm. It picks at random for everything new, keeping its function
table as small as the number of queries. In this regard, we formally introduce the following notation.

Notation 5. 7o distinguish between a real random oracle and a lazy one, we use the dot notation. We write
rnd when talking about a random oracle, which we implement as a lazy random oracle instead of simply rnd
for a real random oracle.

Note that a lazy random oracle is a stateful algorithm, while a real random oracle is a function. We will
use random oracles in definition and lazy random oracles in algorithmic constructions.

2.3 Probabilities and experiments

Throughout this thesis, we will extensively use the concept of an experiment. An experiment is a sequence
of instructions where an instruction can either run an algorithm or sample a value within a set. We use ex-
periments when stating probabilities, expectations, and random variables; they are beneficial when defining
the security properties of cryptographic schemes, as they make them more concise and easier to read.

Definition 2.10. An experiment is a sequence of instructions that we write vertically. We divide this sequence
into two phases. The first is a sampling phase where we sample elements within finite sets. Typically, this
would be sampling within random spaces of algorithms. The second phase is an algorithmic phase. In
this phase, we run probabilistic algorithms and retrieve their outputs. These algorithms can take their
inputs from external parameters, the values sampled during the first phase or the value returned by other
algorithms. We can either fix their randomness or, as we will often do, use the values of the first phase as
their randomness.

Interestingly, we can use the results of these experiments to construct random variables through func-
tions. Since the concept of an experiment is very generic, we will focus on a single example to introduce
the subsequent notations.



Notation 6. Let A1,..., A, be some probabilistic algorithms and Z1, ..., 2, their respective random
spaces. Let f be any function depending on the outputs of these algorithms. We denote by

G <« 2

Z,
Ai(x15¢r) ’

Cn

f(y17"'7yn) Y1

<
—

\ Yn < An(ﬂfn;Cn)

where 11, ...,y are the inputs of these algorithms, the random variable f(A1(x1;1), ..., An(Tn;Cn))
with sample space Z1 X - -+ X Z,. Moreover, if f has an expected value, we denote it by

G « 2

Z,
Ai(x13¢1)

Cn

E|fyr. . um
fln Yn) "

(_
<_

Yn < An(IEan)_

The advantage of experiments is that they make all randomness of algorithms explicit. Experiments will
be beneficial when defining algorithms that take the randomness of other algorithms as input.

We also use the vertical bar notation for the set-builder notation. However, it will be evident from the
context whether we are describing about random variables with experiments or building set. Moreover,
since we use the vertical bar notation to define experiments, we may what notation do we use to condition a
random variable on an event E? We describe the way we remedy this issue in the following notation.

Notation 7. Let E be any event over the sample space Z1 X --- X Z, that may depend on some external
parameters. We denote by

( Cl — Zl )
f(ylv. o 7yn) Cn — Z,
conditioned on
P yi Az Q)
the random variable f(Ai(x1;C1),. .., An(zn;(n)) conditioned on the event E. Naturally, we extend this

notation to expectations and probabilities. Moreover, we will also use the experiment notation to designate
the probability of the event E. Finally, we should write everything in one line if we can.

For convenience, we only explicitly write the randomness of an algorithm, including how the experiment
chooses it, when it appears elsewhere than in the algorithm’s call.

As discussed in Section I, the notion of running time defined in Definition I3 is too fine-grained for
our needs. Regarding probabilistic algorithms, we only need to know the expected running time. As its name
suggests, this is the expected running time of the algorithm taken over all possible inputs and randomness.
Suppose that the algorithm takes bit strings of length n as inputs, then we capture the notion of expected
running time with the following.



Definition 2.11. Let A be any probabilistic algorithm with random space Z that takes bit strings of length

n as input, then

TA(n) ::IE[rA(x;C)‘ Z i: E?,l}"

denotes the expected running time of A.

The reason we do not define the running time of a probabilistic algorithm in the same way as a deter-
ministic algorithm, i.e. by taking the longest running time over all fixed-length instances and all prover
randomness (see Definition '), is that this makes little sense for real-world applications. In reality, we
are not interested in worst-case scenarios, which may be avoidable edge cases or happen with negligible
probability, but in the average behavior of our protocol.

A crucial class of algorithms, for both probabilistic and deterministic algorithms, are the ones that are
efficient.

Definition 2.12. We say that a deterministic algorithm A is efficient if its worst-case running time, which is
a function of the input length n, is upper bounded by a polynomial in n. Similarly, a probabilistic algorithm
A is considered efficient if its expected running time, also a function of the input length n, is upper bounded
by a polynomial in n.

These definitions of efficiency are typically too optimistic since a probabilistic algorithm with expected
running time 72924 would be impractical. Nevertheless, efficient algorithms still form a fundamental class
in complexity theory. One of the reasons is that polynomials are closed under composability, which in the
algorithmic world translates into “composing several efficient algorithms yields an efficient algorithm”.

We can now define the complexity class NP. This is a set of language that captures handeferminisfid
polynomial fime (NP) problems, which we define as follows.

Definition 2.13. A language L is in NP if and only if for alln € N* and x € {0, 1}", there exists an efficient
deterministic algorithm A such that

x€ L& (aw € {0,1}SPVM) . A(x, w) = 1) ,
From such a language, we can explicitly construct a relation; the relation

Ri=|J{(xw) e {0,1}" x {0,1}=PY") | A(x,w) = 1}
1€N*
is know as a INB relation.

The class NP captures problems with small solutions that can be verified efficiently by an algorithm. On
the other hand, the class of NH relation captures the problems and their small solution. For example, the
decision problem Epr;mes is in NP since we could compute the product of the factors and check it is equal to
the instance. Its NP relation is Rpr;mes. Moreover, the relation Rd|og(g) is a NB relation, where the solutions
are the discrete logarithms.

Finally, we introduce the following probability distribution.

Definition 2.14. Consider the following probabilistic experiment. We sample balls, without replacement,
from a set of size N consisting of K success balls and N — K failure balls until we have found r < K
successes. The negative hypergeometric distribution reflects the number of draws during this experiment,
and its mean, denoted uN i r, is given by

TN+1
K+1°

UN Kr =

9



2.4 Interactive proofs

We start with the definition of SPS and then define the more general [PS.

Definition 2.15. A KP for a relation R with randomness complexity r is a pair of probabilistic algorithms
SP = (Vsp, Psp) such that, given access to an instance x, the prover tries to convince the verifier that
there exists a witness for x. It is performed through an interactive protocol that works as follows.

* Both parties receive an instance x, and the prover is given an additional input: a witness w;

o The prover sends a message to the verifier, computed as o <+ Psp(x, w);

* The verifier responds with a random message p, computed as p < {0,1}';

o The prover responds to this challenge with the message aw, computed as oy <+ Psp(x, w, a1, p, a2);

* Finally, the verifier decides deterministically if the prover knows a witness for x or not by returning a bit
b, which is set to one if it is convinced.

The verifier message is also called a challenge. We also consider malicious prover Psp, which acts differ-
ently as Psp but still follows the protocol structure. The following notation captures the complete execution
of the protocol when the prover is Psp.

p Lere2)r) (Psp(x), Vsp(x))sp -

The tuple ((a1, ), p) is called the transcript of the execution. Moreover, we say that the transcript is an
accepting transcript for x if the verifier is convinced, or in other words, if b = 1, where b is called the
decision bit. Finally, for i € [2], we define pv; as the length of all possible i-th messages the prover can
send.

Note that all verifier’s randomness is used to pick the challenge p. This a particular case of a public-coin
interactive proof, introduced later.
By allowing the prover and verifier to send more messages, we obtain the more generic concept of [[PS.

Definition 2.16. An IB for a relation R with round complexity k is a pair of probabilistic algorithms
IP = (Vip, Psp) such that, given access to an instance x, the prover tries to convince the verifier that there
exists a witness for x. The protocol works iteratively, as follows. For 1 going from 1 to k:

* The prover sends «; to the verifier, computed as o < Pip(x, w, (a1, ..., ai-1), (p1,. -, pi-1));
o The verifier sends p; to the verifier computed as p; < Vip(x, (a1,...,;), (p1,- -, pi—1))-
Finally, the prover sends a last message o1 < Pip(x, w, (a1, ..., k), (p1, ..., pk)) and then the verifier

returns a bit b which it sets to one if it is convinced. The tuple of messages

((051, s 7ak+l)7 (Ph s Pk)) )

also denoted (o, p), sent during an execution of this protocol is called the transcript of this execution. We
symbolize by

(oup) |55
b—— (Pip(x3§), Vip(x; p))ip
a complete execution of the protocol, where (a, p) is the transcript of the execution. Moreover, we say that
the transcript is an accepting transcript for x if the verifier is convinced by the malicious prover P\p, or in

other words, if b = 1, where b is called the decision bit. For every i € [k + 1], we define pv; as the lengths
of all possible i-th prover’s messages.

10



KPS and, more generally, [PS are abstract machines where both parties, the verifier and the prover, interact
to show that a given instance x belongs to L(R). In this model of computation, the prover has unlimited
power while the verifier is efficient. If IP = (V|p, Pjp) is an [B, we say, respectively, that V|p and Pp
are the honest verifier and honest prover. The word honest emphasizes that these parties rightly follow the
protocol. On the other hand, we say that a prover is malicious if it does not follow the protocol IP. Such
provers could act dishonestly to convince the verifier that x belongs to the language while it does not, which
would break soundness, or try to convince that it knows a witness for x while it does not, which would break
knowledge soundness. Soundness is defined below while we discuss knowledge soundness in Section [Zf.
We often ask I[PH to possess soundness and an additional property known as completeness. We define these
two properties as follows.

1. Completeness. If x € L(R), then the honest prover always convinces the honest verifier that x € L(R).

2. Soundness. If x ¢ L(R), then any malicious prover cannot convince the honest verifier, except with
low probability, that x € L(R).

These properties are necessary when designing cryptographic protocols; thus, they are usually required
within the [P’s definition. This thesis focuses on special soundness, which is stronger than standard sound-
ness.

The notions of completeness, knowledge soundness, and special soundness are of interest in other com-
putation models such as probabilistically checkable proofs (PCPs) and IJPS. The former are non-interactive
models where the verifier is probabilistic and only looks at a bounded number of bits of the prover’s mes-
sage. The latter are cryptographic protocols that combine IPS and PCPd. More precisely, these protocols
are interactive, like [PS, but instead of looking at every prover’s message, the verifier only looks at parts
of these messages, similarly to PCPY. For conciseness, we restrict our attention to I[PS in this thesis. Our
work extends nicely to [OP since we can naturally transform our extractors, defined over the world [PS, into
extractors for [AOPS.

Returning to our concrete example of the discrete logarithm problem over the group generated by g, for
any generator g of prime order g, we introducethe so-called Schnorr’s protocol [Sch9U], which is a §H for
Riog(g). The Schnorr protocol SPschnorr = (Vsp, Psp) is defined as follows.

* The prover, given the instance h and the witness =, first picks r <- Z, randomly and sends oy = g" to the
verifier;

* The verifier picks p € Z, and sends it to the prover;
* The prover computes and sends as = r + p - x to the verifier;
* The verifier checks that g*2> = oy - h”.

This protocol is complete since if the prover is honest, i.e. aa = r + p - x as expected by the protocol, then
ga2 :g’r‘-i-p.x :g’r” ChP = aq - e .

We do not prove that this protocol is sound; we will focus on the stronger notion of special soundness in
Section 3.

The attentive reader might ask why, instead of the Schnorr protocol, we are not designing a simpler
protocol where the prover only sends the value of the discrete logarithm. Indeed, such a protocol would

11



be complete and sound (assuming the discrete logarithm problem is hard in the group G). Such protocols
would work for any NA relations. One property we have omitted so far is zero-knowledge. In short, this
security property ensures that the witness, in our case, the discrete logarithm, is not revealed to the verifier
(or to anyone listening to their conversation). Our naive protocol is not zero-knowledge, but on the contrary,
the Schnorr protocol is zero-knowledge. Even though zero-knowledge is a marvelous topic, we will not
discuss it in this thesis.

On the contrary to KB, the [B verifier’s messages are not necessarily strings picked uniformly at random,
and the verifier can use randomness. However, in this thesis, we only focus on [B such that the verifier
only sends random bit strings and is deterministic otherwise. These interactive proofs are called public-coin
interactive proofs. From this point, we assume that all our [PS are public coin.

Definition 2.17. An interactive proof IP = (Vp, P|p) for a relation R with round complexity k is said
to be public-coin if the i-th message of Vp is computed by the latter as p; < {0,1}", that is, it is picked
uniformly at random within strings of fixed length r;. Moreover, we require that the verifier never flips coins
except to pick its messages. The tuple (r1, . .., ry) is called the randomness complexity of IP.

Fig. M depicts an execution of an [B. The protocol proceeds from top to bottom. Each message is
computed by both parties using the previous messages. If the protocol is public-coin with randomness

complexity (r1,. .., r), then the verifier’s messages are computed as shown after the double slashes in red.
| Pip(x; &) i l a1 | Vie(xip = (p1,---,0x)) |
| ar < Pip(x;6) | ”: |
| 1 P1 1 . |
| \ L p1 (*V|p(x (al),ﬂ;p) I p1 < {(),1} E !
| . 1 a9 1 3
L o Pip(x, (a1), (p1);6) A |
| | P2 ! o
! i '+ p2 < Vip(ss, (1, a2), (p1); p) 1 p2 < {0,117
| o + Pip(x, (ar,. .., ak1), : Ok i |
| (P pr=1);6) ! | 3
3 : Pk : Pk+1 FV|P(X, (ala"'vak)a :
; 3 (1 1) ©) 1 e {0, 1) ;
| w1+ Pip(x, (0,0, ! Yhkt1 | 3
! (p17apk)7£) : : :

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 1: Execution of (Pp(x; ), Vsp(x; p))ip. If the interactive proof is public coin, the verifier’s challenges
are computed as marked after the two slashes in red.

Later in this thesis, we will construct transcripts message by message. We define a notion that will be
useful for this task.

Definition 2.18. Given any transcript ((a, ..., k1), (P15 -, pk)), any tuple ((a1, ..., ), (p1,-..,pi)),
fori € K] is called a partial transcript.

One may ask how to capture that the two parties of an [B can have an intermediate internal state between
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the messages they send. Indeed, the notation introduced in Definition 716 lacks flexibility in this regard.
Thankfully, our current notation is sufficient for our specific needs for three reasons:

1. We will never need to execute a verifier step by step; hence, we only need to capture the internal state of
provers;

2. If the internal state of the prover before sending the message ¢ only depends on the partial transcript
((a1y...,i-1),(p1,--.,pi—1)) and the instance x, then P\p(x, w, (v, ..., @i—1), (p1,...,pi—1)) can
retrieve its previous internal state; and

3. We only consider public-coin [B, and therefore, if the prover’s internal state depends on some coin tossing,
the result of the latter must be available in the partial transcript and, thus, to the malicious prover by the
previous point.

These three reasons also apply to malicious provers.

Public-coin [[P9 can be compilable to a non-interactive proof through the so-called Fiat—Shamir transfor-
mation [ES8A)]. It transforms the non-practical interactive proof into a single message proof. This transforma-
tion requires random oracles; hence, the resulting non-interactive proof is a NIROH. NIROPY are protocols
consisting of only one message; the message sent by the prover. Moreover, both the verifier and the prover
may use random oracles. The Fiat—Shamir transformation makes public-coin protocols an essential subclass
of interactive proofs.

At a higher level, the Fiat—Shamir transformation compiles abstract model of computations into concrete
protocols in the ROM. In these regards, variants of this transform, such as the Ben-SassonChiesaSpoonei
[BCY] [BCSIA] and Micali [MicOd] transformations, have been developed by researchers to respectively
compile and [APY into concrete, non-interactive, cryptographic protocols in the ROM, or NTROP for
short. As we will see later, most of the definitions exposed in this thesis extend naturally to these two models
and their transformations.

We will not use the Fiat—Shamir transformation in this thesis; our main point is to introduce state restora-
tion, which will serve as a proxy to prove the security of the Fiat—Shamir transformation by removing any
need to work in the world of NIROPY. Nevertheless, we still present this transformation for the sake of
explanation.

Definition 2.19. For every salt size s € N, the Fiat-Shamir transformation of a public-coin interac-
tive protocol IP = (Vip,Pp) with round complexity k for a relation R, denoted by FSI[IP], is tuple
NIROP = (Pnirop, VNirROP) Where Pyirop and Virop are probabilistic random-oracle algorithms.
NIROP is known as a non-interactive oracle proof. These algorithms are constructed as follows:

* Both algorithms are given oracle access to k random oracles dy, ..., rndy with respective output size
(PR ')

* Instead of querying V\p to get the i-th challenge, Pnirop first sample the salt o; € {0,1}° and then
compute p; = rnd;(x, (a1, ...,0;),(01,...,0:));

» The proofis = ((a1,...,ak), (01,...,0k));

* The verifier VNrop simulate the interaction between P\p and V \p by using the messages prover messages
in m and its random oracle rdy, . . ., rndy to produce challenges that are consistent with messages in .
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Remark 2.20. If the output size of rnd; is not larger than r;, which can happen when realizing the random
oracles into concrete hash functions, then we can call rnd; multiple times to have enough random bit to pick

Pi-

Our definition of the Fiat—Shamir transformation includes salt strings, which might differ from what
one might find in literature. Salt strings are a well-known cryptographic tool that protects cryptographic
primitives against pre-computation attacks such as rainbow tables. We illustrate in Fig. [ the Fiat—Shamir
transformation with salt strings, highlighting the main differences with the original [B with colors.

Pliikop (3:6) .
aq P|p(x;§)

p1 = rd;(x, (a1),0; p)

Qg <— f)IP(Xv (a1,...,001),
(P15 Pk-1);€

px = mdy(x, (g, ..., ax),

Qg1 < P|p(X, (al, A ,Oék)7
(P15 p);€)

= ((a an). (0 7)) T ' pi = md; (x5, (o, ou), (P15 -5 Pee1)56)
’ Lo GRS AT 0 Ok | for all 7 € [k + 1] and check that

Figure 2: NIROP resulting from the Fiat—Shamir transformation of IP = (Pp, Vp). The uses of random oracles
are highlighted in red, the check for the consistency of the verifier’s messages is in blue, and the acceptance check
is in green.

Let IP = (Vip,Pip) be any public coin interactive proof for a relation R with round complexity k.
Throughout these notes, we mostly focus on deterministic malicious prover. Note that if Pp is a determin-
istic malicious prover for IP, its first ¢ messages depend only on x and the first ¢ verifier’s messages. This
observation motivates the following notation.

Notation 8. For every i € [k + 1|, deterministic malicious prover Pp, problem instance x and i first
verifier’s messages (p1, . .., pi), we denote by

(a1s. .. ) < Pip(x, (p1s-- -, pic1))
the 1 first prover’s messages.

In the case of deterministic malicious prover, fixing the k verifier’s messages p1, . . ., pk, does not only
fix all prover’s messages but also the protocol’s instantiation’s decision bit.
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Definition 2.21. Let IP = (Vip, Psp) be an IR for a relation 1 with round complexity k is a pair of
algorithms and P\p any deterministic malicious prover for |P. Given any verifier’s messages (p1, - .., pk),
we say that it is accepting for x if

1+ (Pip(x), Vip (x5 (p1,- -, pk)))ip -

In these notes, we use the concept of an extractor. The notion of knowledge soundness is formally
defined using this idea. Knowledge soundness captures that when the prover, or the malicious prover, con-
vinces the verifier that a specific instance is in the language, it should know a witness for the instance. We
will discuss this concept in detail later Section 6.

To sum up, the three types of algorithms we will use are:

1. Verifiers;
2. Honest and malicious provers; and

3. Extractors.
We use three distinct symbols to refer to the randomness of these algorithms.

Notation 9. We denote by &, p, and v the respective randomness of the prover or malicious prover, the
verifier, and the extractor. Moreover, we symbolize their respective random spaces by X, R, and N'. These
notations generalize naturally to the multi-round case. Especially if the protocol has 2k + 1 moves, the
verifier’s randomness has the form R = Ry x -+ X Ry, where for every i € [k], R; = {0,1}" is the
random space of the challenge p;. Moreover, we let N; = |R;| = 2" be the size of these sets. In the
multi-round case, to highlight that p € R is a tuple, we use p € R instead, where R = R1 X -+ X Rx.
Generally, we will denote tuples and Cartesian products of sets with bold symbols.

We can think of an interactive protocol as a probabilistic algorithm taking as a parameter an instance
and as randomness the combination of the prover’s and verifier’s randomness. Therefore, taking inspiration
from complexity theory, we can define the running time of a malicious prover as follows.

Definition 2.22. Let IP = (Pp, V\p) be an interactive proof. For every prover or malicious prover Pip, we
define its running time fo be

TPp = g}g};T<15IP(X§§)7VIP(X§P)>IP) ’

where T (B (35:6) Ve (35:0))1p) denotes the running time fo execute (f’|p(x; €), Vip(x; p))ip-

Note that the granularity of this time operator is the whole protocol’s execution, not a single round nor a
single message, so it coincides with our future definition of invocation.
2.5 Special soundness

In the SH case, special soundness characterizes the fact that given multiple accepting transcripts that start
with the same message but have different challenges, we can efficiently recover a witness for the instance.
A fork captures these transcripts’ structure.

Definition 2.23. Let SP = (Psp, Vsp) be a 8B and a € N an arity parameter. A tuple

F = (oa, ((pi7aé))ie[a]>

is a a-fork for an instance x if
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* «q is a prover first message;
o pi)ie[a} are pairwise distinct verifier challenges;
. (aé)ie[a] are prover responses; and
s Vsp(x, a1, p',ab) = 1foralli € [al.
Extending this definition to interactive proof with more rounds induces trees.

Definition 2.24. A (aq, ... ax)-tree of transcripts for an instance x is a tree with the following structure.
The nodes in the tree correspond to the prover messages and edges to the verifier’s challenges when the
protocol is executed on x. At depth i, each node has a; children connected through edges corresponding to
a; distinct verifier’s challenges. If k = 1, we simply write a-tree instead of (a)-tree. Moreover, we say a tree
of transcripts for x is an accepting tree if all transcripts, which are paths from the root to any leaves, are
accepting. We do not explicitly write the dependency on Vp and Ppp ().

A useful class of trees of transcript is the set of trees with a given prefix.

Definition 2.25. Given any public-coin interactive proof with round complexity k and randomness complex-
ity (ri,...,r), we call, for every i € [k, any tuple

(p1,- .-, pi) € 0,13 x -+ x {0, 1}"

a prefix. Moreover, we refer to any (1,...,1,a;41,...,ax)-tree of transcripts that start with the challenges
(p1,...,pi)asan (a;,...,ay)-tree of transcripts with prefix (p1,. .., p;).

We now define special soundness.

Definition 2.26. A public-coin interactive proof |IP = (Pp, V\p) with round complexity k for a relation R

has (a1, ..., ax)-special soundness if there exists a deterministic polynomial time algorithm ElspS (the extrac-
tor) such that for every x and (ay, . . ., ay)-tree T of accepting transcripts for x we have (x, ElspS (x,T7)) €
R.

In the particular case of a-special soundness for 8B, the tree given to the extractor is represented through
an a-fork. Moreover, we also say special soundness with arity a in that case.
We now prove that our running example, the Schnorr protocol SPschnorr, i 2-special sound.

Lemma 2.27. Let g be a generator of a group of prime order q. Then the Schnorr protocol SPschnorr for
Rgiog(g) is 2-special sound.

Proof. Pick arbitrarily any h € G, where G is the group generated by g. Let (a1, p, a2) and (o, p/, o)

be two accepting transcripts for A where p # p’. Their first message is identical, and their challenges are

distinct, making (o, ((p, a2), (0, &4))) a 2-fork for h. There exists a unique r € Z, such that a; = g" by
definition of a generator. Remark now that

ab — as _

2=t (=) (P ) =

pP=p

since p’ # p and where the inverse is taken in Z,. It follows from this equation that

a/2—a2

g = g (g<p'—p>)‘1 _
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where we take the inverse in G. Therefore, by the definition of a generator, we must have

/
/ -1 / Qg — 2
p—p) lag—ay)—=——==z
(=) (e — ) 22
The inverse of p’ — p exists since we are working on the group of prime order Z, and the difference is
not zero. Moreover, we can compute it efficiently with the extended Euclidean algorithm. Thus, we have

constructed an efficient extractor for SPschnorr- ]

Note that by definition of special soundness, this proof relies solely on the combinatorial property of
the protocol. According to the results of this thesis, Lemma 227 is enough to show that Schnorr’s protocol
is knowledge sound and state restoration knowledge sound. However, we are still interested in proving the
former to compare and discuss their proofs’ complexities.

The notion of special soundness might seem abstract and not practical. However, it has two essential
priorities, making it a vital property of an [B. Firstly, special soundness implies classical soundness. Sec-
ondly, special soundness implies knowledge soundness and state restoration knowledge soundness, which
are security properties we exhibit below. Finally, special soundness is usually simpler to demonstrate than
knowledge soundness and state restoration knowledge soundness.

We end this section with a word about post-quantum security. In general, protocols that are special
sound in the ROM are not special sound under its quantum version, the [guanfum random oracle model
[OROM) [BDELSZIT; N’Z27]. However, if an [B or a is special sound, then its respective Fiat—Shamir
and Micali transformation, which we prove to be special sound in the ROM, is also special sound in the
DROM. See [DEMSTY; CZ19] for the proof regarding the Fiat-Shamir transformation and [CMSTY] for the
Micali transformation. Hence, the results that we prove in this thesis also hold against quantum adversaries
in the DROM. The picture is more complicated regarding [OB. The implication holds, for its respective BCS
transformation, when the [B is round-by-round sound, which is stronger than special soundness. We do not
discuss round-by-round soundness in this thesis [CMSTY].

2.6 Knowledge soundness

Let IP = (Pp, Vip) be an interactive proof for R. Knowledge soundness is a property of an [ that asserts
that when a prover, or malicious prover, convinces the verifier that an instance x has a witness w in the
relation R, it knows a witness for x. Note the subtle difference with the notion of special soundness; special
soundness asserts that when the prover, given x, convinces the verifier then x is indeed in L(R).

Defining the notion of knowledge soundness is a tricky problem. Indeed, how can we formulate the
knowledge of an algorithm? Given what it has seen, we define the algorithm’s knowledge as everything it
can compute in polynomial time. In other words, what an algorithm does not know is anything it cannot
compute efficiently using the information provided to it. Therefore, to show that a prover, or a malicious
prover P|p, knows a witness, it is sufficient to construct an algorithm with a black box access to P|p that
can retrieve a witness for x. This algorithm is known as the extracor.

Definition 2.28. A public-coin interactive proof |IP = (Pp, V\p) with round complexity k for a relation R
has weak rewinding knowledge soundness error «,p with extraction time etp if there exists a polynomial
q: N — Nanda probabllzstzc algorithm E,P , called a knowledge extractor, with the following properties:
The extractor E , given an input x and rewinding oracle access to any prover P\p runs in expected time
etip(x, P|p) over its internal randomness and the prover’s randomness, and whenever

Pr [b —1 ‘ b <f>|p(x),v.p(x)>.P] = e(x) > mip(x) |
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we have
e(x) — rip(x)

q([x])

Rewinding oracle access allows the extractor to rewind the malicious prover Pp fo any previous state.

Pr [(X,W) €ER ‘ W E|Kps(x,]_3|p)] >

Remark that this definition depends on the probability that the malicious convinces the verifier on input
x. Indeed, if this probability is negligible for a given x and malicious prover, then we cannot hope for the
extractor to retrieve a witness with high probability. If you want to convince yourself, think about a dumb
prover always sending random messages. Note also that the probability expression €(x) does not specifically
consider each first prover message but instead samples over all possible prover’s randomness. We could be
interested in a more fine-grained variant where we expressly ask for the success probability of the extractor
to depend on what transcript we are currently attacking. Such an improvement would be a first step toward
adpative security, which considers malicious provers that choose the problem instance.

It may seem like this definition contradicts the notion of zero-knowledge since any malicious verifier
could run this extractor against the honest prover and retrieve a witness for x, therefore breaking the zero-
knowledge property. However, the extractor has an extra ability which is not available to the malicious
verifier. In the definition above, this additional power is that the extractor has rewinding access to the
malicious prover.

One may ask why we do not simply define weak knowledge soundness as a boolean property of an [B,
which holds if and only if the knowledge soundness error is negligible in the security parameter. The problem
with such a formulation is that it would be impossible to set the security parameter of the cryptographic
primitive to ensure that the winning probability is below a particular constant; hence, we must define the
knowledge error as a non-asymptotic function of the different parameters. Nevertheless, we still use the
informal statement “IP is weak knowledge sound” to designate that its weak knowledge error is “small”.
We will use this abuse of notation with all the security definitions we introduce throughout this thesis, but
all results are stated formally with the error function expressed explicitly.

So far, we have considered non-adaptive provers, meaning that the instance x is fixed and not chosen
by any party. However, real-life protocols are usually adaptive; provers adaptively select and send the
instance to the verifier. Our previous definition of knowledge soundness universally quantifies over every x,
which could not reflect the adaptive nature of such malicious provers. To extend this definition to adaptive
protocols, we need a more robust experiment that considers the messages the malicious prover sends. The
idea is to transform the probability experiment of Definition to take into account the transcript of the
execution of the protocol.

Definition 2.29. A public-coin interactive proof IP = (P\p, Vip) with round complexity k for a relation
R has strong rewinding knowledge soundness error, or simply knowledge soundness error, xjp with
extraction time etjp(x, 15|p) if there exists a probabilistic algorithm E|SPKS (the extractor) such that the
following holds: for every instance x and malicious prover Pp we have

W) R | e
br Axl;zl b L) <PIP(X§§)7VIP~(X)>IP < Kkip(x) .

w < EISIA(S(X7a7p7P|P(§))

Additionally, Eﬁ-_',‘s(x, o, p, Pip(€)) runs in expected time etyp(x, Pip) over &, p and v.

Remark 2.30. We can restrict ourselves to deterministic malicious provers in both weak and strong knowl-
edge soundness. Indeed, if Pp is probabilistic, we could use the law of total probability to condition over
its randomness.

18



If the public-coin interactive proof is a SB, the probability expression of the previous definition has the
form

13 — X
x,w) ¢ R P « R
Pr (Ab_)fé (a1:02).0) 3 < rsp(x)
= b (Psp(x;€), Vsp(x;p))sp
w — E2(3(x, a1, p, ag, Psp(€))

In this strengthening of knowledge soundness, the extra power given to the extractor is not rewinding
oracle access but that the randomness of the malicious prover is hard-coded in its code. Indeed, in real life,
the prover picks a fresh randomness every time the protocol runs. Hence, the verifier could not get consistent
messages from the malicious prover even if it fixes the problem instance x and its randomness p. On the
other hand, if the randomness of the prover given to the extractor is hard-coded in its code, then we can
see this prover has a deterministic function. Thus, the extractor can obtain consistent messages when the
extractor fixes x and p. As we will prove with Theorem 237, strong knowledge soundness implies weak
knowledge soundness.

Soundness and knowledge soundness are convenient in other computation models such as and
[AOPS. They have natural variants for these models that capture the same security notions.

We now show that our running example, the Schnorr protocol, is knowledge sound.

Lemma 2.31. Let g be a generator of a group of prime order q. Then the Schnorr protocol SPschnorr for

Ryiog (g9) has rewinding knowledge soundness error ksp = é.

Proof. Let SPschnorr = (Psp, Vsp) be the Schnorr protocol and Egg the special sound extractor that we
have constructed in the proof of Lemma PZ24. Fix an instance h € G and a malicious prover Psp arbitrarily.
Consider the following extractor.

Eggs(h, aq, p, 9, f’sp):

1. If Vsp(h,aq, p, ) = 0, abort.

2. Pick a random challenge p’ + Z,.

3. Get the malicious prover response oy < Psp(h, a1, o).

4. Get the discrete logarithm x < E23 (a1, ((p, a2), (', a}))).
5. Return (h, ).

Inserting this extractor into the knowledge soundness probability expression leads to:

— X
pr| (%) & Raiog(9) < Z
ANb=1

q
{00 (Bop (1 €), V(s p))sp
—
%
<_

€ o ™ M

X
(h,z) ¢ Raiog(9)

£
p Lq
= Pr| conditioned on ((a1,02).0) =
b—1 b +———— (Psp(h;€), Vsp(hsp))sp
x — E2S° (h, a1, p, az, Psp(§))
— R
-Prib=1

M <f’sp(h§ §): Vsp(h; p))sp
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I 3 — X 1
b R p — ZLg
x [¢] o1, ~
| e ® Raorld) | Lenen) e 6) V(s p)se
- b=1 p — Zy
0/2 <— Psp(h, aq, p,)
L x — Egg(al,((p, 042),(,0/,0/2))) |
[ 3 — X 7
b R p — ZLg
goﬁii)tifneglggn(g) p Lowe2s) (Psp(h;€), Vsp(h;p))sp
= Pr b=1 o — Zq
AV =1 aj < Psp(h, a1, p')
v — (Psp(h; &), Vsp(h; p'))sp
L T — Egg(ala((pa O‘Q)a(p/va/Z))) |
VA B2 e/
< Pr PE ez, }

The last inequality follows from the fact thatif b = 1, ¥’ = 1 and p # p'then the second argument of Eg?, is
a 2-fork for h, and thus, by the property of Eg,sg it returns x such that g* = h. O

First, note that this proof relies on the proof of special soundness, making it strictly more complicated
than the latter. Moreover, we must consider that the messages sent by the malicious prover do not necessarily
follow the protocol definition. In this example, we only consider cases where the malicious prover convinces
the verifier. This does not imply that the malicious prover has followed the protocol. Still, in our case, b = 1
and b’ = 1 respectively show that ¢*2 = a1 - h” and g®2 = ay - h*', which allows retrieving x if p # p/
as demonstrated in the proof of Lemma IZZA. The same problem arises when proving state restoration
knowledge soundness or proving that the Fiat—Shamir transformation is knowledge sound.

As their names suggest, strong knowledge soundness implies weak knowledge soundness. We formalize
this statement in the following theorem.

Theorem 2.32. Let IP = (Pp, Vp) be a public-coin interactive proof for a relation R with round com-
plexity k strong rewinding knowledge soundness error k\p and extraction time etip. Then, it is weak rewind-
ing knowledge soundness with the same knowledge soundness error and extraction time et|p(x, f’|p) =
@(k + 7'15"3) + et|p(X, P|P).

We defer the proof of this statement in Appendix A to be more concise.

As discussed previously, public-coin I[PS are compilable into no interactive proof employing the Fiat—
Shamir transformation. The security loss after applying the Fiat—Shamir transformation depends on the
number of times the malicious prover calls the random oracle. Moreover, the running times of the extractors
we will construct later are closely related to the number of calls made to the malicious prover.

Definition 2.33. Let f’|p be any malicious prover for the interactive proof IP = (P\p, Vip) with round
complexity k. We say that an extractor Eip, given black-box access to P\p, does I invocations if E;p gets
I transcripts. In other words, an invocation corresponds to asking every prover’s messages, leading to a
complete execution of |IP. We reserve the term queries for calls to random oracles.
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The knowledge soundness property is insufficient to show that the actual Fiat—Shamir transformation of
an [/ is still knowledge sound. Indeed, a malicious prover for the non-interactive variant has the following
advantage compared to a malicious prover for the interactive case. In the interactive case, the malicious
prover cannot anticipate its attack against the verifier since it does not know what randomness it will use.
However, the malicious prover for the Fiat—-Shamir transformation can simulate, due to the definition of
the transformation, any possible execution with the verifier before attacking. In other words, this malicious
prover can reset its state to an older one, for example, just before sending its i-th message, and retry with
another message. We call this principle state restoration. However, one can prove that knowledge soundness
is sufficient for its NIROP to be knowledge sound in the specific case of SPS.

Below, we introduce another security notion related to [PS called state-restoration knowledge soundness.
The latter implies the knowledge soundness property of the non-interactive transform, even for P4,

2.7 State restoration

State restoration soundness is a stronger security notion than classical soundness. It requires security against
a stronger class of malicious provers called state restoration prover. These malicious provers can execute
the protocol multiple times before trying to convince the verifier. Similarly, state restoration knowledge
soundness is a notion of knowledge soundness that ensures security against this stronger class of malicious
provers. In these notes, we only focus on state restoration knowledge soundness. State restoration allows
a malicious prover to have the same advantage as a malicious prover for the Fiat—Shamir transform but
without the overhead of the transformation.

The state restoration variants of soundness and knowledge soundness are essential because they im-
ply the security of the protocol’s non-interactive Fiat—Shamir transformation. State restoration knowledge
soundness is generally stronger than knowledge soundness; if an interactive proof is knowledge sound, then
it is not necessarily state restoration knowledge sound. However, we can prove that special sound protocols
are state restoration knowledge sound. Therefore, special soundness is sufficient to show the security of the
non-interactive Fiat—Shamir transformation. Sections B and B are devoted to this claim. Fig. B represents
implication relations within all the security definitions we have seen so far. The left part of this figure de-
picts security implications within the world of [PS while the right illustrates NIROPS, which are modeled,
by definition, in the ROM.

State restoration knowledge soundness and state restoration soundness rely on a game called state
restoration game. We start by giving some necessary definitions and then introduce this game.

Definition 2.34. Given any random-oracle algorithm A that takes some input x, we are interested in the
list of queries it has done to its random oracle rnd. This motivates the following definition and notation.
Suppose that during an execution of A™(x), the algorithm A queried the points (o, ..., ay), got the
responses (p1, . .., pt) and eventually returns y. We say that

tr= ((alvpl)v R (atapt))
is the trace of the execution A™9(x). We denote the whole process by
y &5 A™ ()
Moreover, if A does at most t queries, we say that A is a t-query oracle algorithm.

Without loss of generality, we assume that all queries from the subsequent algorithms to the random
oracles are distinct. Indeed, one can always efficiently store the queries and their responses. Moreover, we
use the following notation for simplicity.
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IPs NIROPs

Knowledge soundness
e
Strong knowledge

[ACKZT]
soundness

Special soundness

% HTheorem B
S [CY74]

tate restoration :
Soundness ————=———— Knowledge soundness
knowledge soundness

Figure 3: Overview of the currently known implications and those proved in this thesis.

Notation 10. Inspired by Python’s notation, for every i € [k|, we denote by Ry.q) the set Ry x -+ X Ri_1
and by Ry;,) the set R; X - -+ X Ry. We naturally extend this notation to tuples.

Finally, the state restoration game is defined as follows.

Definition 2.35. For every salt size s € N, ordered tuple of random oracles rnd € U ((ri)ie[k]) and t-queries
random-oracle algorithm f’f{,, the state restoration game 1" is defined as:

(s, rnd, P§L):

1. Run the state restoration prover (X, o, o) & (P55)
2. Get challenges p; = rnd;(x, &[;i11), O[i41]), for every i € [k].
3. Return (x, o, 0,(p1,...,pk))-

rnd

The symbol tr*" is the tuple (tr{', ..., tr}") of respective random oracle’s trace. In addition, the game also
returns trs". We denote the whole process by

trsr ~
(Xv o, 0, (plv s >;0k)) — Fsr(sa rnd, Plslg) :
If we consider BB, we slightly change the notation and write instead:
(s, rd, Pgp):
1. Run the state restoration prover (x, o1, 0, cig) <— (PZp)

2. Get a challenge p := md(x, a1,0).
3. Return (x,a1,0,p, a2).

rnd
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The experiment uses the random oracles rnd to generate verifier challenges. This is similar to how the
Fiat—Shamir transformation works and intuitively shows how state restoration security relates to the secu-
rity of the non-interactive Fiat—Shamir transformation. Fig. B underscores how a malicious state restoration
prover could use the state restoration game to simulate the Fiat—Shamir transformation. We use the same
color as in Fig. 0 to make the similarity between the Fiat—Shamir transformation and state restoration ex-
plicit.

' Experiment |
T (s, rnd, PS) o
1 3 1 (Pip)™ .
1 | w Choose x and pick § + 1
: i 3 [ f’|p(x;§) 3 i i
i | | pr = mdi(x, (), 0ip) | !
| i i akPPIP(xv (o1, k1), i i 3
: : : (plvuwpkfl);f): : :
| i : o = mdy(x, (a1, ..., k) Lo i
l 1 (Prs--sp=1);) 00
i | i Ay Pip(, (a0 o), i L
| 1 (xo0) .
: : J‘ (a,a’) = ((ala 7ak?)a (017 7Uk)) : : :
i <—(x,a,p) :p = (rnd;(x, o oLis))) o
' Check that | A S Tl e o

Figure 4: A malicious state restoration prover playing the state restoration game to simulate the Fiat—Shamir
transformation. The uses of random oracles are highlighted in red, the check for the consistency of the verifier’s
messages is in blue, and the acceptance check is in green.

Remark 2.36. The malicious prover is allowed to query rnd multiple times. It reflects that the malicious
prover could query random oracles, represented by hash functions in real life, beforehand and then proceed
to the attack. In particular, it can run the protocol multiple times in its head. The response to these queries
may give an advantage to the malicious prover. Therefore, security definitions in the state restoration setup
must depend on the number of queries done to the random oracle.
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The following remark will allow us to alleviate ourselves by considering only a family of adversaries
that is easier to analyze.

Remark 2.37. We can restrict ourselves to deterministic malicious state restoration prover when playing I'*".
Indeed, if Pj} is probabilistic, we could use the law of total probability to condition over its randomness.

We now introduce the state restoration variant of knowledge soundness.

Definition 2.38. A SP = (Psp, Vsp) be a BB for a relation R. It has rewinding state restoration knowl-
edge soundness error ~gp with extraction time etZ}, if there exists a probabilistic algorithm EESKS (the
extractor) such that for every salt size s € N¥, query bound t, t-query deterministic malicious adaptive
prover lsgrp and instance size bound n € N,

x| < n rnd T u((ri)ie[k])
— e sr Dsr
Pr| Alxw) g R | o onp) 7 1 md PR < Kbl s1) |
Ab=1 b — VIP(X7a7p) B
w — E,SPRKS(X, a,o,p,tr, P)

where r; is the verifier’s randomness complexity for the i-th challenge. Additionally, E,SPRKS (x,a,0,p,tr, f’f{,)
runs in expected time etjp(n, s, t, Pip) over its internal randomnes. Moreover, as usual, we have a special
notation for the case of KP3:

| < rnd «— U(r)
Pr| A(mow) ¢ R | (B00L0:p02) <= TI*(s,md, Pg;) < k3p(x,s,t) .
/\bz,l b — VSP(XaalapaOQ) B B o
w < EgEKS (X, «ay,0,p,02, trsr’ sSrP)

Note that the prover is fully adaptive, meaning it chooses the problem instance while running, com-
pared to the non-adaptive version, where we quantify universally over all problem instances outside of the
probability expression.

One of the benefits of the notion of state restoration is that it extends naturally to and [OPS. As with
[PS, state restoration knowledge soundness also implies that their respective non-interactive transformations
are knowledge sound under the ROM. We devote the following two sections to showing that a special sound
SP and [P are state restoration knowledge soundness. In the cases of SP4 and PCPS, soundness is enough for
state restoration knowledge soundness. Nonetheless, we are still interested in proving that a special sound
KB is state restoration knowledge sound since the proof will give us insight into the more general case of
[Ps.
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3 Strong knowledge soundness from special soundness for SPs

In this section, we prove that special soundness implies strong knowledge soundness. But instead of proving
it directly in the general setup of public-coin [PS, we start with the particular case of SP4. The main idea
behind the proof is the same as in the public-coin [H case and, thus, will give us insights into the more
generic proof.

Theorem 3.1. Let SP = (Psp, Vsp) be a 8B for a relation R with special soundness with arity a and
verifier randomness complexity r. It follows that SP has strong rewinding knowledge soundness error
a—1

2r

Ksp(x) <

and extraction time 5
etsp(x, Psp) < (a— 1)+ (p,, + poly(|x])) -

Moreover, the number of times the knowledge soundness extractor invokes Ppisa— 1.

If we relax the above statement only to imply weak knowledge soundness instead of the strong version
of the latter, we obtain a result demonstrated in [ACKZI]. They also prove this statement’s more general
[PS case.

We prove this theorem in three steps. In the section below, we present the knowledge soundness extractor.
Then, we demonstrate in Section that it has the correct strong knowledge soundness error. Finally, we
show in Section that this extractor has the desired extraction time. Note that by Remark 730, we know
that we can restrict ourselves to deterministic provers. For the rest of this section, we fix the protocol SP =
(Psp, Vsp) for a relation R, the deterministic malicious prover Psp and the instance x arbitrarily. Suppose
that SP has special soundness with arity a and that the verifier’s randomness complexity is r. Moreover, let
o1 be the first message sent by Psp (x), which is fixed since we assume that Psp is deterministic.

3.1 Construction of the extractor

Let Egg be SP’s special soundness extractor. Below, we introduce the notion of an accepting challenge.

Definition 3.2. Given an instance x and a deterministic malicious prover Psp, we say that a challenge p is
accepting if Vsp(x, a1, p, a2) = 1, where as < Psp(x, aq, p, aa). Note that g is uniquely determined
by Psp, x and p since Psp is deterministic.

Construction 3.3. Consider the following knowledge extractor for SP:

Eggs(xa ay, p, a2, PSP):
1. If Vsp(x, ai, p, ag) = 0, return 0.
2. Add the given challenge to a set of picked challenges S := {p}, store the accepting challenge and its
answer B == {(p, a2)}.
3. While it remains unpicked challenges |R \ S| > 0 and we have not found enough accepting challenges
|B| # a:
(a) Get a new challenge unpicked p’ <+ R\ S.
(b) Add the new challenge to a set of picked challenges S := S U {p'}.
(c) Get the response for the challenge o, + Psp(x, o).
(d) If Vsp(x,aq, p/, o) = 1, store the accepting challenge and its response B := B U {(p/, a4)}.
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4. If | B| = a, create an a-fork F := (a1, B) and return E23 (x, F) otherwise return 0.

The algorithm Eggs first checks at Line [ that the given transcript is accepting for x. We refer to this
test as the early abort strategy. Then, it randomly picks the verifier’s randomness until it has found enough
accepting to construct a a-tree of accepting transcripts for x. If it succeeds, it calls the special soundness
extractor and retrieves a witness for x.

3.2 Knowledge soundness error

The following definition helps us understand our extractor’s probability of success.

Definition 3.4. Let ~
Acc:={peR |1+ (Psp(x),Vsp(x;p))sp}

be the set of accepting randomness for x, or in other words, the set of verifier’s messages that are accepting
for x.

We assert the following statement.

Lemma 3.5. The following holds for the extractor Eggs of Construction B3:

W R | T oy :

X7W a’a s ~ a_

Prinp=1 poe (Psp(x), Vsp(xsp))sp | < o
w — Eggs(xvalvpaOQ?PSP)

Proof. Since SP has special soundness with arity a there is a special sound extractor Eg% that, given an
a-tree of accepting transcripts for x returns a witness for x. Recall that Construction B3 is instantiated with
this special soundness extractor. We split the proof into two distinct cases: whether or not there are enough
accepting challenges. More formally, we are interested in knowing if the quantity |Acc| is strictly smaller or
not than the arity a.

There are enough accepting challenges. In that case, it is impossible for the success bit b to be one and
for the extractor to not retrieve a witness. Indeed, if b = 1, the extractor will not early abort. Since there
are enough accepting challenges, the extractor can retrieve an a-tree of accepting transcripts for x, making
it return a correct witness for x. In other words, the probability equals zero in that case.

There are not enough accepting challenges. There is no a-tree of accepting transcripts for x. Therefore
the extractor cannot return a witness for x. This implies that the probability is the same as the probability that
(Psp(x), Vsp(x; p))sp = 1 which is |Acc|/2" by definition of |Acc|. Since we are in the case |Acc| < a—1,
the probability is at most (a — 1)/2".

Therefore, the probability is upper-bounded by (a — 1)/2" in both cases. O

3.3 Extraction time
Definition 3.6. Let I(p,v) be a random variable that counts the number of invocations
SKS D
ESP (X7 ay, P, 2, PSPa V)
does to f’sp, where the extractor Eggs is implemented as Construction B3 and o1 and oo are f’sp(x) s
messages when it interacts with Vsp(x; p).
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We prove the following upper bound on the expected number of invocations to Psp performed by EEES.

Lemma 3.7. We have

v — N

E| 100) | * (oramn) " <a-1.
b +———— (Psp(x), Vsp(x;p))sp B
w — Eggs(xaalaPaQ%PSP;V)

Proof. Let £ := |Acc|. We can now compute

v — N
E| (o) | - i
7V o1, P
p b L@ By (), Vip (s p))sp
w — Eggs(xaalapva%PSP;V)
e N

v
I(p,v) P
= | conditioned on ((a1,02),0) =
b—=1 b +———— (Psp(x),Vsp(x;p))sp
w

— Eggs(xa oy, P, CEQ,PSP;V)
-Pr[b: 1 ‘ b «+ <PSP(X)3VSP(X)>SP ]

v — N
. I(pa{/? | p « R
+ conditioned on Qn), ~
- b LB () Visp (s p))sp
w — E2K5(x, o1, p, g, Psp; 1)

0 because the algorithm will directly abort.

-Pr[b: 0‘ b« <P5p(X),V5p(X)>Sp ]

v — N
I(p, V) p — R
= — [E | conditioned on -
b1 b ((a1,02),p) <PSP(X),VSP(X,p2>SP
w — E2R°(x, o1, p, ag, Psp; v)

where N := 2" and

. 14
Prib=1] b + (Psp(x), Vsp(x))sp | =+
by definition of Acc and since |Acc| = £.
Let
v — N
I(,O, V) p — R
e = | conditioned on ((a1,a2),p) -
o b LD B (), Viep (x p)sp
w — E285(x, a1, p, ag, Psp; v)

We can show that e < (a — 1)%. Indeed, if ¢ < a the number of invocations will be N — 1 which is smaller
than (a—1) %. Otherwise, if £ > a, the algorithm will enter the hegafive hypergeometric distribufion (NHG)
distribution. Therefore, in the latter case, e = pn_1/—1,4-1 = (@ — 1)% where jin_1¢-1,4—1 18 the mean
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of the NHQ, defined in Definition ZT4. We can substitute these upper bounds in the expected number of
invocations:

v «— N
El 10,) | 7 (o R
P,V a1,a2), ~
b L By (), Vip (x p))sp
w — Eggs(xu aq, P, QQ,PSP;V)
, N
< Llta-n
syle-D7
<a-1,

which is the desired result. OJ

Every time the extractor invokes Psp, it also runs some polynomial time computation. Hence, the
overall extraction time is

(a=1)- (g, + poly(lx)) -
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4 Strong knowledge soundness from special soundness for IPs

We focus now on extending Theorem Bl to all public-coin interactive proofs, regardless of the number of
rounds.

Theorem 4.1. Let IP = (P\p, Vp) be a public-coin interactive proof for a relation R with round complexity

k, (a1, ...,ax)-special soundness and randomness complexity (r1,...,rc). Then IP has strong rewinding
knowledge soundness error
k
a; — 1
ot <1 =TT (125
i=1

and extraction time )
eth(X,Plp) = ((H ai) - 1) . (Tplp + p0|}’(’x‘)> :
i=1

Moreover, the number of times the knowledge soundness extractor invokes Pp is (Hli‘zl ai) -1

As in Section B, we leverage that our malicious provers can be deterministic without losing generality.
Fix arbitrarily a protocol IP = (Pp, V|p) for a relation R, a deterministic malicious prover f’|p and an
instance x. Suppose that IP has (aj,. .., ak)-special soundness and randomness complexity (rq, ..., rg).
For every ¢ € [k], we define

Ni =2,

Moreover, let a1 be the first message sent by Pp(x).

4.1 Construction of the extractor

Let ElsF:c’ be IP’s special soundness extractor, which is given by assumption. We construct a knowledge
soundness extractor E,SPKS that first searches for a (ay,. .., ax)-tree of accepting transcripts for x using a
helper algorithm called TreeFinderg, and finally gets a witness by calling EISPS The extractor Eﬁl‘s is given
a transcript

((041, . "O‘k-f—l)’ (pla cee vpk))

= =p

|SPKS below.

and an instance x by the definition of strong knowledge soundness. We state the pseudocode of &
Construction 4.2. Using the helper algorithm TreeFinderg, the extractor is

EISPKS(Xaaapvf)IP): ~
1. T + TreeFindero(x, (a1),0, Pip,a, p, T).
2. If T = L return L otherwise return E3 (x, T').

Note that we can fix the randomness of this extractor by fixing the randomness of TreeFinderg.
The following lemma follows directly from the properties of Elsl:,S
Lemma 4.3. This extractor succeeds if and only if
TreeFinderg(x, (a1), 0, Pip, a, p, T)

finds a (ai,...,ax)-tree of accepting transcripts for x. In other words, their success probabilities are the
same.
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We describe below the pseudocode of the TreeFinder;’s procedure. The notion of good challenge is
defined later.

Construction 4.4.  TreeFinder;(x, o/, p/, Pip, o, p, f):
1. If we are treating the base case (¢ = k):
(a) Get the success bit b «+— Vp(x, o/, p').
(b) If b = 1 return 1 otherwise return L.
p§311 < pit1 if we are on the left most branch (f = T), p§7; < R;41 otherwise.
Get the response: a$2, = a;42 if f = T, a2, < Pip(c, p' || p$2;) otherwise.
First early abort recursive call T+ TreeFinder;+1(x, @ || af2,, 0 || 0521, Pip, @, p, f).
If7T = 1 return L.
Add the challenge to a set of picked challenges S := {p§3,}, store the good challenge in a list £ :=
(p§3) and its answer N = (af7,).
7. While it remains unpicked challenges |R \ S| > 0 and we have not found enough good challenges
| # a
(a) Get a new challenge unpicked p}_ | - Riy1 \ S.
(b) Add the new challenge to a set of picked challenges S := S U {p},, }.

(c) Get the response for the challenge o}, < Pip(a, p || p} 1)

Sk wN

(d) Recursive call T' <— TreeFinder;,1(x, o || oo, p" || pis1, Pip,a, p, L).
(e) If T # L, add the good challenge to the list I/ := E || p;, ; and its response N := N || o .

8. If |E| = a;41, create a tree with o, 11 as root and children N (verifier responses) connected by edges
FE (prover challenges) and return it, otherwise return L.

To begin with, we ignore the transcript (c, p) and the last parameter of TreeFinder; for convenience.
The helper algorithm TreeFinder; generally works as follows. It is given an instance x, a partial transcript

(@, aia), (P15 7))

/

Bl =p
and access to the malicious prover Pp and is tasked to find a (ajt1,--.,ak)-tree of accepting transcripts
for x with prefix p’. Recall that the notion of a prefix is presented in Definition IZ3. Note that when ¢ = 0,
this correspond to finding a (ay, . . ., ax)-tree of accepting transcripts for x, as desired.
To do so, the algorithm tries to find a;;1 distinct challenges p} IRERREE p?fll spch that it can retrieve, for
every j € [ai+1], a tree of accepting transcripts for x with prefix (p1,. .., p;, o) +1)- By combining these
a;11 trees, it can construct a (a;+1, - . . , ax)-tree of accepting transcripts for x with prefix p’. If the algorithm

cannot find enough of these challenges within challengeSpacei + 1 := {0, 1}"+1, it aborts.

To test whether a challenge p;_, ; could be used to create a tree of accepting transcripts for x with prefix
(p1,-- -, pi, Piy 1), the algorithm first computes the prover’s response a2 <— Pip(a’, p" || pj ) and then
calls 3

TreeFinder; 1 (x, & || ait2, 0" || pi1, Pipyseye)

which is the recursive part of the algorithm. We ignore the three last parameters for now since they are
related to the given transcript (c, p). The algorithm TreeFinder; tasks the recursive call to retrieve a tree of
accepting transcripts for x with prefix (p1, ..., p;, p} +1)- If this is the case, we say that J 41 18 good. More
formally, we introduce the following definition.
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Definition 4.5. For every i € [K], prefix p € Ry and extractor randomness V' we say that a challenge
pi € R;is good for (', p) if

TreeFinder;(x, o, p || pi, Pip, -, - L)) # L |
where || denotes the concatenation operator and o < Pp(x, p || p;). Moreover, let
Y;(v', p)
counts the number of good challenges for (V' p') within R,;.

The construction of the (a1, ..., ax)-tree of accepting transcripts for x with prefix p’ from the trees
resulting from the recursive calls is depicted in Fig. B. Nodes and triangles in green represent trees of
accepting transcripts for x with prefix p’ where p’ is the path from the root node to the working node. Red
edges and nodes illustrate that the recursive call could not return a tree of accepting transcript for x with
the corresponding prefix. By trying out multiple challenges in {0, 1}"+!, the node corresponding to the
prover message ;11 has found a tuple (p1,...,pq,,,) of good challenges that it can use to construct the
(@it1,- . .,ak)-tree of accepting transcripts for x with prefix p’ showed in green.

Figure 5: Example of the construction of a (a; 1, . . ., ak)-tree of accepting transcripts for x with prefix p’ from
the trees obtained from the recursive call to TreeFinder; 1.

For the analysis to be correct, we must adapt the early abort strategy used in Construction to the
multi-round case. Hopefully, it generalizes naturally: for any instantiation TreeFinder;, if the first recursive
call to TreeFinder;; 1 performed by TreeFinder; aborts, then TreeFinder; also aborts. The result of the first
recursive call is tested at Line B.

It remains to explain how the algorithm depends on the given transcript (a, p). The idea is to consider
this transcript as a starting point to construct the (ay, ..., ay)-tree of transcripts for x. We visualize this
transcript as a complete branch i.e. a path from the root note to a leaf node in the tree we want to build.
More precisely, we arbitrarily choose this branch to be the left-most branch of the tree. To implement this
in our algorithm, it has to distinguish between two cases:
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1. TreeFinder; is on the left-most branch, i.e. the prefix is equal to p(; | ); and

2. TreeFinder; is not on the left-most branch.

In the former case, TreeFinder; chooses p;1 as its first challenge and then picks all other challenges uni-
formly at random (without replacement). This way, we construct the left-most branch to represent the given
transcript (a, p). Note that this allows the TreeFinder( to abort in k recursive steps if the given transcript
is not an accepting transcript for x. In the latter case, it picks all challenges uniformly at random (without
replacement), ignoring the ones in the given transcript (c, p).

To track whether we are on the left-most branch, we use an additional parameter f, a flag indicating
whether we are on the left-most branch. Note that when calling TreeFindery from E,SPKS, we pass f = T
to TreeFinderg to indicate that we start on the left-most branch. Indeed, the root note corresponds to the
prover’s message ;.

We illustrate an example of a tree traveled by TreeFinderg in Fig. B. By looking at this tree, we recognize
that the instantiation

TreeFinder; (x, (a1, 02), (p2), Pip, -, -, L)

is not able to find enough good challenges for (1, (p?)), with / being the algorithm’s randomness. There-
fore, it cannot return an as-tree of accepting transcript for x with prefix (p?). An example of an early abort
is depicted by the instantiation of

. 2 22 2,2,1,..,1y 2 22 -
TreeFindery 1 (x, (a1, 05,057, ..., o ), (1,057 ), Pip,-, -, L)
The early abort strategy allows it to directly abort since the challenge p§’2’1""’1 does not yield an accepting

transcript.

Consider two distinct instantiations of TreeFinder; with f = T and §f = L as two different algorithms.
Their randomness differs since when f = _L; the algorithm has to pick more challenges: the ones involved
in the left-most branch, whereas these challenges are already given when f = T.

Definition 4.6. Let v/ € N" and v € N be the respective randomness of
TreeFinder;(x, o/, p', Pip, -, -, 1)

and )
TreeFinder;(x, o', p/,Pip,a, p, T) .

4.2 Knowledge soundness error

Conditioned on the number of good challenges being ¢, the probability that the extractor picks a good
challenge is straightforward to compute.

Lemma 4.7. Foreveryi € [k], £ € {0,...,N;} and p' € Ry;), we have

T+ 1 Vo N

Pr| conditioned on o = 15|P(X,0/7P/ | 52 (")) -

¢
Vi p) = | T « TreeFinderi(x, e || aip' || p2(0/), Pipyerry 1) | 2V

where p$? (V') is the first challenge picked by
TreeFinder;_;(x, o/, p/, Pip, -, -, L; /') |

that is, the challenge involved in the early abort test.
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TreeFinderyg:

TreeFinder;s:

TreeFinderss:

Early abort
2,2,1,...,1

TreeFinderys:
Decision bit:

Figure 6: Big picture of the extractor given in Construction E4. Edges and nodes in red signify that the algorithm
cannot return a tree of accepting transcripts. The blue line separates between calls with the flag § equals true and
false. The given transcript is (o), a3, ... ,ai;‘r'l"l), (ph,pyt, ..., po ). Given the current transcript, the
decision bit is the verifier’s decision, and z1, z2 and 23 are integers representing how much challenge has been
tested by the current TreeFinder; instantiation.

Proof. TreeFinder;_1(x, &/, p/, Pp, L, 0 ) chooses its first challenge p$?(v') uniformly at random, in-
dependently of everything. Conditioned on Y;(2/, p') = £, there are ¢ good challenges for (v, p) within the
N; challenges and thus, by definition of a good challenge we get the desired result. O

The following lemma will be useful later.

Lemma 4.8 ([ACKZ1]). For every i € [k|, prefix p € R[.q) and extractor randomness V' we have

a;—1
1 , , o m _Ni—E N
Y PrYi(,p) = £V N'] < [N(—a)—i—lly I

Proof.

E[Y;(/,p')=t|V «+ N'] = ZﬁPr WV, p) =1V« N

a,—l)

ZEPr (V. o)=LV N']
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+Z€Pr W, p) =0V + N
l=a;
(ai—1)
< (a; —1) Z Pr[Y;(V,p/) = |V + N']

=0

N;
F NS P ) = | ]
{=a;
(ai—1)
=(a;—1) Y Pr[Y(v',p)) =t |V + N|
=0
(a;—1)
+ N; 1—ZPr W, p)=t]|V + N|

(a;—1)
=N;i—(Ni—a;+1) > Pr[Vi(v/,p)) =]V «NT] |
/=0

which implies the desired result. O

Definition 4.9. For every i € {0,...,k — 1} and prefix p € Ry, ;1) We define e(p) to be the fraction of
Pit1s - - - Pk Such that B
(Pip(x), VieGss p [l pisr |-+ T p)hip =1

For convinience, we write € instead of €(().
The success probability of TreeFinder( has the following lower bound.

Theorem 4.10 ([ACKZ1)). It holds that

k
_ i1
Pr [T £ 1 ’ T < TreeFindero(x, 0, 0, Pip, -, -, J_)} > (1 - H<1 . aN‘ )) .
i=1 ¢

Proof. Forevery i € {0,...,k — 1}, we define

. k aj—l
'{"'Zl_AH (1— N, ) (1)

Moreover, we let ry := 0. We can exhibit ; recursively. Note that for every i € {0, ...,k — 2}, we have

N; a1 —1
K +
i H Nj—aj+1 Niy1—aip1+1

k
ai+1—1
=11- +
H < ) H Nj — a’]+1 Niy1 —ajp1+1

Jj=i+1
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i k k k
a 1 a1 — 1 a; —1 N;
(O REE () e
L j=it2 N; Nit j=it2 N;j jZit1 Nj—a;+1
i k k
_ 1_1—[(1_@] 1)(1_ai+1—1> N]
| =it N; Nita e Ni T+l
k N,
= Rj ;
=it Nj—a;+1
which implies
x N. a1 — 1 x N
j i+l — J
Rit1 + = Ki : 2
]:lele—aj—i-l Nit1 —aip1+1 j:lqle_“jJrl

We prove the main statement by induction on 4 going from k to 0. More precisely, for every p’ € Riiv1)s
the induction hypothesis is

N
Nj—aj+1

Pr [T # 1 ‘ T < TreeFinder;(x, o/, o . Pp.- - J_)} > (e(p)) — ki)

j=i+1

where o’ «+ fﬁp(x, p’). We obtain an upper bound for the desired result by fixing ¢ = 0. Fix arbitrarly
p' € Ry and let o Pp(x, p') be the prover’s first messages. For every v/ € N7, let P53 (V') be the
first challenges picked by

TreeFinder;(x, o/, p', Pip, -, -, L; /') .

The base case holds trivially since the right-hand side equals zero if ¢ = k. We now prove the inductive
step. Fix i € {0, ...,k — 1} and assume the induction hypothesis holds for all j > 7. Note that TreeFinder;
succeeds if and only if the first call done to TreeFinder; 1 succeeds and Y;11(v/, p) > a; 1. Thus,

Pr |:T 75 1 ’ T+ TreeFinderi(Xa a/> plv P|P> ) J—)]

Nit1 T# 1 v — ./~\//
= Z Pr| conditioned on o — Ppxd,p | e (V)
=041 }/H-l(V/? p/) =/ T — TreeFinderi-‘rl(X? o/ ” ar/i_i,-la p/ H p?—?—l(l//)? P|P7 ERR) —L7 V,)
Min. # of suc. First rec. call succeeds
PrlYin (Vo) =0V « N,
which by Lemma B is
Nii1
= Z — Pr[Yi (V. p) =L ]V < N|
t=aii1 i+1
! E[Yit1(V/ p')‘u'%j\/‘/]aiilfPr[Y- W, p)=t]|V + N|
NZ'+1 +1 ) i+1 )

£=0

35



ai+171

(aiy1 —1) Z PrYi(V, p) =]V + N']
£=0

Using Lemma B8 (Za’“ ! Pr[Yig1 (v, p) =0 |V + N'| < Niy1—E[Yiq1 (0

> E[YVH-I ap ‘V F-/\/’]
i+1

)|V%N'})
Niy1— tlz+1+1
Niy1 —E[Yin (V. p') | V' < N]
> E[Yi1(V,p) |V — N'| = (aip1 — 1) d
> (B0, | )~ (ao - =R L) [
1 1

EY; — N ) 1
Nit1 Niy1 —ajp1 +1 < [Yirr (v, 0') ’ V' | (Nig1 — aig1 +1)
= (ai1 = 1)(Nig1 = E[Yia (v, 0)) | V' = N’]))

Nit1 <E[Yz‘+1(’/79)\V « N _ai+1—1>
Niy1 —aip1+1 Nit1 Nit1

The final step is to find a lower bound for ]Em“(";(,f 21‘ V=N For every p' € Ris1, let

afo(p) =Pip(x, o, p | o)

be the prover’s response. Recall that ‘RfL +1‘ := N;+1. By the induction hypothesis, we have

EYi (v, p) [V « N']
Nit1

1

7 Z Pr [T # 1 ’ T « TreeFinder;1(x, & || ajo(pis1), P || p;_H,l:ﬂp, , ,J_)]
Z+1ﬂz+1eRz+1

~—
V challenges

/ /
> H NJ _aj 1 (e(p’ | Pig1) — Kit1)
pl+1€Rz+1 J=i+2
1
— > (0 | pir) - Ritl 1
- - CLJ + 1 Nl+1/ 7,
= Piy1€Ri41 Pz+1€R2+
k
(e(p)) - kis1) -
q — a] Nj—a;+1 !
Combining this with Eq. (B), we get
Pr [T %+ 1 ‘ T < TreeFinder;(x, o, o Pp.- - 1)
k
N'+1 N, Ai+1 +1
e A — IVETTES LA v
i+1 i+1 j=it2 J ] i+1
k
Nii1 N;
=ep) Il v =
Nit1 —ajp1 + 1 N.

—ito j—aj—i—l
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Nit1 N a1 F1
Nj—a;j+1 Nip1—ai41+1

I‘V‘ —CL‘+ +1
i+1 41 )

AT 5

H a1+ 1
—a]+1 il N; — ay+1 N1 —ai + 1

Jj=i+1 J Jj=i+1
ai+1+1
Ri4+1
jHAN]—CL]—i—l ngNJ—aJ—i—l Niy1—aip1+1

Injecting Eq. (D), it follows that

N;

Pr [T 7& L ‘ T + TreeFinderZ‘(X, a/, p/, P“D, 9%y J_):| > m

(e(p’ ) — mi) .

j=i+1

O

While we know a lower bound for the success probability if TreeFinder; samples each of its challenges

(f = L), we want to know what it is when TreeFinder is called with f = T, since it is the success probability
of ElsF',‘S (see Lemma BEJ). Hence, we seek to find an expression that relates their success probabilities.

Definition 4.11. For every verifier randomness p and extractor randomness v € N, we define the tree of
challenges 7 (v, p) to be the (N1, . .., Ny)-tree of challenges that would pick

TreeFindery(x, (0, 0, Pp,a,p, T; V)

if it, and all of its recursive calls, ignore the early abort strategy and always iterate through all challenges
(even though it can return a tree of accepting transcripts for x), where a < ].5|p(x, p) are prover’s mes-
sages. Similarly for every V' € N’, the symbol T'(V') denotes the tree of picked challenges that would
pick

TreeFindery(x, 0,0, Pip, -, -, L; /')

with the same modification.

An execution of TreeFinderg, where f is T or L, is completely characterized by its respective tree of
challenges. Moreover, the two instantiations compute the same tree if these trees are the same.

Lemma 4.12. Foreveryv e N,V e N"and p € R, if T (v, p) = T'(V'), then
TreeFindery(x, 0,0, Pip, o, p, T; V)

succeeds if and only if ~
TreeFindery(x, 0,0, Pip, -, -, L;/) |

succeeds. Also, for any p € R, then for all randomness v € N, there exists a randomness V' such that
T (v, p) = T'(V'); we denote by ¢ this transformation, which maps every pair (v, p) to their corresponding
V. Note that the function ¢ is a bijection between N x R and N
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Proof. Both instantiations discover the same tree. Therefore, they always succeed or fail together. For the
second part of the proof, we construct ¢ explicitly. The latter fixes v/ so the left-most branch of 77 (v') is
composed of edges labeled with p (and the nodes with the respective prover’s responses) and such that the
remaining challenges are picked by

TreeFindery(x, 0,0, Pip, -, -, L; /) |
accordingly to v. It is straightforward to see that this function has the property we seek. O

Lemma BT implies the following corollary.

Corollary 4.13. It holds that

(Pip(x), Vip(x; p))ip
TreeFindery(x, 0,0, Pip, a, p, T;v)

Proof. The proof follows directly from the definition of ¢. O

Consider the two events (x, w) € R and b = 0. We claim that they must be mutually exclusive. Indeed,
if b = 0, then the given transcript is not accepting, and thus, TreeFinderg will return L. Therefore, taking
the negation of the knowledge soundness part of Theorem BTl results in

(a7 ) D
Pr|(x,w) e R b (Pip(x), Vip(x))ip
w A EISPKS(X’aapaP”))
(@p) 5 k _
_ b +—— (Pp(x), Vip(x))p < a; 1)
+Pr|(b=0 < > 1— ) 4)
w  «  EXS(x ap,Pp) 1;[1 N;

Leveraging Lemma B3 we can rewrite the experimental part of the probability as

— N

+~— R

L (Pip(x), Vip(xs o))

<  TreeFindery(x,0,0,Pip,x, p, T;v)

Pr|T # L

N oD T

+Pr{b=0

SAERSTEAN

=Pr|T # L +(1—¢ Corollar
7 ip(x), Vip(x; p))ip ( ) Y

reeFindero(x, 0, 0, Pp,a,p, T; v)

N oD T
R
he)
_|/\
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P 1- Th
TreeFindery(x, 0,0, Pip, a, p, L; 1) ] +( €) eorem E 10

(i) -5

i=1
< k a; — 1
>e€— 1—H - ))—l—(l—e)
=1 i
S
=1 NZ
as desired.

Remark 4.14. The strong knowledge soundness error given in the theorem is tight: there is a malicious
prover such that the strong knowledge soundness error is exactly xg. To see this, consider the following
malicious prover Pp. For every round ¢, it randomly guesses a; — 1 challenges. If and only if one of the
challenges picked by the verifier is one of the guessed challenges, then the prover convinces the verifier.
Hence, ¢ = k¢. Moreover, EISPKS cannot find a witness since the prover does not guess enough challenges.
Therefore, Eq. (B) is tight, as is the strong knowledge soundness error.

4.3 Extraction time
We prove the following lemma.

Lemma 4.15. For everyi € {0,...,k}, p' € Ry;11) and exractor randomness V', we have

1 ifi = k,
Hl;':i 41a; otherwise,

E[L(V,p) |V + N'] < {

where I'(1/, p') denotes the number of invocations to P\p done by
TreeFinder;(x, o/, o/, Pip, -, -, L; /)
and o/ «— Pp(x, p') are the first prover’s messages.

Proof. Let us consider a slightly modified but equivalent version of algorithm TreeFinder;. For every chal-
lenge pj, , it picks, instead of calling Ppp to get the respective response o ;, the corresponding call to
TreeFinder; 1 is tasked to returns o ; in addition to returning a tree of accepting transcript for x. Hence,
if we forget about the recursive calls, each execution of TreeFinder;, for i € {0, ..., k}, does at most one
invocation of f’|p. This modified version of TreeFinder; is more straightforward to analyze.

We prove this lemma by induction on %, going from k to 0. If ¢ = k, the algorithm needs exactly one
invocation to obtain the last prover’s message; this is a direct consequence of our modification since the
original algorithm would have done zero invocation. Fix now i € {0,...,k — 1} and p’ € Ri:iq1)- Let
o +— fﬁp(x, p') be the first prover’s messages. We want to upper bound the number of invocations to the
oracle f’|p done by

TreeFinder;(x, o/, p/, Pip,-,-, L) .

Consider these two distinct scenarios.
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Its first recursive call aborts. In that case, the algorithm will abort right after the first recursive call.
Therefore, the number of invocations is just the expected number of invocations done by the recursive call;
that is

E[L o (V. 1 o5 () [V < N

where p$3 (/) is the first challenges picked by
TreeFinder;(x, o/, p', Pip,-,-, L; /') |

or, in other words, the challenge used for the early abort test. Note that we have intentionally omitted the
dependency on p’ in the symbol p$3 | (2) to alleviate notation.
Its first recursive call does not abort. First, we must consider the number of invocations performed by
the first recursive call, as in the previous case. Then, it remains to compute the number of invocations done
within the loop. To do so, we compute the number of iterations performed in the loop and then multiply it
by the number of invocations done by a single recursive call. Remark that this works because challenges are
picked uniformly at random, independently of everything else. If Y; < a;+1 — 1, TreeFinder; will sample
and check N; 1 — 1 challenges before realizing that there are not enough (a;42, .. ., ax)-tree of accepting
transcripts for x with prefix p’. On the other hand, if Y;11 > a;11, the number of iterations will follow the
NHG distribution, which has expectation pn, ;—1,v;,1-1,a;,., = NVi+1 — 1 (see Definition IT4). Hence, in
both cases, conditioned on ¢ = Y;,; and the early abort test being true, the expected number of iterations
done in the loop is upper bounded by
Aj+1 — 1

l

For the second case, we want a more fine-grained analysis. We divide the iterations done in the loop into
two categories: the ones that result in a succeeding recursive call, the successful iterations, and the ones that
result in the recursive call returning L, the unsuccessful iterations. The number of successful iterations if
Y; < a;+11s Y; < aj4q1 — 1 by Y’s definition. Otherwise, if Y; > a;1 then the extractor will invoke exactly
a;+1 good challenges for (v, p) before returing a (a;12, . .., ax)-tree of accepting transcripts for x with
prefix p’, be construction of the algorithm. To get an upper bound for the number of unsuccessful iterations,
we subtract the number of successful iterations from the total number of iterations, which we have computed
above. For this sake, we let

Niqq -

T#1 Voo N
p == Pr| conditioned on o — Ppxd,p| e () i 5)
Yip(V,p') =4 T < TreeFinder; 1(x,a' || ojq,p" || p53, ('), Pip,-, -, L)

be Lemma B7Z’s probability expression and p its complement. Table 0l summarizes the upper bounds result-
ing from this more precise analysis.

Now, we can give a recursive expression for the expected number of recursive calls conditioned on
Yi+1 = £. Note that the probability p can be seen as the probability that the first challenge picked by the
extractor is good. By conditioning on the first challenge picked by TreeFinder; being good or not and by
Lemma B2, we have for every p’ € Riiv1)s

E[I;(V/, p') conditioned on Y1 (v, p/) = £ | v/« N']
First recursive call

<E[I, (v, 0" || p§31(v")) conditioned on Yiy1 (v, p') =4 | V) « N']

(3
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0> a1 (< aj

Total calls % Nigi—1< %
Successful calls aiy1 — 1 (—1<aj41—1
(@iv1=1)Nip1 _ (aig1 — 1) Niy1 — ¢
Unsuccessful calls ¢ (a1 DN, = PNy
= p.EL L = (aip1=1)Nip1
Table 1: Expected number of iterations conditioned on ¢ = Y;, 1 and the first recursive call not aborting. The
quantity p is the complement of Eq. (B).
# of successful calls
(l>ai41 VEe<aiti)
+ p -q(aip —1)
~—~
First call successful
I (e | ps (V) V' « N
B conditioned on (V) Ppp(x, o, p | Pz+1( 7))
Yiaa(V,p) =14 T — TreeFlnderZH(x o || o, (V),
/\T#J- p H Ioz+1( /)7P|P7'>'>J—)
Recursive calls for successful cases
L5 (ait1 —1)Nit1
l
#of failed calls (£ > a1 V € < a;y1)
Lo (Ve | e (V) Vo= N
B conditioned on o (V) Pp(x, o, p | pz+1( V)
Yiaa(V,p)=14¢ T < TreeFinder; 1 (x, o' || aj ('),
ANT =1 P, H pfil(yl)7P|P7'7'7J-)

Recursive calls for failed cases

=E[I[, (V.0 || p§31(V)) conditioned on Y11 (v, p') = € | V' = N'] + (ai1 — 1)

Lo o) | v e A

'{p-E conditioned on a (V) Pp(x, o, p | Pz+1( 1Z8)
Yigi(V,p') =14 T — TreeFmderHl(x o || of (V),
AT # L p ” pz+1( /)7P|P"a'7J-)
L (V0 | 9530 (0) voooe N

+5E condltlf)ne/d on o (V) Pp(x, o, p || le( V"))
Yiai(V,p')=14 T — TreeFlnder,H(x a' || ajyq (V),
AT =1 P H pz—l-l( /)>P|P"7'>J-)

=aip1-E[I (v, p' || p§31(+)) conditioned on Yiy1 (v, p') = €|V « N'] |

which directly implies

E[L(V, p') } Ve N <aipq B[ (V0 || p55.(V) |V + N'] < H aj; ,
j=i+1

where the final step follows from the induction hypothesis.
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Let I;(v, p, p) denotes the number of invocations done by
TreeFinder; (x, a',p/,fﬁp,a,p,"l—;y) ,

where o + ].5|p(X, p')and a + fﬁp(x, p). To get Iy from I, we use the same idea as in Corollary BT3’s
proof; namely, we leverage ¢ to construct an expression relating [ and I}

Lemma 4.16. For every instance x and deterministic malcious prover Pp, the Sollowing equality holds:

V(-N:|_1'

B0/0) |/ < ') B[R0 | 4 T

Proof. Tf Pp is deterministic and 7 (v, p) = T'(¢/), then the number of challenges picked by
TreeFindery(x, 0,0, Pip, o, p, T; V)

and -
TreeFindery(x, 0,0, Pip, -, -, L;/) |

where o f’.p(x, p), are identical. However, the responses of the left-most branch, i.e. «, are given for
free in the former case (they are given as a parameter to TreeFinderg). Thus, one less invocation is needed
(recall that an invocation corresponds to one complete protocol execution). Finally, the analysis above
applies to the statement we are proving since by definition of ¢, it holds that 7 (v, p) = T'(¢(v, p)). O

We continue with a short sanity check.

Remark 4.17. In the SP case, i.e. k = 1, we have by Lemma B3 that I, < a and thus by Lemma BT8:
Iy < a — 1 as expected.

By combining Lemmas ET3 and B8 it results that the number of invocations to Pjp performed by our

extractor is upper bounded by (H;(:l ai) — 1. Therefore, the complete extraction time of E]SPKS is smaller

than ((ﬁ ai) - 1) (7o, + poly(Ix]))

as expected.
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5 State-restoration knowledge soundness from special soundness for SPs

Let F 2p be any state restoration malicious prover, also a t-query oracle algorithm. Generally, the rewinding
state restoration knowledge soundness error of an interactive proof with round complexity k has a t* mul-
tiplicative loss compared to the rewinding knowledge soundness error. This induces a similar loss in the
Fiat—Shamir transformation. However, suppose the protocol is special sound. In that case, the loss reduces
to ¢ + 1, allowing us to prove the security of the non-interactive Fiat—Shamir transformation. This section
deals with the formal statement of this claim and its proof in the case of SPd. We proceed to the more
challenging case of [PS in Section B.

In reality, as with PCP4, soundness is enough to ensure state-restoration knowledge soundness in the
case of EPS. However, the analysis we do in this section gives the necessary intuition for the case of [B and,
thus, serves as a stepping stone for this more challenging case.

As in Section B, we first focus on the SP{ case before turning in Section B to public-coin [PS with
arbitrary many rounds. The first result we are interested in is the following.

Theorem 5.1. Let SP = (Psp, Vsp) be a 8B for a relation R with special soundness with arity a and
verifier randomness complexity r. It follows that SP has rewinding state restoration knowledge soundness

error
a—1

K (1) < (t+ 1)

and extraction time B
etgrP(nvtv PgrP) < (a - 1)(t + 1) : (Tﬁgrp + pOIY(n)) .

Moreover, the number of times the knowledge soundness extractor invokes f’grp is (a—1)(t+1).

In [AFK?7], a similar result is proven more directly: they directly prove that special soundness implies
that the Fiat—Shamir transformation is knowledge sound under the ROM for 8P4 and [P, without using the
concept of state restoration. Note, however, that the result we want to prove is stronger than theirs since we
guarantee a security property between special soundness and the security of the NIROR resulting from the
Fiat—Shamir transformation.

We first construct an extractor and then prove respectively in Sections B2 and B3 that it has the correct
knowledge soundness error and extraction time. Let SP be any KB with a-speical soundnes for a relation R.
Let s be the salt’s length, and finally, let g Zp be any deterministic state restoration malicious prover, also a
t-query oracle algorithm.

5.1 Construction of the extractor

Let Eglsa be the special sound extractor for SP. We construct an extractor EEEKS based on its special sound-

ness extractor as in Section B. Intuitively, the extractor, given (x, a1, o, p, ag, tr™, PZp), runs P, multiple

times to find, if possible, an a-tree of accepting transcript for x, similarly to Construction B3. Since P} is

a random-oracle algorithm, we must provide and simulate a fake random oracle to P ¢p. For this purpose,

we implement a lazy random oracle with the following properties:
e It returns a new challenge p’ instead of the given one p.
* It is consistent with what has been already queried in the previous run of I'*", that is, tr*"; and

* It answers other queries at random;
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To construct this lazy random oracle, we start by picking a new random oracle that is restricted to answer
as in tr*". This way, the two last properties are satisfied. Then, we modify the random oracle so it answers
p' when it receives (x, a1, 0), where p’ is the newly picked challenge that we want to try. If (x,aq,0)

is appearing in tr®", we simply overwrite its designated output. For this purpose, we define the following
notation.

Notation 11. Let r € N* and tr = ((z1,v1), ..., (e, y¢)), where x; € {0,1}* and y; € {0,1}", fori € [{].
Then U(r)|ir denotes the set of random oracles rnd with output size r such that rd(x;) = y; for every
i € [¢]. Moreover, given any random oracle rnd, we denote by rnd|y, a new random oracle rnd’ such that

rnd’(z;) = y; for every i € [¢] and such that rnd’(z) = rnd(x) for every x ¢ {x1,...,x,}. The bar operator
is called a restriction.

We now have all the required tools to introduce the extractor E2RXS,

Construction 5.2. The rewinding state restoration knowledge soundness extractor is defined as follows.

Egng (x,a1,0,p, qo, tre, P <)
. Get the success bit b < Vsp(x, a1, p, a2).
. Ifb=0or |x| > nreturn L.

Store the good challenge/prover’s message pair B := {(aq, p)} and picked challenge S := {p}.
Sample a lazy random oracle that matches the given trace rnd < U(r) s
While it remains unpicked challenges |R \ S| > 0 and we have not found enough good challenges
Bl £ a:

(a) Get a new challenge unpicked, p' < R\ S..

(b) Add the new challenge to a set of picked challenges S := S U {p}.

(c) Update the random oracle so it returns the new challenge md « rﬁd|((x7a1’o)

e

P
. . ! ~
(d) Run the state restoration game (x', o}, o', p”, o) <= T'*"(s,rnd , PZp).
(e) Compute the decision bit ¥’ + Vsp(x, o, p”, ab).
(f) If the transcript is accepting b’ = 1 and the instance, prover’s first message and salt and are the
same x’' =x A o) = a1 A o’ = 0, add the good instance/message pair B := B U {(a}, p')}.
6. If | B| = a, create an a-fork F := (a1, B) and return E3 (x, F'), otherwise return L.

We represent rnd using lazy sampling: the algorithm only keeps track of what has been queried by the
extractor and picks at random for everything else. Once it enters Line B’s conditional statement, it will
return a correct witness for x since we invoke Eg,sD on an a-tree of accepting transcripts for x.
Let
trSl’ ~
(x,a1,0,p,a0) «— I'*(s,rnd, PZp)

be the execution of the state restoration game done in the experiment of the state restoration knowledge
soundness definition. We refer to this run as the original run.

At each iteration of Construction B2’s loop, we pick a new distinct challenge p’ we want to implement
the new random oracle as

. / .
md < md|(a1,0)0) - (©6)
where rnd < U(r)|. Let
(x',aly, 0, p", b)) T (s, rﬁd/, Py)

be the call to the state restoration game done at Line Bd with the random oracle of Eq. (B).
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We want the value returned by I'*"(s, rrid/, f’grp) to be (x,a1,0,p,af) for some of, € {0,1}P¥2, or
formally,
X=xAdj=ay ANd'=anp' =p. @)

Indeed, if Eq. (@) does not hold, we cannot ensure that the returned challenge p” will be o/, as desired.
Moreover, even if the returned challenge is p’, it does not imply that the returned instance is x and that
the first prover message is the same as o, which are both necessary if we seek to construct a a-tree of
accepting transcripts for x that from the branch (o, p, «2) resulting from the original run, similarly to what
Construction B3 does. Notice that we only test for

x’:x/\o/lzal/\a’:a (8)

in Line BT of the extractor. These tests are sufficient because they are equivalent to Eq. (I)’s ones since
x' = x, o) = aand 0/ = o implies p” = p/, since p” is the result of a deterministic function evaluated
at (x', o, 0’) which is defined to return p’ if Eq. (B) holds. We refer to these tests as the consistency tests.
More formally, we define the following notion.

Definition 5.3. A challenge p € R is said to be consistent with (x, a1, o, rnd) if
* |x| < n;and
o (x,a1,0,p,ah) + T5(s, rnd\((x7al7g)7p),]_Sgrp),for some oy € {0, 1}PV2,

We illustrate in Fig. [ the implementation of the random oracle rnd’. This random oracle starts by acting
like rnd and then, on the query (x, a1, o), returns p’ instead of the challenge p that would have been returned
by I'*"(s, rnd, f’%rp). After that, rmd’ answers the queries randomly. At this point, we do not have to check
for consistency with what has been queried by PZ}, before (x, a1, o) since we have assumed that all queries
were distinct.

One may ask what if (x,aq,0) is never queried by f’grp in (s, rnd\((xahg),p),?g}). This query
would not have happened in the original run if this had been the case. However, this makes little sense for
the malicious prover since it could not infer any information on the challenge picked by the state restoration
game due to the nature of random oracles.

If the consistency tests are passed, we are back at the non-state restoration problem. Therefore, it remains
to check that the challenge is an accepting challenge for x. If so, we have found a new branch for the a-tree
of accepting transcripts for x. Challenges that are both consistent and accepting are said to be good. This is
reflected formally in the following definition.

Definition 5.4. A challenge p € R is good for (rnd, x, a1, o) if there exists some s € {0, 1}PV2 such that
o x| <n;

* Vep(x,aq,p,a2) = 1; and

* The output of T*"(s,md|((x.a1,0),p)> lagrp) is (x, a1, 0, p, ag).

Moreover, we denote by Y*'(rnd, x, a1, o) the number of good challenges for (rnd, x, a1, o) within R.
Remark 5.5. For this extractor to succeed in returning a witness for x, we need two conditions to hold.
First, we want the early abort test (Line D) to pass. Secondly, we need the number of challenges such that
the Line Bf’s condition holds to be larger or equal to the arity a. On the contrary, knowing that the early

abort test passes, the only way for the extractor to not return a witness is that there are not enough challenges
that satisfy Line Bf’s condition.
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Figure 7: Comparison of the random oracle used in the original run and the one implemented at each iteration
of the extractor.

5.2 Knowledge soundness error

We can characterize the extractor’s success as follows.

Lemma 5.6. Fix the instance x, the prover’s messages (a1, a2), the challenge p, the state restoration game’s
trace tr*" and the deterministic malicious prover P, arbitrarily. Then if [x| < n,

SRKS D
ESP (X7 a1, 0,p, a27trsr7 ErP)

nds a witness for x if and only if Vsp(x, a1, p,a9) = 1 and V" rnd, x a1,0) > a, where E2RKS s
ﬁ Yy . S ) )y P> ) My ’ SP
defined as in Construction 52 and rnd is the random oracle picked at Line B of the extractor.

Proof. 1f the extractor can retrieve a witness for x it implies that it has passed the early abort, or in other
words, Vsp(x, aq, p, a2) = 1. Moreover, in that case, it must have found enough challenges p’ such that

* Vsp(x, a1, p,a2) = 1; and

* The output of I'*"(s, rrid]((,wh f’grp) is (x, a1, 0, p, ag) for some as.

7),p)

In other words, we must have Ysr(rﬁd, x, a1, 0) > a. The other direction follows directly from Remark B3.
O

As we have pointed out, the value of Ysr(rrid, x, a1, 0) is important in the success probability’s analysis
of the extractor. Hence, we seek to find bounds related to this random variable. We start with the following
lemma, which will be useful later.
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Lemma 5.7. Let T = {0,1}=" x {0,1}P1 x {0, 1}%, then

Y (rd,x’, o, 0’) > 0 rnd <~ U
Pr | conditioned on (x,a1,0,p,a2) & I'*"(s,rnd, f’grp) <t+1.
(x'apoel | (x,0h,0) = (x,01,0) rnd U)o

Proof. We consider two distinct cases: the malicious prover P%’P has queried (x, a1, o) in the game I'*"(s, rnd, P%’P)
or not. More formally, we can write the two cases as:

* ((x,01,0),p) € tr*'; and

* ((x,01,0),p) ¢ tr".

Moreover, we subdivide the former on the index 7 € [¢] such that tr{" = ((x, a1,0), p). Note that the index
1 is uniquely determined since we assume that queries are unique. Assume without loss of generality that
the queries are well-formed, that is, there are of the form (x, a1, o) for some x € {0,1}=", o € {0, 1}P"1
and o € {0,1}°. Then,

Y (rd, x’, o}, 0’) > 0 rnd <~ U
Z Pr| conditioned on (x,01,0,p,a2) & (s, rnd, PEp)
(xlza/lvgl)ET (Xlﬂ all? OJ) = (X7 O[]_, U) rnd <_ U(I’) ‘trsr
. Ysrgn.d,x:i, af,o') >0 rnd o U
. conditioned on s ~
- Z < ; br (x', 04, 0") = (x,a1,0) O, a1,0,p,02) <— I*(s,md, Pgp)
(x/,0,0")eT \i=1 rnd — Z/{(r)|trsr

At = (0, 0'), )

tr?r = ((X/,Oé{l,gl),p) rnd . u(r)
-Pr| conditioned on st o -

(o, 0") = (x, a1, 0) (x,a1,0,p,02) <— TI*(s,rnd, PZ)
Y*(rd,x’, o}, 0’) > 0 nd “ uw

conditioned on

+ Pr (x,a1,0,p,09) ﬁ I'*"(s,rnd, f’sérp)

rnd — u(r)|trsr

(X/, 0/17 OJ) = (Xa aq, U)

A, 0, 07),p) & tryf
((XG‘O{IDOJLP) ¢ trgr rnd — Z/{(I’)

-Pr| conditioned on

trSr ~
(x',a),0") = (x,a1,0) (x,01,0,p,02) & I*(s,md, Pg)

t trs’ :”((x’,o/l,a’),p) md U

< Z Z Pr| conditioned on ST o -

D warener | (x,al,0) = (x,a1,0) | (F010mp02) = T¥(smd, Pgp)

=1
((X,,.Ofll, OJ)a P) §é trzs‘r rnd — Z/[(I’)
+ Z Pr| conditioned on i &P
(x’,a’l,a’)eT (X/7a/170/) = (X7O‘17J) (X7 1,95 P 042) — (87 rnd, SP)
=1

=t+1.
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Lemma B2 has a straightforward generalization to the state restoration setup.

Lemma 5.8. For every ¢ € [2], instance x, first prover message o and salt o,

p is good for (md, x, a1, 0) rnd —  U(r)
Pr | conditioned on (x, 01,0, p, a2) & 1s(s, rnd, Py | = o
Ysr(rndvxv Oél,O') =/ rnd — u(r)|trsr

Proof. For every random oracle rnd € U(r), the value of Y*'(rnd,x, a1, 0) is independent from p :=
rnd(x, a1, o) by definition of the former. Back to the experiment, we have p = rnd(x, oy, 0) and since
((x,a1,0),p) € tr* and both rnd and rnd agree on tr®, it follows that p = rnd(x, o, o). Therefore p and
Ysr(rﬁd, x, a1, 0) are independent. Finally, the challenge p is picked uniformly at random within a set of
cardinality 2", and there are exactly ¢ challenges which are good for (rnd, x, a1, o) by assumption. 0

We now prove that the extractor has the desired probability of success. By Lemma B8,

rnd — Ul
x| < n Lo
Pr| A(mw) ¢ R | (901,0,p02) & I¥(s,md, Pg)
ANb=1 b — VSP(Xa ar, p, OQ) ~
w A Egng (X7 a1,0,p, 02, trsr’ P%rp)
is good for (rnd ) rnd « Uu()
p is good for (rnd, x, a1, 0 o )
=P Yo (rnd, x, a1, 0) < a (x,a1,0,p,02) ¢ T*(s,md, P%)
5 Ay ) md - u(r)‘trsr
p is good for (rrid,x’,o/l,a/) nd o um

Sr( rm ror
< Z Pr AY®(rnd,x’, o, 0') < a

trSr -~
conditioned on (x,@1,0,p,a2) < I*(s,rd, Pgp)

x',o ,oeT \ sr
(x/,cy0")€ (=, 0}, 0') = (x,a1,0) rnd — U]
- pis gopd for (rnd, x’, o}, 0’) rnd U
o Z Z Pr conditioned on ( ) piad P 4 P )
= X, 1,0, p,Q s, rnd,
(=1 (x' o, ,0")ET (X,v 0/17 U/) = (X7 a1, U) : dp i — I/l( )| >
IES Rl Aysr(rnd,x/’all’o,/) —_ g rn r)|trsr
:% by Lemma BR
Y (rd, x/, o, 0’) = £ rnd U
-Pr | conditioned on (x,a1,0,p,09) & I'*(s, rnd, f’grp)
(x',af,0') = (x,01,0) rnd — U |
a—1 Y*(rnd,x’, ), 0') = ¢ rnd « U
a—1 .. tre’ 5
< o Z Z Pr| conditioned on (x,a1,0,p,00) <— TI*(s,rnd, Pp)
(x,af,0")eT =1 (le 0/17 OJ) = (Xv at, U) rnd A Z/{(r) ‘trsr
o1 Ve (rmd,x’, o, 0") > 0 rd « Ul
< o Z Pr| conditioned on (x,a1,0,p,a9) & (s, rnd, PEp)
(aponer | (x,00,0") = (x,01,0) rd U |
a—1
<(t+1) o

where the last inequality follows from Lemma B72.
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5.3 Extraction time

The extraction time is directly related to the number of invocations done by the extractor to the malicious
state restoration prover. Therefore, we formally capture the number of invocations the extractor does in a
random variable.

Definition 5.9. For every random oracle rnd and extractor’s randomness v, let 1(rnd, v) be the number of
invocations done by
SRKS D
E2p™(x, a1, 0, p, a0, tr™ , Pep; v)

~ trst ~ . . . .
to Py, where (x, a1, 0, p, az) —— T%(s,rnd, PZp). Running the state restoration game is considered as
one invocation.

We are interested in proving the following lemma.

Lemma 5.10. It holds that

v —
< . — .
E[I(rnd,y) ‘ md U@ | = (t+1)-(a—1)
Proof. We have
v +« N
E[I(rnd,y) md < U(r) ]
v ~ N
I(”“?"_V) rnd — U
< Z E | conditioned on v per 4P
et | (,ah,0') = (x,a1,0) | 01 az) = T¥(s,md, Pg)
rnd — U |tesr
. I(rnd,v) v — N
_ Z Z o conditioned on rnd — U
T (,04,0) = (5,00,0) | (x,01,0,p,02) & T(s,md, BE)
(=1 (x',0f,0")€T St(pnn Py :
/\Y (rnd,x,al,a) _f I’nd — u(r)‘trsr
Ysr(rﬁd,x’,a’l,o’) =/ rnd — U(r)
-Pr | conditioned on (x,a1,0,p, az) M (s, rnd, f)SérP)
(X/, O/la U/) = (Xa aq, U) rnd < Z/{(I’) ’trsr
I(”llc.i’.y) d v — N
2 001/1 1t/10n? on rnd U
:Z Z E (X,Oél,.O'):(X7Oé17O') ( ) Ls" Fsr( d 155',)
=1 (x',a),0)er | ANY*(rmd,x',a),0’) =¢ * 01,0, 0,2 §,md, Fep
p is good for (rnd, x’, o}, 0”) rnd U]
[ Y (md, ', o, o) = ¢ md U
-Pr| conditioned on (x,01,0,p,a0) <— T(s,rnd, P3)
L (X/a 0/17 OJ) = (Xa aq, U) rnd < Z/{(I’) ’trsr
[ p is good for (rnd, x’, o/}, ") rnd — Ufr)
-Pr| conditioned on (x, a1, 0, p, az) & s (s,rnd, PZp)
L (X,’ O/la OJ) = (Xa ag, U) rnd — L{(r) |tr5"
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The first equality comes from the fact that the number of invocation is always zero if p is not good for
(rnd, x, a1, 0). Indeed, in that case, we have
0= VSP(Xa a1, P, OQ) v ’X‘ >nV (X7a1707 P ) = Fsr(sv rﬁd|((xaal,‘7)n0)’ PSSVP)
and since ' B )
I*"(s, rnd|((x,a1,0),0): P3p) = T™'(s,md, Pgp) ,

it must be that one of the first two conditions is not respected. In either case, the early abort test (Line [ of
the extractor) will not pass; therefore, the number of queries would be zero.

Let
I(rnd,v)
conditioned on rnd «— U
erx oo =E | A (', a7,0") = (x,a,0) (x,a1,0,p,09) & (s, rnd,f’grp)

AY(rnd, x/, ay,o') =14 rnd — U |
p is good for (rnd, x’, o, o”)

We show that for every choice of £ > 0, x', o} and 0’ we have ey s or o < (a—1)- 27;. First notice that since

p is good for (rﬁd7 x', o], o) the extractor will not early abort. If ¢ < a, the number of invocations will be
2"—1<(a—1) % since the extractor will pick every possible challenge before realizing that there are not
enough good challenges. On the other hand, if £ > a, the number of iterations in the loop can be modelized,
once again, by the NHG distribution. Hence in that case we have e,/ o/ o/ = por—1,6-1,0-1 = (a — 1)27;
where fior_1 ¢_1 41 is the mean of the NHG, which we have presented in Definition ZT4. Leveraging this
upper bound, Lemma 577 and Lemma B8 we obtain

v « N
E[I(rnd,y) ‘ md <+ U(r) }
Y (rmd,x’, oy, 0’) > 0 rnd — U
conditioned on st -
=(a=1)-) Pr A, ah,0') = (x,a,0) (x.01,0,p,02) ¢~ T¥(s,md, Pg)
(X ;0,0 )ET /\ p iS gOOd f()r (rﬁd, X,’ O[&, 0_/) rnd <— u(r)‘trsr

<(a—1)-(t+1)

O

Each call to I'*"(s, rnd, P Zp) consists of one invocation to P gp» Which runs in expected time 75 by

SP
definition, one query to the random oracle rnd, which runs in constant time, and some operations that are
efficient in terms of |x|. Hence I'*"(s, rnd, PZ)’s running time is Tpy, T poly(|x|). By the previous lemma,

the expected number of invocations is (a — 1) - (¢ + 1). Finally, in case of success, we run E23, which is
efficient. Overall, the extractor’s extraction time is upper bounded by

(a—1)(t+1) - (mpy, + poly(n)) .

as desired.
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6 State-restoration knowledge soundness from special soundness for IPs

In the general case of interactive proofs, the statement is the following.

Theorem 6.1. Let IP = (Pp, Vip) be a public-coin interactive proof for a relation R with (a1, ..., ax)-
special soundness and verifier randomness complexity (ry, ..., ry). It follows that \P has rewinding state
restoration knowledge soundness error

k

KL (s, t) < (E+ 1) (1 —H<1 o 1)) |

i=1

and extraction time

k k
etih(n, t, P§h) < ((H az-) +(t+1)- ((H ai> - 1)) - (T, + poly(n)) .
i=1 i=1

Moreover, the number of times the knowledge soundness extractor invokes f’f;, is ((Hb:l ai) - 1) (t+1).

Let IP be an arbitrary interactive proof for a relation R with (ay,...,ay)-special soundness. Let
(r1,...,rx) be its randomness complexity and N; = 2" for every ¢ € [r]. Finally, let P} be any deter-
ministic state restoration malicious prover, also a t-query oracle algorithm.

6.1 Construction of the extractor

Let ElspS be IP’s special sound extractor. We construct a state restoration knowledge sound extractor E|SPRKS
that satisfies Theorem B1’s bounds. As in the SH case, the extractor is first tasked to retrieve a (aq, . . . , ak)-
tree of accepting transcript for an instance x and then call EFPS to retrieve a witness for x. To do so, we
take inspiration from Construction B2 and define a helper algorithm TreeFindery which is tasked by our
extractor to find a tree of accepting transcripts for x.

Construction 6.2. The rewinding state restoration knowledge soundness extractor is defined as follows.

SRKS Hsr Y.
Ep™(x,a,0,p,tr", Pp):

1. If |x| > nreturn L.

2. Pick random oracles that match the traces: rnd; < U(r;) |trsr for every i € [K].
3. T <+ TreeFindery(x, f’f{,, o, o, p, (rﬁdi)ie[k]).

4. T = L return L otherwise return E3S (x, T).

The random oracles in (rhdi)ie[k] are represented using lazy sampling, which is why we use the dot
notation here. The rewinding state restoration knowledge soundness extractor’s helper algorithm is defined
as follows.

Construction 6.3. Given x, @ = (aq,...,0k+1), @ = (01,...,0k+1), P = (p1,.-.,pk) and rd €
U((rj)jepw)» the helper algorithm is

TreeFinder; (x, 151“{;., a,o,p, rﬁd):

1. If we are treating the base case (¢ = k):
(a) Get the success bit b <+ Vip(x, o, p).
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(b) If b = 1 return 1 otherwise return L.
2. Early abort recursive call T' < TreeFinder; 1 (x, f’f{;, o, o, p,md).
3. f T = L return L.
4. Add the challenge to a set of picked challenges S := {p;+1}, store the good challenge in a list E :=
(pi+1) and its answer N = (a;12).
5. While it remains unpicked challenges |R \ S| > 0 and we have not found enough good challenges
|E| # a:
(a) Get a new challenge unpicked p}_ | < Ry1 \ S.
(b) Add the new challenge to a set of picked challenges S := S U {p}, ; }.

. / .
(c) Adapt the random oracle: rnd; | < mdi+1’((x,a[:zurz],a[;i+2]),p;+1)-

(d) Set the new random oracles list: rnd’ = rrid[:iH] I rrid;Jr1 I rrid[HQ:].

(e) Execute the state restoration game: (x/, o/, 0", p/) £— T (s, rnd’, Pih).

(f) Test whereas the partial transcripts are consistent: If a’[n. 9] # Qi V a"[:i +9] F Oy V

Pliva # Plasn) | Pl V X # x go to Line .
(g) Recursive call T' <— TreeFinder;11(x, Pip, o/, 0’ p/, rnd,).
(h) If T # L, add the good challenge E := E || pj_; and its response N := N || o ,.
6. If |E| = a;41, create a tree with o 11 as root and children N (verifier responses) connected by edges

E (prover challenges) and return it, otherwise return L.

This algorithm is similar to Construction &4 but instead of invocating the malicious prover Pp, which
it does not have, to retrieve the next prover’s message, it runs the whole state restoration game by tweaking

the random oracle rnd,; (Line B3) in hope that the value (x/, o/, o, p) returned by the state restoration
game is such that

a/[;i+2} = iy A OJ[;Z'+2} = Oy N Pf;lurz} = Plit1) I P;+1 Ax'=x,

where p} 1 1s the challenge picked by the algorithm. Analogously to Construction B2, we say these tests
are the consistency tests. If the consistency tests are satisfied, then the state restoration game has returned a
complete transcript (e, p’) that matches the partial transcript (e[.;19], P[;;4))- The extractor can use this
transcript to create a new path in the tree from the root node to a leaf node. In other words, instead of
searching for edges, the algorithm directly searches for complete paths from the current location to a leaf.

To simplify the proof, we first forget about lazy sampling. Furthermore, we use the random oracles (rnd)
instead of lazy random oracles (rnd). Doing so will simplify our analysis. Eventually, we will show that,
in our case, replacing a lazy random oracle with a classical random oracle does not change the probability
expressions. Moreover, this change makes the notation lighter.

The proof of this statement is more involved than the other ones. Especially, we need a more fine-grained
understanding of the randomness of

TreeFinderi(x,f’fﬁ,a,a’,p, rd;v) .
This need motivates the following notation.
Definition 6.4. For everyi € {0, ..., k}, we denote by v; the randomness of

TreeFinder;(x, Pi5, , o, p, rnd; ;) .
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/
We say that the random space of this instantiation is N, that is, v; € Nj. Moreover, we denote by foil (1)
the randomness of its recursive call that results from using p, 1 in the state restoration game, whether it was
in the loop or for the early abort test. Finally, in the latter case, we write V3 (v;) = I/fj:il (vi) to highlight
that this is the randomness of the early abort recursive call.

During any call TreeFinder;, we would like to characterize the challenges p;_ ; that would pass the
consistency tests and lead to a successful recursive call. As we have seen previously, we capture these two
properties of a challenge in the two distinct properties combined to form the so-called good challenges. The
challenges that pass the consistency tests are said to be consistent, while challenges that result in a successful
recursive call are known as successful challenges.

Definition 6.5. For everyi € {0,...,k — 1}, a challenge p;+1 € R;1 is said to be consistent with

(x, (a1, ...y ok41), (01, -+ 0ks1), (rnd1, ..., rndy))
= =0 :=rnd
if
e x| < n;and
* The output of
(s, (rndq, ..., rnd;, mdi+1’((X7a[;i+z]70[;¢+2])7pi+1)? rmd;yo,...,rndy), ]_Sgp)
is
(3, (A1 oy Qg Ty ty ey )y (O ooy Tl s ooy )y (PLy e oy Pidly s e est))
where p; = rd;(x, (oq,...,q;), (01,...,0;5)) for every j € [i].

Successful challenges are formally defined as follows.

Definition 6.6. For everyi € {0,...,k — 1}, a challenge p;+1 € Ri+1 is said to be successful for

(X, Vit1, (ozl, .. .,Oék+1), (0’1, .. .,Jk+1), (rndl, .. .,rndk))

TV
= =o :=rnd

if
* x| < n;and

* The output of
TreeFinder; 1 (x, Pjp, o/, o', o', md; v 1)

is not L, where

(x',a 0, p') + T (s, (rndy, . . ., rnd;, rndi+1\((X’a[:iﬁ]7,,[%2])7[,”1), mdit2, ..., rndy), Pgp) .
In other words, the output is not an (a;11, . . ., ax)-tree of accepting transcripts for x< with prefix
(rndj(x, (o1, ..., @j), (o1, ... ’Uj)))je[i] .
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When a challenge is consistent and successful, we say it is a good challenge. Good challenges are the
ones that the extractor could use to construct the trees of accepting transcripts for x with the corresponding
prefix. This definition is similar to how good challenges are defined in Section B.

Definition 6.7. For everyi € {0,...,k — 1}, a challenge p;+1 € Rit1 is said to be good for

(x, v, (@1, oy g1), (01, -+, Okg1), (rndy, ..o rndy))
= = =rnd
if is consistent (x, o, o, vnd) and successful for (x, v/} (v;), o, &, vnd). Moreover, we denote by

iiir-l (Xa &, 0, rnd7 Vi)
the number of good challenges for (x, v;, a, o, rnd) within R ;1.

Figs. B to [ illustrate the steps of the tree’s construction. For the sake of simplicity, we change the
way the algorithm works. Instead of working recursively, the current node, say at level i, tries to find a;
accepting transcripts for x (instead of a tree of accepting transcripts for x). This reflects that the node
is searching for complete transcripts instead of just a new unique challenge p;. This change makes the
algorithm easier to understand graphically yet harder to express algorithmically. This is the reason why
we use the recursive definition for the analysis. In this example, the helper algorithm is tasked by EISPRKS
to return a (3,2, 2)-tree of accepting transcripts for x. After the root node job has finished running, the
current tree is a (3, 1, 1)-tree of accepting transcripts for x, depicted in Fig. B. The edges highlighted in
red correspond to rejecting transcripts, and the edges in blue are early abort challenges, meaning that if this
challenge leads to a rejecting transcript, the node will also reject. Then, when all layer 2 nodes are carried
out, the resulting tree is a (3, 2, 1)-tree of accepting transcripts for x, exhibited in Fig. B. Finally, when all
nodes have finished executing, the resulting tree is a (3, 2, 2)-tree of accepting transcripts for x. This tree is
shown in Fig. M.

3 accepting challenges in R

(D
Q@ @
QQ Q

Figure 8: Example of a tree picked by the extractor. At this point, the root node has finished, and we are left
with a (3, 1, 1)-tree of accepting transcripts for x.

Consider an execution of
TreeFindery(x, Pip, o, o, p, rnd)

run by the extractor presented in Construction B2. Then, any recursive call to the helper algorithm resulting
from this instantiation has the following property.

54



3 accepting challenges in R

2 accepting

2 acceptin
challenges in R pting

challenges in Ro

N S >/ mnotenough
o —f— accepting challenge
1 0 1

1 1 1 1 0 0 1
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Figure 9: Example of a tree picked by the extractor. At this point, all layer 1 nodes have finished, and we are
left with a (3, 2, 1)-tree of accepting transcripts for x.

Lemma 6.8. Foranyi € {0,...,k}, let TreeFinder;(x, 15|5|'>, a, o, p,rnd) be any instantiation that follows
from running the Construction B2’s extractor in Definition 38’s experiment. We have that

pir1 = rnd; (s, Q[:542]5 U[:i+2}) .

Proof. This statement follows directly from the definition of the state restoration game. Indeed, the chal-
lenges p are always computed as p = (rnd;(x, [;i41]; O [:i+1]) )ie[x)» Which implies the desired result. [

6.2 Knowledge soundness error

First notice that for every 7 € {0, ...,k — 1}, it holds that

k aj—l
1—ni:H 1— ~
J

j=it1
< a; 1\ + aj —1
— (1~ Hl_) H <1 _ )
Nit1 j=it2 N;
k
:Ni+1—ai+1—1 H (1_aj—1>
Niy1 =itz N;

_ Niy1— a1 — 1

Noos (1 —Kit1) - )

We now present Lemma BR’s generalization to the state restoration setup.

Lemma 6.9. Recall that, for every i € [k + 1], pv; is the length of all possible i-th messages sent by the

prover. Let
k41

T :={0,1}=" x (x{o,upvj) x ({0,1}%)<1

J=1
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Figure 10: Example of a tree picked by the extractor. At this point, all layer 2 nodes have finished, and we are
left with a (3, 2, 2)-tree of accepting transcripts for x.

be the set of all instances, prover messages, and salt strings triplet. Then, for every i € {0,..., k — 1},
te{0,...,N;}, x',a,0") € T and v; € N;, we have

f(i/aj_af;iwpaf;iw]) rnd ::, Z’{S((ri)ié[k])~ S ,

Pr = (X, Ofi12), OLiv2) ea0,p) — T '(s,.rnd,Pug) =
conditioned on T .= TreeFinder; 1 (x, Nit1
Y (x, o o' md, ;) = ¢ P, o, 0, p,md; 52, (1))

Proof. We know by Lemma bR that p;1 = rnd(x, Q[ 42]s a[:i+2]), which implies that p; 11 is uniformly
distributed. Morover, by definition of Y;7, (x', @', o', rnd, 1;), the value of p; 1 is independent of £. There-
fore, this equality holds. O

This result reflects the probability that p;; is a good chalenge for (x, V11, &, o, rnd). Indeed, the first
condition ensures that the challenge is successful, while the second, combined with Lemma B9, ensures that
it is consistent. The following result follows directly from the definition of a conditional probability.

Corollary 6.10. Foreveryi € {0,...,k—1},£€{0,...,N;}, (x',&/,0") € T and v; € N, we have

T 7'5 1 rnd — u((rl)ze[k})
Pr A, af:z‘+2]v o'l[:i+2]) (x,a,0,p) <= TI(s,rd, P;L)
= (x, Ql42)5 U[:i+2]) T = TreeFinder; 1 (x,
ANYEL (X, o' md, ;) =€ P, o, 0, p,rd; 152 (14))
14
= N PrY (x', a0’ ,md,v;) = (| rnd L{((ri)ie[k])] )

Lemma B77 also has a natural generalization to the state restoration setup.

Lemma 6.11. For everyi € {0,...,k — 1}, it holds that
[Z M

Pr|YY,(x',a 6’ md, ;) >0 <t+1.
(X,QZ;/)ET { il ) md — U((ri)icp)
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Proof. Given any execution of the state restoration game

(x, 0,0, p) < I (s,rd, PY)

we define the extended trace to be the tuple (tr§, ..., try") where tr$" = tr$" || (x, opi49), O iy, p;) for
every i € [k]. This ensures that all partial transcripts {(x, @[.i19], O[:i+2], P;) }ic[] resulting from the output
of the game lies in the new traces. Note that for every ¢ € [k], the length of tr; is at most ¢ + 1 whereas the
length of tr}" is at most ¢. Then,

o N

Z Pr[ iitl(xlva,ao-/arndayi) >0 ‘ Vi v ]

(X’,OL’,O”)ET I’rld — u((rl)lé[k})
1 Ve (', e o' md, v;) > 0 2 — N

= Z Z Pr| conditioned on rnd — u((ri)ie[k])

(', )ET 7=1 tri}j = (s Ofiyg) Olia) (x,a,0,p) &= T(s,rnd, P5)

rnd % U((r;);
e[ = (e ()
v - . (Xaavavp) % Fsr(s, rnd,PSS'P)
t+1 rnd — Z/{((ri)ie[k])

<Z Z Pr

j=1 (x',a,0")

<t+1.

W: X, a/, O',,- sr ~
h = (5 Qo) 9 (x,a,0,p) & I's"(s, rnd, PEp)

O]

Similarly to the fractions of accepting challenges €(x), we are interested in counting the fraction of
random oracles list rnd that would make the state restoration accepts.

Definition 6.12. We say that a list of random oracles rnd is accepting if
(x,a,0,p) & I'*"(s,rnd, ~|SF',)

is such that Vip(x, o, p) = 1. Moreover, let €' be the fraction of accepting rnd within Z/l((ri)ie[k]) s
support.

The following theorem is the core proof of Theorem B1’s success probability statement.

Theorem 6.13. It holds that

rnd < U((rl)ze[k])
PriT# 1| (x,a,0,p) & Fsr(s,rnd,f’f{j)
T < TreeFinderyg(x, P5, a, 0, p, rnd)

> (t+1)- (e = ki)

where k; is defined in Eq. ().
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Proof. We first show that

rnd % U((r
PriT# 1| (x,a,0,p) & FS('((;,);i[d},)PfE,) > W (10)
T +  TreeFinder;(x, f’f{,, a,o,p,rnd) ’
holds for every i € {0, ..., k}. Instantiating this result with ¢ = 0 implies the result we are looking for since
e — (t+ 1)Ko

Ssr
T~ g > (t+1)- (" — ki) -
We prove Eq. () by induction on ¢ going from k to 0. The base case is straightforward forward since the
right-hand side reduces to €%, which is, by definition of the latter, exactly what the left-hand side is.

For the inductive step, fix i € {0, ..., k} and assume the statement holds for every j € {k,...,i+1}. It
is straightforward to see that we need the following conditions for an instantiation of TreeFinder; to succeed
in finding a tree of accepting transcripts. First, the instantiation must pass the early abort tests, and second,
the number of good challenges should be large enough. Hence,

rnd < U((Fl)le[k])
PriT# 1| (x,a,0,p) & (s, rnd, f’f,f_,)
T < TreeFinder;(x, P{5, a, o, p,rnd)
_ ” e N ;
T # 1 rnd — u((rz)ze[k])
. trsr ~
=Pr }/;jtl(}x’a’o-?rnd,yi) > a1 (X,(X,O’,p) — Fsr(sv.rndvplslg)
T < TreeFinder; ;1 (x,
L P|S|r37a707p7 rnd;Vf_T_l(Vi)) ]
[ T 75 1 123 — N ]
Nit1 A(x, a/[:i+2]’ U/[:i+2]) rnd zr_sr U((rz)ze[ ])
= Z Z Pr = (X, @:i42], OL:it2)) (x,a,0,p) +— T(s,rd,P5h)
(a0 )T l=ait1 conditioned on T +  TreeFinder; 1 (x,
N Y;il(xc alv UI? rnd, Vi) =41 P|SE>7 a, o, p,rnd; Vfil(’/i)) i
A N
- Pr o/ o’ md, ;) =/ vio— i ]
|: Z—H(X l) ‘ rnd <« Z/{((I’Z)Ze[k])
which by Lemma B9 is
7,+1

Ssr i < M
> Z Z [ S(x, a0’ md, ;) Zf‘ er - u((ri)ie[k])

(x',a' o) ET l=a;11 Nit

S Z f Nit1 ( 14 _ai+1—1>
- Ni1 Nit1

—a 1
(x' o, 0")eT t=a;11 Nit i+1 T

Pyt o md ) |y ]

rnd <+ u((rl)ze[k])

pay Nit1 14 aj+1 — 1
> D> D% -
Niy1 Nit1

—a +1
(x' o/ ,0")ET £=1 Nit1 = it
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v; — M

. St N ) =
Pr{ i (x, a0’ rd, v;) E‘ rmd < U((ri)iew)

and by using Corollary B0 we get

> 1+1 f Z (
o’)eT

i1 — air1 + 1

1 (x,e,
B v; — M ]
T# 1
. (73/ / ) ) rnd — U(("i)ie[k])
P X y a[l+2] 5 0’[2+2] trs’ sr Dsr
T (s atpags O i) (x,,0,p) < I*(s,md,Pf)
B ) [:zt?]a/ [:i+2] N T < TreeFinderi+l(X7
YZH(x,a,U,dez)—E Psr €a
I P|P7aaa7p7 rnd;Vi+1(Vi)) |
A1 — A A vi = Ni ]
—7].31' x,a,U,rnd,l/‘ >0
Niq |: 2+1( Z) rnd <+ u((rz)ze[ }) )
> Nit1
Ni+1 — a1+ 1
[ V; — M ]
rnd — U(("i)z’e[k})
(Pr T#1| (x,a,0,p) & (s, rnd, P},
T < TreeFinder;1(x,
i P|S|r3,aao-apa rndvyz+1( )) J

aj41 — 1 vi <« N; ]
- Pr|Y, (<, 0, rd, ;) > 0 .
Nit1 Z . [ +1( ) rmd <+ u((ri)ie[k]) )

(x',a!,o')e

Note that 57, (v;) is uniformly distributed and not dependent on the algorithm’s inputs; therefore, we can
apply the induction hypothesis. Combing the induction hypothesis with Lemma BT, we obtain

rnd < U((rz)ze[k])
PriT# 1| (x,a,0,p) < I (s,rnd, P5)
T < TreeFinder;(x, P{5, a, o, p,rnd)
N; ST—(t+ D)k, i1 — 1
> i+1 _ <6 (t+1)Kip1 ! (t + 1)> Eq. (@)
i1 — @iy +1 1 — ki1 Nit1
_ — (t + 1)Iﬂ'+1 B ai+1 — 1 (t n 1)
1—k; Niy1 — a1 +1
1 sr ajy1—1
e GEI S CRE R Ees) @ ®
= (t+ Dk
- 1-— Ky ’
which concludes Eq. (I0)’s proof by induction and, therefore, the proof of theorem’s statement. O

We assert that Construction satisfies Theorem BI’s bound on the state restoration knowledge error.
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Indeed, assuming |x| < n, we have by Theorem

rnd < U((rl)ze[k])
pr| W ER | (x,a,0,p) ¢~ T*(s,md,P)
Ab=1 b — V|P(X,Oé,p) 5
w — E,SPRKS (x,a,0,p,tr"", P}p)
i rnd < u((rz)ze[k]) ]
(x,a,0,p) & (s, rnd, lsfl'p)
b < Vip(x,a,p) i
_ Py T= | w — EF’PRKS(X, a,o,p,tr, Pp)
Ab=1 rndq —  U(r)|ws
rdy — UM ) '
i T < TreeFinder(x, Pi}, o, 0, p, (d;)icp) |
[ rnd < L{((rl)le[k])
—Pr T=1 (x,a,0,p) & T (s,rnd, P)
ANb=1 b — VIP(Xaaap) _
i T < TreeFindery(x, P}, a, 0, p,rnd)
rnd < u(<rz)z€[k])
=1-Pr|T# 1| (x,a,0,p) < TI(s,rnd, PiL)
T < TreeFindery(x, Pj5, o, 0, p, rnd)
rnd — U((rz)le[k])
-Prib=0| (x,a,0,p) & (s, rnd, Pf,g)
b — VlP(Xv «, p)
=1—e"
> (t+1)ko ,

since the two events b = 0 and (x, w) € R are disjoint. The first equality comes from their two experiments
being indistinguishable since the random oracles of the right-hand side are restricted to match the traces of
the others.

6.3 Extraction time

Proving that Construction satisfies Theorem BTl claimed extraction time is more involved than proving
the bounds of the success probability. To do so, we start by defining some useful random variables.

Definition 6.14. Foreveryi € {0,...,k}, x, o, o, p, rnd and v;, let
N(x, o, 0, p,rnd, ;)
be the number of challenges picked by

TreeFinder;(x, 15|5|5, a, o, p,rd; ;)
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without considering the first one tested, that is p; 1. Moreover, let
Ai(x7 «,o0,p, rnd7 Vi)
be the number of challenges picked by this instantiation, including p; 4.

The second random variable depicts the cardinality of the set .S used in TreeFinder; at the end of the
algorithm execution. Note that

Ai(x, 0,0, p,md, ;) < Al(x, 0,0, p,rd, ;) + 1 . (11)

If the consistency tests (Line Bf) are unsatisfied, the current instantiation executes no recursive calls.
Hence, challenges that pass these tests induce an additional execution time. For the analysis, we subdivide
these challenges into two categories: successful and others.

Definition 6.15. Foreveryi € {0,...,k—1}, x, o, o, p, rnd and v;, let

X,L-T(X, a, o, p,rd, ;)
be the number of challenges p), 1 Picked by

TreeFinder;(x, P{5, a, o, p, rnd; ;) |

including pi+1, that are good for (x,v;, a, o, rnd). Conversely, let

Xf(x, a, o, p,rd, ;)
denotes the number of challenges p_ | picked by TreeFinder;, including p;y1, that are consistent with
(x, o, o, rnd) but not successful for (x, Vfﬁl (vi), ¢, o, rd). Moreover, we define X,! (x, a, o, p,rnd, 1) =
0and X (x, o, 0, p,rd, v4) == 0.

Focusing on the consistent challenges picked by TreeFinder;, we are also interested in the number of
invocations to the state restoration game done by recursive calls resulting from these consistent challenges.

Definition 6.16. For everyi € {0,...,k— 1}, x, a, o, p, rnd and v;, let
Ii(x, 0,0, p,rnd, ;)
counts the number of invocations performed by
TreeFinder;(x, f’f{;, a,o,p,rd;v;) .

Moreover, let
T
I (x,a,0,p,rnd, ;)

counts the number of invocations done by the recursive calls that result from challenges that are good for
(x,v;, a0, o, rnd). Conversely, we denote by

I'L(X’ «,0,p, rnd, Vi)

(2

the number of invocations done by the recursive calls that result from challenges p, 1 that are consistent
/
with (x, o, o, rnd) but not successful for (x, I/fﬁl (vi), o, o, rnd). Finally, let IJ (x,a, 0, p,rnd, 1) =0

and Ikl(x, a,o0,p,rnd, ) = 0.
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E[L;(X, «,o,p, rnda VZ)]

Il g
o
m
+
E[I,L.T(x,a,a',p, rnd, I/Z)] — — E[If(x,a,a’,p, rnd, z/z)]
_ E[Al(x, o, 0, p,rnd, 1)) _
Al g a Al ‘m’
g NI g
g
m
Ii—f—l(X? «,o0,p, l’nd, Vi-i-l) I’H—l(xa «,o,p, l’nd, Vi-i—l)
E| conditioned on E[Ai(x, 0, p,md, vi)] =1 g | conditioned on
T# L E T=_1
-E[X;(x,a,a,p, rnd,uz-)] Al EJ -E[Xf‘(x,a,a,p, rnd,z/z-)}
_ : _
/\|g 1+(a¢+171)-(t+1) @ /\|\Ef
o = =) o
0 B A= 0
NS a
iy - PT[T #* J_] = Aiy1 - PF[T = J_]
litai(x,a,0,p,rd, viy1) Litai(x,a,0,p,rd, Vi)
-IE| conditioned on -IE| conditioned on
T# 1 T=1
Figure 11: Lemma BT9’s proof strategy for expressing I; recursively.
By the previous definitions, it follows that for every i € {0, ..., k}, a, o, p, rnd and v/

Ii(x,a,0,p,rmd, ;) = I;(x,a,a',p, md, ;) + I (x, a, 0, p,rnd, 1) + Ai(x, a, 0, p,rnd, ;) . (12)

This is the starting point of the proof; we use this decomposition to find an upper bound [; in terms of I; 1
by upper bounding the values I, ZT 1 f and A; with an expression including [;; 1. This recursive statement is
captured in Lemma BT9. Then, we inject this recursive bound in a proof by induction to show Theorem B20.
The proof strategy for Lemma BTY and the intermediate results necessary are depicted in Fig. [I. For
simplicity, we have removed the experiments and conditioning on random variables that are universally
quantified. We now continue by proving every result present in this figure.

It is straightforward to see that the random variable A/ corresponds to the number of the invocations
done to P ip by TreeFinder; without considering invocations performed within the recursive calls. By the
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early abort test, it follows that

i 12} < M i
N(x,a,0,p,md, ;) =0 rnd A u((ri)ie[k])
Pr| conditioned on (x,0,0,p) & T'(s,md,P5) | =1. (13)
T=_1 T o« TreeFinder; 11 (x,
- B, o 0, p, mdi 2, (1)) |

By fixing the recursive part of the randomness and conditioning on the early abort test passing, we claim

that the number of challenges picked by an instantiation of TreeFinder; follows a NHQ distribution. For
every x', o/, 0’ and vj |, the random variable

AQ(X, «,0,pP, rnda Vi)

conditioned on Vit1 — N

T#1 rnd — U((ri)iew)
AV =viyi(pi) (x,,0,p) & I (s,rnd, P)
ANYS L (x,a,0,md,v;) =( T < TreeFinder; 1 (x,
N g Tiy) Pip, o, 0, p,md; 152, (1))

= (Xa a[:i—i—?]a U[:i+2])

follows a NHG with 2"+1 — 1 balls of which £ — 1 are success balls, and it has to find a;4+; — 1 success balls
(there are only 2"+! — 1 total balls and ¢ — 1 success balls because we already use p;.1 for the early abort
test). This result follows directly from Definition ZZT4. Moreover, this implies

A;(Xa «,0,p, rnd, Vi)

conditioned on Vi — N
T 7& 1 rnd — u((rz)ze[k])

E| Avigy =vig(ps) (x,a,0,p) & (s, rnd, f’f{,)
A Yiiﬂxv a,o,md,v;) =/ T +  TreeFinder; 1 (x,

A @9 O )
= (Xa QAL542]5 O [:i+2]
ori+1
14

= (ait1—1)

P, a0, p,id; 152, (1))

We need the following result to find an upper bound on A’.

(14)

Lemma 6.17. For every i € {0,...,k}, it holds that

[ Vi — N 1
A;(X,a,a,p,rnd,yi) rnd <_s u((r’l)le[k])
E | conditioned on (x,a,0,p) < (s, rnd, PS5)
T#1 T < TreeFinder; 1 (x,
i P, o, 0, p,rd; 153 (14)) |
rnd < U((rz)ze[k])
Pr| T# 1 (x,a,0,p) & (s, rnd, PL)
T +  TreeFinder; 1 (x,

f)lsé7a70-7 p7 rnd)
< (a1 —1)-(E41) .
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[T # L
ANy Tigg)
= (x, Q[:542]5 U[:i+2])
ANY (x,a,0,md, ;) =0
conditioned on

Pr

Proof. Note that for every (x',@’,0’) € T and v__ |, we have

V; < M

rnd < U((rl)le[k])
(x,a,0,p) <— T(s,rnd, P5L)

T < TreeFinder;1(x,

L AV = viri(pi)(pi)

P, a, 0, p,rd; 157

¢+1(Vi))

=0 (15)

since if the recursive call return succeeds and the consistency tests pass, there is, by definition, at least one
good challenge for (x, a’,o’,rnd). The following result holds for any choice of v, which implies the
desired result. By Corollary 10 and Eq. (I[4)

[ ’ Vi — N 1
A(x, o, 0,p,rnd, v;) md e U((t)iep)
conditioned on - -

E T4 (x,0,0,p) <— TI%(s,rd,P}p)
AV = vis(p2) T+ TreeFinder; 1 (x,
o PiL, a, 0, p,md; 82 (1)) |
T 7& N rnd — L{((rz)le[k])
t Sr ~
-Pr| conditioned on (x,er,0,p) ¢— I"(s,md, P)
T < TreeFinder;41(x,

AV = Vir1(pi)

fit1

2. 2

(', ,a')ET =0

P, a, 0, p,md)

N(x,a,0,p,rnd, ;)
conditioned on Vi — N
T+# L rnd — Z/{((ri)ie[k})
E| AVig =vita(p) (x,a,0,p) & (s, rnd, PL)
A (X,7 a/[:l‘+2]7 Ul[;j.;,.g]) T < TreeFinderiH(x,
= (X, Of;i19), O[i42] P, a0, p,rd; 152 (14))
| AYE(x,a,0,md, ;) =/ |
i—'(#,l / / ) Vi « N
X Ea[;i—‘rQ] ) o-[:i+2] ) rnd — U ((rz)ze[k])
P = X, O[542]5 O [:i+2] tr" sr Dsr
! AYSL (x,a,0,md,v;) = { xe0,p) T (s’.md’P'P)
o T < TreeFinder;y;(x,
conditioned on psr d: e
L AV =vita(pi) ips @, 0, pyd; v (1) i
= 0 when £ = 0 by Eq. (I3)
2 — N,
S Z Z (ai+1 - 1) -Pr I:}/iirl(X/? a/7 0-/7 rnd7 Vi) =/ ‘ Vi /

(x',a',0")eT (=1

>

142 ’UE:iJrQ])

= (ai+1— 1)

(x’,a{ €

.Pr[ S(xa o’ md, ) >0 ‘
T
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which by Lemma BT is upper bounded by (a;+1 — 1) - (¢t + 1).

Now, we can show the following result.

Corollary 6.18. Foreveryi € {0, ...k}, the following holds

v; — N
E|Ai(x,a,0,p,rnd, ;) rnd — U((H‘)ie[k}) <l+(air1—1)-(t+1) .
(x,a,0,p) & Fsr(s,rnd,f)ls{))
Proof. We have
v; — N
E|Ai(x, o, o, p,rnd, ;) rnd — U((ri)iew) Eq. (I)
(x,0,0,p) & T(s,rnd, Ph)
[ V; — M
<1+ E|A(x, a,0,p,rmd, ;) rnd «~ u (rz)ie[k])
(x,a,0,p) <—tﬂ I*"(s,rnd, P}7)
[ v; — N i
N(x,a,0,p,rnd, ;) rnd — U((rz‘)ie[k])
=1+ E| conditioned on (x, 0,0, p) sl FS'(s,rnd,Pflg)
T=1 T < TreeFinder; 1 (x,
- B, o, p.md: v, (1))
= 0 by Eq. (3)
rnd — Z/{((ri)ie[k])
PrlT =1 (x,a,0,p) & Fsr(s,rnd,f’ﬁ;)
T < TreeFinder;4;(x,
P, a,0,p,rnd)
o 9 . N ;
N(x,a,0,p,rnd, ;) rnd — u((ri)ie[k])
+E| conditioned on (x,a,0,p) & Fsr(Samdvf’ﬁ;) Lemma 617
T# 1 T < TreeFinder; 1 (x,
i Pii, o, 0, p,md; 12, (1) |
rnd — Z/{((ri)ie[k])
Pr|T 41 (x,a,0,p) & (s, rnd, PL)

T — :I'reeFinderHl(x,
P, a,0,p,rnd)
= (ai1 —1)-(t4+1) ,
which concludes the proof of this corollary.
Consider the two following quantities. For every (x/, a’, ') € T, let
T+

A (x O‘/[;i+2 :i+2]) ;

= (x, Al:+2] U[:i+2])

ki
wi= |4 pir € {0,137 },a"[
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and

where for every p} |
(x,a,0,p) < (s, (rndy, ..

and

<y rndi, rndi_i_l]((xl’a

a/[:iJrQ] ’ U/[:i+2]) ’
X, O:342]5 U[:i+2])

P

Fit2) O Lt Pie1)? Mdit2,

T « TreeFinder;,1(x, P{5, o, o, p,rnd) .

Given these notations, it is straightforward to see that

. ), P3p)

T+# 1
conditioned on rnd <_sr u((ri)ie[k})~
Pr| md = rnd (x,0,0,p) «— T*(s,md,Pj5) | _ v (16)
A, o ) o ) T — :I'reeFinderiH(x, U+ v
_ [+ ‘} L+ A] Pil,a,0,p,rnd)
(Xa a[:z+2}70[:z+2])
and
T=1
conditioned on nd ztr u((ri)ie[k])
; N
prl md = rd (x,a,0,p) <— I*(s,rnd,P}p) __v ’ (17
A (X/’ ol ) ol ) ) T — :I'reeFinderZ»H(x, U+ v
—( ['H_.‘] ['H_' A} ) P, o, 0, p,rnd)
X, a[.z+2] ) U[.H—Q]
for all rnd’ € U((r;);epq) and (x', o, 0") € T
Next, note that the random variable
( Xf(x, a,o,p,rd, ;)
+(aip1 — 1) Vi — N
conditioned on rnd «~ U ((rz')ie[k])
rnd’/: r/nd , (X,O&,O’,p) <tr— Fsr(s7rnd>P|S|5)
A (x » Q9] U[;H_Q]) T < TreeFinder;y;(x,
; (X, Q[:542]5 U[:i-‘rQ]) P|S|r37 «,o,p, I’l‘ld; Vf—?—l(pi))
T+ 1

follows an NHQ distribution with v — 1 good balls, 4 4+ v — 1 total balls and where we are looking for
a;+1 — 1 good balls. The minus one comes from the fact that the first good ball has already been picked for
the early abort branch. Therefore, it follows from Definition T4 that

[ X (x,a,0,p,rmd, ;)
conditioned on
rnd’ = rnd
A, a/[:i+2]’ U/[:i+2])
= (x, QA12]) O[:i4-2]
T4

Vi
rnd

T

tSI’ ~
(X, &, 0, p) <r— Fsr(37 rnd, Plslr:’)

— N
— U((ri)ie)

< TreeFinder;y;(x,
P|S|r37 «,0,pP, rnd; Vie—?-l(p’i))
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We now give upper bounds on X ZT and X f’s expectations. We begin with the former.
Upper bound on X ;'— ’s expectation. By conditioning on 7" being | or not, we have

X/ (x,a,0,p,rmd, ;)

conditioned on V; — N
E| rnd’ = rnd rnd — U((ri)iew)
A g Tlisy) (x,@,0,p) <— T=(s,md,Pf)

= (Xv ali42)5 U[:i+2])

T X (x, 0,0, p,rnd, v;) ” Y -
conditioned on
d — md rnd — U((ri)ie[k])
= E rn ,_ r/n ’ (x o.o p) (tr_sr FSI’(S rnd f)sr)
NG, Oy Oiyg) T TreeFinder: 1
= (Xa AL:42]5 U[:i+2]) ~ < reerin erH_l(X’
AT # 1L P, a,0,p,md; 31, (pi))
FT £ L
conditioned on rnd <_sr u((r:) ie[kl)~
.Pr| rnd’ = rnd (x,a,0,p) & I'*"(s,rnd, P{)
T < TreeFinder; ,
A G al[:i+2]’al[:i+2]) pr ! 1+1(ZS)
L = (% apigo)s OLite) P, @, 0, p,IN
" X, (x, e, 0, p,rnd, v;) " Y _
conditioned on 5 v
rnd’ = rnd rnd — U((ri)iew)
+E . tre’ sr pDsr
N o i) (x, a,Ta, p) ? (sF,_rr:jd, ,P'P)
= (X, Qi y2) O i) _ ¢« TreeFinder;q(x,
AT =L Pip, a, 0, p,md; v}, (i)
=0
FT=_1
conditioned on rnd <_s, U((ri) iG[k])~
.Pr| rnd' = rnd (x,a,0,p) & I'*"(s,rnd, P{5)
T < TreeFinder; ,
N @) i) Bir ! 1+1(ZS)
L = (Xaa[:i+2}>a[:i+2]) P,y &, 0, P, 1N
T#1
conditioned on rnd : Z’{((”)ie[k])
p -
< Qi1 * Pr rnd’ = rnd (X7 «, 0, P) < Fsr(s,.rnd, Plsll:”) ’ (19)
A (X/, Oé{zi+2], o'/[:i+2]) T — TreeFlnderiH (X7

= (x7a[:i+2]7o-[:i+2} Plslr37a7a7p7 rnd)

since the algorithm stops after finding enough good challenges.
Upper bound on X;-’s expectation. We have

X}(Xa «o,0,p, rnda Vi)

conditioned on v — N;
E| rd = rnd rnd —  U((ri)iew)
A (' a/[;zurg} ) U'I[;HQ]) (x,a,0,p) & (s, rnd, PL)

= (x, AL:42]5 U[:i+2])
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X’LJ_(X? «,0,pP, rnd? V’i)

; — N
conditioned on yld Z/Il ‘
rnd’ = rnd m z_sr ((rl)ie[k})~
=Bl Al g0l | (op) e (s, md, PR Eq. (I8)
= (X [&T 12] [;-—i[_ ]+2]) T B — TreeFinderi+1(X’
y Celii42] Y
AT # 1 P, a,0,p,md; v2, (p;))
(T L
conditioned on rnd <_sr Z/[((r2‘>z‘e[l<])~
.Pr| md =rnd (x,,0,p) & Fsr(s,.rnd,PIS;,)
A (X,’ al[:i-i—?}’ a-,[:i—i—Q]) T = l;rgfeFlnderi-H(::)u
L = (X, Qpigo); OLitg)) Ip) @ 5 PN
[ X (x,a,0,p,rmd, ;) " . N -
conditioned on § l
rnd’ = rnd rnd — U((ri)ier)
- trSl' ~
TR A, QU yo) Tliigo) (x, O"Ta’ p) gsr(sF’_":jd, Pfﬁ)
= (X, Q19 O it = reeFinder; 11 (x,
| AT=1 | Pt a0, p,md; 32, (pi) |
-1
[ T=_1
conditioned on rnd - u((ri)ie[k])~
.Pr| rmd = rnd (x,a,0,p) &~ T(s,rnd, P5)
T < TreeFinder; ,
NG al[il“r?}’ Ul[iiJr?]) Pst H_rlrfdx)
L = (%, o]y Oig2) Py & 05 P
T=1
conditioned on rnd z_sr u((ri)ie[k])
v -
<Pr| md =rnd (x,e,0,p) < T¥(s,md,Pf) Eq. @)
A, oy o, O ) T ¢+ TreeFinder;1(x,
’ ’ sr
= (X, ;i 42), OL:ig2] P, o, 0,p,rnd)
T#L
conditioned on rnd : Z’l((”)ié[k})
v .
+Pr| rd = rnd (x,e,0,p) < T¥(s,md, Pj) Bq. (@)
ANl ol ) T < TreeFinder;;(x,
P 2D T 2] Psr
= y y b, o, 0, p,rnd)
(X, Qpiva], Oy
v
(@i = 1)~
T=_1
conditioned on rnd E_S, u((ri)ie[k])
r -
=aiy1 - Pr| rnd =rnd (x,a,0,p) <— I*(s,rnd, P}p) (20)

A (x’7 a/[:i+2]’ 0'/[:@-_‘_2})
= (X, a[:i+2]7 0-[:1'4-2})

T < TreeFinder; 4 (x,
PiL, .7, p, md)

Finally, we show the following recursive inequality for I holds.

68



Lemma 6.19. For everyi € {0,...,k — 1}, it holds that

Vi < M
E|I(x,a,0,p,rd, ;) rnd A u((ri)ie[k])

(x,a,0,p) Lsr Fsr(s,rnd,f’f‘g)

Vit1 — Nz‘+1
<aip1-E|Lii(x,0,0,p,md, vy 1) rnd — U((ri)iew)
trs"

(X,Q,U’,p) — Fsr(sﬂrnd’lslslg)
+(+1) (a1 —1) .
Proof. The invocations to the state restoration game come from two sources: those done within the loop of
TreeFinder; and within the recursive calls. The former is straightforward to analyze. Indeed, the extractor

executes the state restoration game every time we pick a new challenge, except for the early abort test.
Hence, the number of times we invoke the state restoration game within the loop is

A(x, o, 0, p,rnd, ;)

and an upper bound on the expectation of A; = A/ + 1 is given in Corollary BTR. It remains to show how
many invocations are done within the recursive calls.

For every £ € {0,...,2"1}, rd" € U((r;);ic) and (x', e/, 0”) € T, we have

- T -
I' (x,o,0,p,rmd, v;)
conditioned on

E rnd’,: r/nd , "V‘Zd : sz(ri)ie[k])
A, Alit) 0[:i+2]) trr

— (X, Qi) 0.[.“_2]) (X7 O[42] O [:i+2]» p) — Fsr(s’ rnd, ]-SISIrD)

L AX (<, 0!, p,ind, ;) =4

[ I’H—l(X?a?U?p? I‘rld,VH_l) Vit1 — M+1 1
conditioned on
rnd’ = rnd mnd <_sr u((ri)ie[k])~
=CE| Nal ol ) (x,a,0,p) ¢~ TI(s,md,PS5) (21)
2 Tl T < TreeFinder;1(x
= (x, Q[:542]s U[:i+2]) Osr R
/\T#J_ P|Paaao-apa rnd;yi+1

since any subset of {0, 1}"+! with cardinality ¢ of good challenges is equally likely to be sampled.
It follows from Eq. (Z1) that for every rnd’ € U ((r;);cpq) and (x', o/, 0”) € T,

IiT(x, a,o0,p,rd, ;)

conditioned on v — N;
E| rnd = rnd rnd — U((ri)iew)
A, a/[;iJrz]v U'I[;HQ]) (x,a,0,p) & (s, rnd, PL)

= (x, Al:i+2]5 0'[:z'+2])

I’ (x,a, 0, p,rd, ;)

2i+1 conditioned on v; — N;
=S " E| rnd =rnd rnd —  U((r)iew)
=0 NG 0 O Ly) = (5 Qo Olirg) | (0, p) & (s, rnd, PS5

ANX (x,a,0,p,rmd,v;) = ¢
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X;(x,a,a,p, rd, ;) = /¢

P conditioned on rzld : 2/1( (r:); )
' ' rnd/ - rnd trs" Psr z ZE[ckl] PSF
A(x, a/[:i+2]’al[:i+2]) = (x, a/[:i+2]’ o-l[:i+2}) (x,,0,p) +— (s,rnd, Pip)
[ Ii+1(xva7o-7p7 rndvl/i-l-l) Vit1 — -/V:H-l |
conflitioned on rnd t u(("i)ie[k])~
=E| rnd’' = rnd (x,a,0,p) &= T(s,rd, Pp)
N (X,, a/[:i_i_g}y OJ[;H_Q]) = (X,’ a/[:i+2]v O'I[;H_Q}) T f TreeFinderiH (X,
L T#L P|s|r37a7o-vpvrnd;]/i+1) ]
X;(x,a,a,p, rmd, ;) =/
orit1 conditioned on Vi — N
Z ¢ Pr rnd’/: r/nd / rnd <—sr U((ri)z‘e[k])~
¢=0 A(x » Oy o) 0'[:”2}) (x,a,0,p) & I'*"(s,rnd, P}7)
= (X7 QL3425 U[:i+2})
[ Livi(x, 0, 0,p,rmd, v 1) 1
, &, 0, P, ) . — N
conditioned on VHdl Z/H,
rnd’ = rnd " : ((rs)icta)
=K r s ]_f)sr
A (s, a/[:i+2}7 U,[:i+2]) (x,a,0,p) — (s,.rnd, )
T < TreeFinder;y;(x,
= (Xv a[:i+2}7 U[:i—i—?]) sr
T#J_ P|P7a70-7p7 rnd;yi-i-l)
X, (x,a,0,p,md, ;)
conditioned on v; — N
.E| rnd’ = rnd rnd <—s Z/f((ri)z'e[k})~ (22)
A(x a,[;i+2]7 a{:z’-&-Z]) (x,a,0,p) & I*"(s,rnd, Pip)
= (Xa Q[:542]5 U[:i+2])
Likewise,
IMx, o, 0, p,rnd, v;)
conditioned on v; — N;
E| rnd’ = rnd rnd — U((fi)z'e[k})
A, a,[:H_Q]a o./[;i_i,_Q]) (x,a,0,p) & I*(s, rnd, f’f{;)
= (Xa a[:i—f—Z]v U[:i+2]
[ Liy1(x,a,0,p,md, Vi) 1
, &, 0 ) . — N
conditioned on I/Z+dl UZH
rnd’ = rnd " T ((t)icta)
rSr ~
=E| , (o o i) (x,a,0,p) +— Fsr(s’.md’ PiL)
: : T < TreeFinder;+1(x,
= (Xva[:i+2]7o.[:i+2]) :[jsr o, o, p,md; I/'+1)
| T — J_ P> 9 L » 7 ]
Xf(x, a,o0,p,rd, ;)
conditioned on Vi — N
.E rnd’/: rlnd / rnd tr u((ri)ie[k])~ (23)
A (X ’a[:i+2]’0-[:i+2}) (Xvaua'ap> <t"_ Fsr(svrndvplslg)

= (x, QL5425 0[;z‘+2})
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The next step is to develop Eqs. (£2) and (2Z3) by using the upper bounds on the X ZT ’s expected value
and X f’s expected value, introduced in Eqs. (I9) and (Z0).
Combining Eq. (£2) with Eq. (I4), we have

IZ-T(X, a, o, p,rd, ;)

conditioned on Vi — N
E| rnd’ = rnd rnd — U((ri)iew)
A a/[:i+2]’ U/[:i+2]) (x,o,0,p) & (s, rnd, 15|5|5)
= (x, QL:542]5 0'[:1'+2])
T# L
d —  U((r);
conditioned on m o S(r(rZ)ZG[k])~ }
< ajy1 - Pr rnd’ = rnd (x,a,0,p) <— I*(s,rnd,P}p)
T < TreeFinder;;;(x,

AN @0 O )

Dsr
frd (X,a[z+2],0'[l+2]) P|P7a70-7p, rnd)

[ Li1(x,a,0,p,md, v 1) Vit « N 1
conditioned on ’ d uz
, m —  U((ri)ic)
rnd’ = rnd v -
-E A (lea/[-'+2]val[-‘+2}) (x,a,0,p) <— TI°(s,rd,P}p) . (24)
* ; T < TreeFinder; ;1 (x,
= (%, i 49), OLit2]) Ppsr d:
_T#J_ P> &, 0,pP,rN 7l/i+1) ]

Similarly, combining Eq. (Z2) with Eq. (20), we have

If(x, a,0,p,rd, )

conditioned on v; — N
E| md’ =md rnd —  U((ri)iew)
A, o) i) (x,a,0,p) <— T(s,rnd, P5L)
= (X, Q[iy2), O i)
T=1
conditioned on rnd z_sr u((ri)ie[k]>
. -
< aj41 -Pr| md =rnd (x,a,0,p) — Fsr(s,.rnd,Pflg)
A a0 O ) T ¢ TreeFinder; 1 (x,
’ ) sr
= (%, QLit2)s O it2) Pip, a, 0, p,rnd)
[ Ii+1(xﬂaaaup7 rnday’i-‘rl) Vit “ M+1 T
conditioned on
rnd’ = rnd rnd :_sr U((ri)iep)
‘ -
ElLA (x/, a{, o] a’[,+2}) (x,a,0,p) <— I*(s,md,Pj}) . (25)
= (x Zx[.i+2] ;['i+2}) T ~ TreeFinder; 41 (x,
ANT =1L . . Plslli’”avo'vparnd;yi+1)

Consider the decomposition done in Eq. (). The first two summands of the right-hand side can be re-
spectively upper bounded by Egs. (24) and (Z3) since these bounds hold for all rnd’ € U ((ri)ie[k]) and
(x',a’,0’) € T. Moreover, as explained above, an upper bound for the last summand is indirectly given in
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Corollary BIR. Therefore, it follows that

Vi — M
E|Li(x,a,0,p,rd, ;) rnd A u((ri)ie[k])
(x,0,0,p) — T*(s,md,Pp)
V; — M
=E|I (x,0,0,p,md, v;) rnd — U((ri)iew)

trs"

(Xa o, 0, p) — I‘sr(s’ rnd, f)?lg)

[ 17 < M
+E Iv;L(XaO‘,U’P, rnd,yl-) rnd — u((r’b)ze[k])
i (x, 0,0, p) & ¥ (s,rnd, P5)
[ V; < M
+E|Al(x, a, 0, p,md, ;) rnd —  U((ri)icp)
t Sr ~
i (x,a,0,p) — T*(s,rmd,Pj)
rnd < L{((rl)ze[k])
t Sr ~
< a1 -Pr|T# L (x,a,0,p) — I¥(s,md Pff)
- T < TreeFinder; 1(x,

f)|s|;> &, 0,pP, rnd)

[ Vit1 — N
IiJrl(Xva’o-,p, rndayiJrl) rnd = u((r’b)ze[k])
-E| conditioned on (x,a,0,p) &= TI(s,rnd, Ps)
T#1 T < TreeFinder;;(x,
L Pflgva’o-7p7 rnd;VH—l) |
rnd — Z/I((rz)le[k})
t Sr ~
+ a1 -Pr|T=1 (x,,0,p) i Fsr(s,.rnd,Pls,g)
T < TreeFinder; 1 (x,

f’f,;, a,o0,p,rnd)

[ Vit+1 — Nip
Iivi1(x,a,0,p,rnd, vt ) rnd A u((rz’)ie[k])
-E| conditioned on (x,a,0,p) ¢~ T(s,rnd, Psh)
=1 T < TreeFinder;4;(x,
L P, a, 0, p,md; vy ;) |

+ (ai+1 — 1) . (tJr 1)
Vit1 <~ -/\[i—i—l

= a1 E|Lip(x,,0,p,rmd, v;11) rnd — U((ri)iep)
(x,0,0,p) «— T*(s,md,P)

+(ai+1 _1) <t+1) )
which concludes the proof.

We can prove the following theorem now that we have a recursive bound for I;.
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Theorem 6.20. For everyi € {0,...,k — 1}, the following holds

Vi — -N;
E|L(x,a,0,p,rmd,v;) rnd — u((fi)z‘e[k})
(x,a,0,p) & Fsr(s,rnd,f’f{;)
k k
<{ JI @] +¢+1)- IT @) -1
Jj=i+1 Jj=i+1

Proof. We prove this statement by induction on i going from k to 0. The base case follows from the fact
that TreeFindery does zero invocation of the state restoration game. Indeed, its only job is to run the verifier
to obtain the success bit. Therefore, the number of invocations is smaller than one, which is the value of the
Theorem B20’s right-hand side when ¢ = k.

For the inductive step, we have by Lemma BT9 and then by the induction hypothesis

v; — N
E|L(x, o, 0, p,rnd, ;) rnd — U((ri)ie[k])
(x,a,0,p) & (s, rnd, PL)
Vit1 — Niq
<ajp1-E| Liti(x,a,0,p,md, vitq) rnd A u(<ri)i€[k])

(x,a,0,p) & Fsr(s,rnd,f’ﬁg)

+(t+1) (a1 — 1)

k k
§Gi+1 H a; +(t+1) H a; —1 +(t—|—1)-(ai+1—1)
j=i+2 j=i+2
k k
= H aj + (t + 1) . H aj -1 y
J=i+1 J=i+1
which concludes the proof of this theorem. 0

Inserting Construction B2 in Definition 38 probability experiment, we have

i 120 — N()
rnd — Z/l((rl-)ie[k])
trer sr psr
E\ Io(x, e, 0, p, (mdi)iep, o) (x’ﬁ;’dal’p) <: Z(r(j)’!:;dflp)
i rﬁdk < U(rk)\trg ]
120 — N()
=Pr|ly(x,a,0,p,md, ) rnd — u((ri)ie[k])
(x,0,0,p) & T(s,rd, P
k k
<| I[ ] +@+1) I @)1,
j=i+1 j=it1
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by Theorem B20. The first equality comes from their two experiments being indistinguishable since the
random oracles of the right-hand side are restricted to match the traces of the others. Finally, every time
the extractor executes the state restoration game with Pjp, it also runs some polynomial time computation.

Therefore, its total extraction time is

k k
H a;j | +({t+1)- H a;j | —1 . (TPISE + poly(n)) .
j=1 j=1
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A Relation between strong and weak knowledge soundness

We prove Theorem in this appendix.

Proof. Let IP = (Pyp, Vip) be a public-coin interactive with strong knowledge soundness error kjp and
extraction time et)p. Let ElspKS be a strong knowledge soundness extractor for IP. We construct a weak
knowledge soundness extractor EIfDS, which achieves the desired properties as follows:

Eﬁgsbx,lauv):
1. Pick verifier randomness p < R.
2. Run P||:>2 o — P|P(X,~p>.
3. Return ElspKS(x,a,p,Pm).
Let
- ap =
E(X, p,P|p) = {b =1 ‘ b %‘g <P|p(X),V|p(X; p)>|p}

be the event that the Vip(x, p) accepts against Pp on the instance x and e(x, 15|p) be the fraction of p in
R such that (Pjp(x), Vip(x; p))ip = 1. The weak knowledge soundness error EfS is

Pr [(x,w) eER ’ W E:f;s(x,ls”:)}
— R
« Pp(x,p)
< EFPKS(X, a,p,Psp)
p < R
=1-Pr|(x,w)¢R| a + Pp(x,p)
W EISPKS(X, a, p, f’sp)

=Pr|(x,w) €R

g Q0

p <~ R
—1—Pr (X,W) ¢ R o ].5|p(x,p)
Ab=1 b <+ V|p(x,a,p)
| W~ ElspKS(x, a, p, f’sp)
<kIp
p < R
Py (x,w)¢ R | a + Pp(x,p)

Ab=0 b + Vipp(x,a,p)

w ElspKS (x, a, p, f’sp)

<Pr[-E(p.Pip)|=1—c(x.Pp)
>1—rp — (1 —e(x,Pp))
> e(x, Pip) — kip

as desired. The additional running of EES compared to E,SPKS is ©(k) for sampling the challenges and
@(7‘15”)) for collecting the responses. Therefore, the slight increase in time complexity leads to

etip(x, Pip) = O(k+ 75 ) +etip(x, Pip) .
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